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A Study on Information Security Behavioral Model
- Case of Labors in Saudi Arabia -

AL-Sulaiman Hawazen! Ayako Komatsu!

Abstract: It has been reported that most of the information security incidents are caused by human factors, and the importance of
human measures has been pointed out in the information security measures. In this paper, we attempt to construct an information
security behavior model for the purpose of how to motivate individuals to take security actions in order to promote information
security behaviors in organizations. Information security behavior in an organization requires awareness and understanding of the
security policy of the organization. Based on the Technology Acceptance Model (TAM), which is based on the acceptance of new
technology by users of information systems, we added the awareness of information security technology and information security
policy, and factors related to information security. A questionnaire survey was conducted. This paper reports on the analysis of the
preparatory stage for the model validation.
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L, EOGHIZOWTRR D, KX ORI, 2 = TH
B DUV TR, 3 B CHFZERRE & G, 4 = CIAEN
R, S ETHEME 2B D. 6 2 CHlAEM RIS 500
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AL-Omari 5(2012)1%, A% OFGa (TAM) A
LCEREX =) 7 4 BRAEERDOEREX 2V T 4 &K
Vo —~Dar 74T RAENINIED D0 E L
THZEEZHMIC, EX 2V T4 ZBFET /L (SAM) %2 E
AL7z. Bx =2 U7 4 ZR/KET ML, [Bifcxd 25 &
NI=AH A (PUOP) | & [P KIT 285 Sl 5
& (PEOU) | A v Trvay (BR) ZEETHH, %
NENOERICR LT, K, B, HIE7 R L F
AE B (Awareness) NEEEZ 52 AT T L AR LT,
ZOMFETIE I A L OEATHPT THHA A JEME L PLS Bl
INTORER, T VORMEL, o X2 7 4R
V—~DOREBD AT TAT VAR~ BEE 5D E
RA S22 o 72 [5]. K11 TAM 2R,

Perceived
Usefulness

External Behavioral
Variable Attitude 1 Intention

Perceived
Ease of Use

1 HifiZaEET Vv (TAM)
Figurel Technology Acceptance Model , [ 10]
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FRER[12], P58 BhEEHL AR (PMT) [13], SBAIAYE 7 V38 EEH G,
A/ _X—v g %k, GEERINEGR (RCT) 78 EOMEH

ODEE B EERL, YUV TIETOEEE X — L
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ST, IO, 3 EHIE, EEMERENEVIEB & ER
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Table 1 Classification of survey items and number of items

FAAEHH HE% | R
—MetEX = U T 1 Eik (GISA) 5| [5,6]
EHEx= VT 4 R >—Eik (ISP) 51 [5]
REn s PioA e (PUOP) 51 [5]
PN S T B O R4 & (PEOU) 51 [5]
R (Attitude) 5| [8,9]
B (Intention) 5| [5,6]
t¥= VU7 1178y (Behavior) 14 | [7]
AREO N RE R OFER, HEE2E2ITRT.
F2 PERGE
Table2 Survey Respondents

S i Bk ek G

21-30 10 14 24

31-40 49 80 129

41-50 74 89 163

51-60 29 14 43

162 197 359

6. HEER

AMFFETIE, BRI 1R TREE TV % MEEY
HZEEAMNELTHNAN, AREIZBWTE, KEET IV
ERRGET 2 HEfRBRE L LT, RAToric L 2B E DR
AEE, FHE LEREX 2 U T 0 TE~O B L EEF
MriZ LD MEEL7=. 2#H7ICiX IBM SPSS Statistics v26 % {3
MLz,

6.1 tHBASMT

FTRELROHEADY S, WHITHAZAERL, HFEIL
EZE A L7=T =2 2 AWT, AT~ OIEMFERE Sy
Wradifi L7, #3ICHEREZRT.

#£3 AT~ OIEMFEESHT

Table 3 ~ Spearman's rank correlation analysis
GISA ISPA PUOP PEOU ATT Bl
GISA 1.000

ISPA .422** | 1.000

PUOP | .286** | .464** | 1.000

PEOU | .444** | .369** | .384** | 1.000

ATT 244> | 378** | .484** | 375** | 1.000

Bl .206%* | .410%* | .425%* | .231** | .496** | 1.000

SB .387** | .282** | .260** | .326%* | .265** | .190**

e FHBIREUT 1% KETHE
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ISPAO4 .086 .160 250 528 333 11

R, LTFo@Y Thsd. Bl & SBRIZIFEA EHHE ISPA02 226 208 155 517 .083  -.008
N (£0.2) LAbE, EWOFEEE (0.2<r<0.4) E721%, ISPAO5 251 281 285 485 210 050
BB H Y (04<r=0.7), Lot EOHBO b 5% GISA04 013 108 .092 050 792 125
AN -

RIS A S GISAO03 .068 .044 .046 -.018 760 143
GISA02 .069 .049 .015 .305 552 .193
6.2 & = £
B .¥ﬁ*ﬁ%{_§ﬁ1$%& GISAO01 110 .060 .015 416 .508 .082
FEHHE D 9 5, GISA 7°5 BI D 30 HHE &, SB ® 14 1H
. " PEOUO02 .059 .067 .015 .168 121 787
HiZoWwTEhEnR o232 Lz, £z, FEEI PEOUO3 e O ey
DNWTEEMRE  a o Ry 7O affEHB LT, 20D - - - - - -
PEOUO1 -.011 096 -.002 -.011 115 .550

FEAL, GISA 1% 0.763, ISPA 1% 0.777, PUOP i 0.863, PEOU
i% 0.775, ATT 75 0.738, BI % 0.876, SB 1% 0.737 T - 7=.

WIZBEAFF R DOR 7 & DEBAHB LT, TORKFRLEME
BERTFIGEOLDDETLTWDZ ERNgNY, TR H0EM
HEZITT LT, BEGHEHMMAMEZREH LZbDERK4LIZ

KFhhHiE: ERFE
[ElfAVE: Kaiser DIEHULZED NY v > 7 AL

wIZ, BX%=2 VT (4178 (SeBISMHEH) 2%t L T, #ERD

AT —RICEEMEREE, 08 U EREE LnE &ShTn
573, ATT, BLPUOPIX08LLETHY, ZOMDETH
0.8 IZEL TUXWARWLWRN—EDFHEMEEH 5, ¢EXD. &
NHOERER 2, ERTFE, AN~y 7 AEETH

F-ORTHE2EM L. [7]0@ VI, 4 TRt sh
7=, A+ 11%, FEmeYE# (Proactive Awareness) K+ 2 i
BH, WA 31382 T — AR, R1T4137 31 201 ¥F
276 TH D, 7272 L, SBO4 I, [7] T/ S A T — RAERKRA

FZAER L TV, AHAE Ik, AR EIME -7z,
% 6 12 SeBIS 1TEN DK 123 Hrit B O 71751 %~ .

FOMEAT, 6 DDKF (GISA, ISPA, PUOP, PEOU, ATT,
Bl) ZZN TR CTE. W% FE 518

F4 oy rDalR¥
# 6 SeBIS DT /3% — 175

Table4.  Cronbach’s alpha
cisA | 1spa | puor | PEOU | ATT BI SB Table6 Factor Pattern matrix on SeBIS items
% 4 5 4 3 4 5 14 i
a 0.784 | 0.777 | 0.867 0.760 0.847 | 0.876 | 0.737 ! 2 3 4
SB09 733 104 .106 043
S5 WA O — AT SB10 682 034 103 127
Table5 Factor Analysis matrix SBO7 666 066 ~017 105
7 SB14 .608 .069 .083 042
| ’ 3 4 5 6 SB08 524 -.040 015 -012
BIO3 818 108 115 194  .074  .058 SB12 105 888 151 070
BI04 763 138 .091  .194 018 -.008 SB13 169 691 A75 109
BIO1 750 185 304 148 120 .053 SB11 -.107 442 160 107
BI02 704 095 211 196 -020  .044 SBOS 137 172 719 098
BIOS 593 181 224 .087  .107 012 SB06 -017 -140 -500 077
PUOP03 153 838 179 098  .074  .126 S 141 194 225 057
PUOP02 192 781 205 185  .105  .085 S -060 015 -014 788
PUOPOI 159 638 .150  .162  .030  .125 e 095 185 164 443
PUOP04 175 582 328 218 124 120 SB03 065 113 256 320
ATTO2 301 224 792 235 013 031 AR ERTE
ATTO3 337 248 660 .198 100 065 |VEAEE: Kaiser OIEBUEEFE S NY <y 7 A
ATTO1 201 257 632 146 .044  .020
ATTO4 349 232 466 246 112 .073
ISPA03 194 111 117 687 -.001  .075
ISPAO1 140 083 .109 540 .078  .023
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6.3 [FWEF 1) T ITBH~ORERFOER

KA OFER LY, ERFICK L CTRABREZEB L
KRTF L HmER 2 U T 1 178) (SB) ~DEELFET L
72, SBEROER A EMELIC A Lo B2 R A K
L, ML E 6 DOR & LT, ERUFHT & L L
7o, REER6 ITRT.

*6 fHHMtxalT ATH~OHERERSHT

Table6. Multiple regression analysis on information security

behavior
D
Wt
AU LR AEYE FEYE(L HEmw
. ) . T fE PR VIF
% R7E fREB P
(E¥) 1.657E-15 .048 000  1.000
BI 104 052 .097 2019 044 991  1.009

PUOP 146 052 134 2814  .005 993 1.007

ATT 156 .054 139 2907 .004 987  1.013

ISPA 117 057 .099 2073 .039 985 1.016

GISA 341 053 304 6365 .000 992 1.008

PEOU 193 .054 171  3.580 .000 994 1.006

a WEE¥ z 2a7: ®x=2UT 4178

R W S HEE A O fEERR
EF )L R R2 & R2 7

1 .450° .202 .189 90071503

1%HETHDH DI, PUOP, ATT, GISA, PEOU T 5% E &
% BI, ISPA Th -7z, MIIEHMOLEILRMICHONT
&, VIF 23 10 2 2 TV Wb 3 AE L TV &L et
5. ETNOERER B D &, FAEERE R ELRI R2 23 0.189
ERWEIETHY, Y TEEVITELITIRVWEEZEZIBZD.
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5. WRIZ, REfE (ATT) &KX (BD) ML, MEAALI
7-. FHEMITEIEGIC L S TRREXEN] 2R T5, &
FRLTWBEEZLND. Bi#OI> L, —Ex=

T4 B (GISA) X, EX=2VU7 4RV —Ei#%k (ISPA)
&, BRI S N BIER R OV o9 X (PEOU) & AHBEA &
S, RtV T BEHEP 2V TR —F
BREMBERHBDIE, BALEE 2L, BE (ATT) LEX
(BD) RATIERVEBIE 725 T 5. BERLER L HEN G
201F, BXx 2 VT 4 RY —F#H (SPA) LiRmEniz
BiloA M (PUOP) TH 7. ffRICB O TiE, —i%AY

REM TR, BERURMEBORY —REEOE X 2
VT A ROFHAMEDIZ ) NEEBNRRE N ERHEIN
2.

K541 Cl, BERFZE DR+ & RREER IR 8T & 5
MEL7z., KT %2R T 2EEB XTI XCRIC L TR b7k
Mote. ZhuE, FAEMNENRE LD ELEBOVE DM
HLivZewn, i L2RFIE, X CEEMREERICTH
o721, TS DR F % S HORE AT ICHIA L T

EEUFONT OFERIZONTHELET 5. ﬁ¢%4%ﬁé&
B BD EfEREX=2UT 4RV > —Eik (ISPA) 7 5%
BE, ZnoLsME, 1% FE Lo, 2 TORTNIED
FETHY, THILUTO LI ITHRTE 5.

B BD) B3H25I1FE, RBAMINZBHHOENLT VI
£ (PEOU), HEJE (ATT) BNdHIEE, EHEx=2V T+
R —~DEH, (ISPA) NEWIEE, RIS O
HRAM (PUOP) L BI1ZE, Z LCEREx=2 VT4 &
% (GISA) EWVMTE, FdlEx a2V T 44782 L Vo7
W ENDND. EHERERRE L EHD L, kL EEY
R I=ON—EiEHREx =2 U 7 0 B (GISA) T, JHIZ
ﬁw%ﬁé(mmU)ﬁﬁi(mwm REE (ATT) Th o

. FREESHTTCIL, FHEEN T o T2 —fXIESRE X 2 U T
4Eﬁfkotﬁ MOEE L E O EIRIIT T, A&

W BB 2 TEY, MHEROAREEZRL TS EHE
Z b,

SEDSH OFE R EZHRE X2V T ¢ 5 FEHEE ISR
THr—RA%&E25. HA~OHNTNLOREL LT, £
PE—IC, — R TERE X2 T A BB EED DD,
BEWMEF2 VT4 A VT MCHEET 5 =2 — 2ARE W
XU T 4R RO EOBRAEREIMT D2 LRI,
%%t#19?4ﬁUVﬁmﬁﬁﬁ,ﬁ%%%bé:&f

. HRRZIE, f%i&tﬂelu—?ﬁﬂg IZRWTEET
Aé‘&%zé it, Rk O BICEGH T X2 U T
74 R RIE, TS kﬁﬁﬁ‘é%mbéﬂié_&#ﬁﬁf
b5, FEEFE T, BONBOEERERIN TS
B, e S EFAMIE, ACOIRBRICEEL TS &
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DB 2R OFH LB LRI DV TR &S H Z &5
T&Xpholz., ZOk®d, YUV TIET OIS
FEXMGE Lt BT EIIREEEE XD, 72721, 395
ANEWHRIBZEZEHETNDZ MDD, HEOickBV it
—EDOEEMEESED LN TED. KEICSEOENICD
WTIER% . AREIIFRFEOEMIEE 27T 7 7 fBICHER
L7=2bDZFIA L. PHAE O ANBEORGETOFE S
FREL, 777 BRI ORE TR EORRAAKE L
720, FRRICE A EMOBERO [54) 2 H 5 RetE % &
ETERNZEERE L.

7. BhYIC

BHREX2 ) T 7B E2FAEOHNZREOBAIL
E, S LEHEE R L. Y27 I 7 0MBO%
NEST, ERMAEIC L 2WEL RS 52 LN T/,
K7 OFERN D, % & LIZBEMZEDOKR T L [ UK
FEMHT A R TE . WP EREFR A LIRS
TiE, &HRTR, HHREX VT T8~ EE 52 T
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T T VOBIEZ TEL TWA. ABFEICK D HESHT
DEBOVIPT FETICBITAIERE X2 U T ¢ iRk
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Id | Questionnaires

General Information Awareness (GISA 01-04)

1Disagree,5agree

01 | Overall, I am aware of the potential security threats and
their negative consequences.

02 | I have sufficient knowledge about the cost of potential
security problems.

03 I follow news and developments about the security
related technologies.

04 I read about the problems of malicious threats attacking
users’ computers.

Information security policy awareness(ISPA01-05)

1Disagree,5agree

01 ' Iam aware that my organization has a formal policy that
forbids employees from installing new software on work
on computers.

02 | I am aware of my organization’s specific guidelines that
describe acceptable use of computer passwords.

03 | I am aware that my organization has a formal policy that
forbids employees from modifying computerized data in
an unauthorized way.

04 I understand the rules and regulations prescribed by my
organization’s ISP.

05 | I understand my responsibilities toward enhancing my
organization’s information system security as prescribed
in the organization’s ISP

Perceived Usefulness of Protection(PUOP01-04)

1Disagree,5agree
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01
02

03

04

Complying with my organization’s ISP saves me time
Complying with my organization’s ISP improves the
quality of the work I do.

Complying with my organization’s ISP makes it easier to
do my job.

Overall, I find complying with my organization’s ISP

useful in my job.

Perceived Ease of Use(PEOUO01-03), 1Disagree,Sagree

01

02

03

I find that the information security policy at my
workplace is inflexible.

I find it hard to comply with the requirements of my
organization’s ISP.

I am encountering difficulty in performing the tasks
assigned to me, when applying the information security

policy in my workplace.

Attitude(ATTO01-04), 1Disagree,5agree

01

02

03
04

I think it is a good idea to follow the information security
policy at the workplace.

I believe that it is necessary to follow the information
security policy at the workplace.

I like the idea of following information security policies.
For me, compliance with my business' information

security policy is beneficial.

Behavioral intention(BI01-05), 1Disagree,5agree

01

02

03

04

05

I intend to continue following to the information security
policy of my organization.

I would follow the organization’s security policy
whenever possible

I intend to protect computers and their peripherals in
accordance with the requirements of the information
security policy of my organization.

I intend to protect my work information in accordance
with the requirements of its information security policy.

I intend to recommend that others comply with ISP.

Security Behavior(SB01-14),
INever,2rarely,3Sometimes,4Often,5Always

01

02
03

04
05

06

I set my computer screen to automatically lock if I don’t
use it for a prolonged period of time.

I use a password to unlock my computer.

I manually lock my computer screen when I step away
from it.

I do not change my passwords unless I have to.

I use different passwords for different accounts that I
have.

When I create a new online account, I try to use a
password that goes beyond the site’s minimum

requirements.
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07

08

09

10

11

12
13

14

When someone sends me a link, I open it without first
verifying where it goes.

I know what website I’m visiting based on its look and
feel, rather than by looking at the URL bar

I submit information to websites without first verifying
that it will be sent securely (e.g., SSL, “https://”, a lock
icon)

If I discover a security problem, I continue what I was
doing because I assume someone else will fix it.

When I’m prompted about a software update, I install it
right away.

I try to make sure that the programs I use are up to date.
I verify that my anti-virus software has been regularly
updating itself

If I receive an e-mail that requires me to respond, I reply

without first checking the sending e-mail address.




