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On Security of Randomness in Synthetic Data Generation
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Abstract: With the increasing demands for the data utilization, many techniques have been proposed to pro-
tect the privacy of individuals in the data. In recent years, privacy protection techniques based on synthetic
data generation has attracted much attention. Conventional synthetic data generation guarantees theoretical
security by making generation parameters, which are required for the data generation, differentially private.
When enterprises use synthetic data generation to protect their data, they, however, generate synthetic data
by their generation parameters and discard them without disclosing them. In addition, since synthetic data
generation has its own randomness, it is not easy to estimate the generation parameters and the original data
from the generated data. In this paper, we theoretically discuss the difficulty of the estimation. As a first step
in the theoretical evaluation, we evaluate the security of synthetic data generation by the normal distribution
with the mean and the variance of the original data, referring to the concept of differential privacy. We also
show the future direction of privacy-preserving data generation for high-dimensional data.
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KA1 GRF-ZINT 5  DfE.

N\é 0.1 0.01 0.001 0.0001  0.00001
1,000 | 0.84078 1.66091 2.53321  3.42840 4.33639
5,000 | 0.23742 0.48237 0.74289 1.01025 1.28143

10,000 | 0.12544 0.25595 0.39478 0.53724 0.68174

50,000 | 0.02629 0.05384 0.08315 0.11322  0.14373

100,000 | 0.01322 0.02710 0.04185 0.05699 0.07235

500,000 | 0.00266 0.00545 0.00842 0.01146 0.01455
RA2 FEF-ZINT S DIE.

N\é 0.1 0.01 0.001 0.0001  0.00001
1,000 | 0.22506  0.45478 0.69809 0.94731 1.19978
5,000 | 0.04893 0.09949 0.15305 0.20791 0.26348

10,000 | 0.02474 0.05034 0.07746 0.10524 0.13338
50,000 | 0.00499 0.01017 0.01564 0.02126  0.02694
100,000 | 0.00250 0.00509 0.00783 0.01064 0.01349
500,000 | 0.00050 0.00102 0.00157 0.00213 0.00270
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