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A proposed method for isolating the causes of medical IoT system
abnormality using a Bayesian network
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Abstract: In recent years, [oT (Internet of Things) systems have become widespread. 0T systems are required to be highly secure
because the loss of their functions not only reduces security but also may affect safety such as human life. For example, when
there is an abnormality in the IoT system, it is important to immediately investigate the cause of the abnormality and instruct remote
maintenance personnel to appropriately check and repair the condition. In this paper, we propose a method for medical IoT
systems that monitor patient abnormalities to distinguish whether the alert indicating the patient's abnormality is really due to the
patient's abnormality or due to the abnormality of a specific equipment that composes the system. This method uses a Bayesian
network to model the relationship between the cause and effect of anomalies. Next, when a result such as an alert is observed, the
equipment that causes the problem is isolated, and each time the status is confirmed, the equipment to be. In addition, the guide
system has a mechanism that enables remote maintenance personnel to isolate abnormal equipment without giving privacy
information such as the occurrence of patient abnormalities. In order to confirm that the anomaly cause isolation method using
the Bayesian network works properly, we created a Bayesian network model that matches the purpose. By inputting this into the
Weka program and inputting the abnormality confirmation results of the patient and the equipment, the posterior probability that
each node causes the abnormality was calculated, and the equipment to be confirmed next was guided in the order of its probability.
As a result, it was obtained that the cause could be isolated appropriately and efficiently by using such a method.
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