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A Method for Estimating Parallel Scan Address Groups on Darknet

SoN PuaM AnNHY®  YASUHIRO NAKAMURALP)

Abstract: A large number of unnumbered communications to unspecified addresses on the Internet have
been observed, and the number has been increasing rapidly in recent years. To estimate the purpose of these
communications, research has been conducted to investigate and analyze source addresses, destination port
numbers, and other information contained in incoming packet headers. If an attacker has a large number
of resources such as computers and network addresses, it can be assumed that he will try to utilize them
to achieve his goal. Therefore, in this study, we assume that the attacker will use multiple addresses in a
particular AS simultaneously to send the same payload in parallel. Based on this assumption, we aim to
extract from a large number of incoming packets a group of addresses that send the same payload in parallel
from distributed addresses within a specific AS, based on a specific intention. As a result of proposing a
processing algorithm and applying it to real data, we were able to extract multiple source address groups.
By examining the payloads sent from the obtained address groups, we were able to obtain useful information
for estimating the size and intention of the senders.
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