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Privacy Preserving Agglomerative Clustering in Secure Computation
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Abstract: Secure computation is a technology that calculates data while it is encrypted. It is expected as a
method for safely analyzing data while protecting privacy, and in particular, research on ”secure-computation
AT” that realizes machine learning (AI) on secure computation has been actively conducted in recent years.
Most of the research on secret computation Al so far has been categorized as ”supervised learning,” such
as logistic regression and neural networks, but ”unsupervised learning,” which has not been tackled so far,
is also a commonly used method. In this paper, we tackle the implementation of ”hierarchical clustering,”
one of the unsupervised learning methods, on secure computation. Hierarchical clustering is computationally
expensive even in plain text, and it is difficult to perform all the computations in secret. In this paper, we
propose a secret hierarchical clustering algorithm that can securely and efficiently compute the hierarchical
clustering while keeping all the data secret except the number of input data. 50 cases can be classified in 11
seconds, and the results are consistent with the plaintext, showing practical performance.
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Bzl o 7.

% 1: JERE
oS CentOS Linux release 7.3.1611
CPU  Intel Xeon Gold 6144k(3.50GHz 8 27 /16 AL v F) X 2
XEY  768GB
NW Intel Ethernet Controller X710/X557-AT 10G Y ¥ 7k

4.2 SLIBEFRI D EFAE
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RE U MEGTHEREER 7 5 2 &2 > 27 O YRR % JIlE
O i S R A e
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TID@? TID@;}Z B key key key key key key
0 1 [do1] (o1 [o] [o1 [-11 [0] [-1]
0 2 [do] [o1 (o] [0] [-1] [o] [-1]
0 3 [dos] [o] (1] [o] [-1] [o] [-1]
1 0 [d;o] 111 (1] [11 [o] [o] [o]
1 2 [d1,] [1] [o] [o] [-11 [o] [-11
1 3 [ds] [11 (£ [1] [o] 131 (31
2 0 [d2o] [11 (11 [11 [o] [0] [o]
2 1 [d21] (11 (o] 101 [-1] [o] [-1]
2 3 [d25] [1] (1] [11 [o] 131 (31
3 0 3] 101 (1] [0] [-1] [o] [-1]
3 1 [ds] [o] [o] [o] [-11 [o] [-11
3 2 [ds.] [o] [o] [o] [-1] [o] [-1]
£T—SBOEgET -7 m ) ®3) (4) (5) (6)

10: key fE DAL

L, va—FRD2RIHEITE B Trot. F
7z, scipy[l] DFEfERLZ 5 2% ) > 7 (linkage BI%X) O JLHH ) sanscon
K2 HIE L7z 25, 10 T 0.228[ms|(FRRFHEIH 1
), 100 T 0.300(ms](FREFEEZH 44 F)) THo 7. F
Y BT 2 L AR RS o TV B DS, I
REFEANCTUETE 3 Z e DR T E 2.

4.3 DEREOFTE

£2IIRT2EBEX 10 FOF—RITH LT, BETFIE )
ZRHOCEMSEHERER Y 522 v 27, R scipy % Fj rj
WSETOREER 2 5 22 ) > 7 %1T o 7=, scipy & A e e e
W BT ORER 2 5 221 ¥ 7T HIRETHE L AR

7 — X WO EFIREL— 2V v N, 75220

DR B RIGBEE Y L.

12: 3 (scipy)

£2: FUITF—&

id | X1 Xo

0 44 96 “

1 98 74

2 | 53 97 :

3| 18 36

4 | 55 24

5 | 42 13

6 65 49

e '° [ ] I
8 | 32 51 ; i : s 3 s s : o 3
9 | 27 58

13: BRTE

ZFNENTROLNLAERZ, scipy D dendrogram BHEL
EROTRREIC LR ER 12, 1310RF. M1z, 13 5. SDOIC

DRI DR S 5 5. T —
RETFH L TCCHRRRISERIC B, I3

~HLTWB Lo, RATHROREHRHELY 52X o ¥0F—2, AEPOMELTHELLEE$%S
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