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Malicious Packet Classification Using Kitsune Features
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Abstract: Since cyberattacks are on the rise, detecting malicious communications and identifying attacks
have become increasingly more challenging and critical. There are various network intrusion detection sys-
tems (NIDSes), which do that automatically. They employ different methods or criteria to detect attacks.
This difference leads to their different characteristics. If we can construct a new NIDS which has the merits
of different NIDSes, it will provide us with better security. In this study, we try to construct a neural net-
work (NN)-based NIDS based on supervised learning, which classifies input packets into benign packets or
malicious packets with identified their kinds of attack methods. By train a NN based on outputs of existing
NIDSes, we will obtain a new NIDS which learned the characteristics of the NIDSes. In this paper, we
employ features of the same kind used by Kitsune, a lightweight NIDS based on autoencoders, as inputs of
a NN. We propose a method of multiclass classification of packets by using such a NN. We also provide an
experimental result using an open dataset to evaluate the performance of the proposed method.
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