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User Awareness Survey on Security for Business Online Meetings

Rinako Umemoto'®  Atsushi Kanai! Takashi Hatashima®? Shigeaki Tanimoto?

Abstract: The number of users of business online meetings is increasing due to the diversification of worker needs and the support
of government-led “work style reform”, and is further increasing due to the impact of COVID-19 in 2020. On the other hand,
attacks and troubles with service vulnerabilities and insufficient IT literacy of users have also been pointed out. In this paper, as an
awareness survey on business online meeting, we created a questionnaire consisting of 35 multiple-choice questions and five free-
answer questions, and conducted a Web questionnaire survey of 726 working adults. As a result of the analysis, it was found that
about half of the users use less than 5 hours a week and about half of them use less than 5 to 20 hours, and that most of the places
of use are at home or at work. In addition, regarding the impression when using it, we obtained knowledge that there is
psychological fatigue, that it cannot be said that security measures are sufficient, and that there is a great concern about cyber use
and information leakage from the physical environment. Based on these findings, we propose the formulation of usage guidelines
in companies and the improvement and maintenance of IT literacy of users as the ideal form of business online meetings, and
examine the effectiveness of realizing an environment that anyone can use with peace of mind.

Keywords: Online Meeting, Security, Awareness Survey

BT LU — 7 72 EhE e I8 & IR FTRE TR Y, REH]
DEIEASLEZBERO X MR EL< DAY v b3
FIET 5. —JTCOVID-19 IC L AR TA 3 —
T4 TEABMEST, —ERY—LOMasE, 3%
1 & R 2B W OIS O+ 71 > TWVIRW A TOE
ANZEDEX 2T 4 M RORYE, 2=V DOR+4372 1T Y
TI— ERFRICL DKL N T TAD Y A7 b iEH
ENTWD. . F2, 40 T4 ETOEHETHDH I LD,

WERER EY A N—ETORSAIINZ, HEODHELE

TR/ REOaI a=r—2 g R —E AV —)LOF
B Ea—PIC L o THIERBEENBEEL IR >T
W5 REANE, EHEROERELELT LU — 7 REED
WEL2—FHOaIa=r—a R PICERR TR D

1. FCHIZ

EURAFUTA I =T 4T EE, EVRRICBT
HEFEREER, =RV —LEANTE T A ETIT
2D THD. @il fk 5 A pEFE A 0 DR | R

[BRNEL O E, HEFO=—XDEKL) L
S TERRERR D T2 O AR & ST 2 BIRTE D L 5, BUF
TETHEISN TWIEE FEEORBLADY, BVF
ADBPBIT AT FTA I —FT 4 T OEEMITEE Y
DOHBH[1]. EHIZ, 2020 4D COVID-19 DFEEIIRK X
, TVI—T BT IREENERI-ZEnbA VT A
=T 4 7 ORHEEITEML TS,

FTA I =T g T EFHT L EICLY, TEEE)

1 {EBUREE
Hosei University,
2 NTT 2 1FHAF7ERT
NTT Social Informatics Labs,

© 2021 Information Processing Society of Japan

3 THETERY
Chiba Institute of Technology,

a) rinako.umemoto.7s@stu.hosei.ac.jp



BB BH[2].

K/ TIE, BIEOEVRAFT LIV I—=F 47D
FIRARN G, SHOHHRELRL LT, HLBELLT
FrTA VI =T 4 T O R EEZTEDHEREFEB~D
FRIZOWTIRET 5. BRI, 3, eoxAxty
TAVI—T 4 7T —VFOEMRMEZIT OB
WMAEERR LT, VAT I—T 4 7 %FIFAL
722 LD DN 726 4 DBEIE % B ARDREERBEEE O
NERERREEZ BT 5 X9 L TED . BRTIE O
RENHTHZ LRy, BRELTOa—FDOEIRA
FrTA I =T 4 T ORUERLNITDHE L BIT
T X2 U T 4 BBRESRR DT DB OV TIRER W
PG 24T O

PIFE, 2 BETIX, A4 I—T 4 THRIHOBRSL
Mg Y, BEEEiEIc oW TS, 3 ETIE, EXal
T AT A EHBMAE L L TAEIT o BRI A O
FOFERICHONWTIRAND, 4 T, REHEOSTDD
REROEEEIT). 5 ECTIHIAREDRAZ RSN, 6 ET
PGB R

2. BEEEIM

21 #2534V E—FT 1 2 AOHRK

W, BURTEEO Miix HKkdE] < COVID-19 OFE L
HWE-T, v IA v I—T 4 THROEE®HILEE -
TW5., JEYYUERIRE LTOT LU —7 OEA - EfilZ B
LT, 2020 43 H 31 AICE B ENREINLT L
T —7 NOFERERAEIZL D &, COVID-19 JEIERS IR &
LCT LU —7 FEREOfRRE 23 HEEE 2 iz AT 19.1%
THo7[3]. TLU—27 OEINIENE T A I —T 4
Y HAY—ERY — LV ORIHITEEICIER L TV D, k=
A7 a7 ME, —E &Y —/L [Microsoft Teams | (Z L
T, SHBIRAARAL T DR 2020 4 3 A 11 HEEA T
1 Bd 720 OFRAERN 3200 T AZ-7208, 2021 4 4 H
2THETTLI HBHZY 184500 F AEBE2, K 1IRT
X452 L E LTV B[4

F72, A —E 20 1 BHHz Y OEFEEITHERICOWT,
2020 423 A 16 HFRERETIX 9 B 72 o 7223, 2020 4F 3 A 31
AT 3 5D 27 B Loz LA LTV A (R 2)[5]. —
HTZDOLS P —ERY — )LOMEFHELZ—F D IT Y
TIV—DIRIEDNVTZHESL N T T ABHEIML TV S,
22 EDRRAVSAVE—TAVIDEE

EYRAE U TA =T 4 7 OFRICET 5 E
WCOWTHRARD, Fr T I —T 4 > 7 ORAI TR~
RAVy bR DL—FT, HELEZEIh TS, HHE
BMEE L TEX 2T 4 VAT RA~AOXHERY T T
—m EOMBEMENREFTEND. £, Y —AFIHICEE LT
WMEggrEIC L D B L TWAIETORWEZENGET S &
Wolzr— AL ENTEY, X% =274 EEETS

(V2PN
16000

14000

12000

10000
8000
6000
4000

-
0

2020/3/11 2020/4/29 2020/10/27 2021/4/27

1 Teams @ 1 H®H 7=V OFHEHE(
(CCBR[31% b LT EHER)
Figure I Changes in the number of Teams users per day.
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Figure3 Frequency of use of online meetings. (n=518)
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Figure 4 Place of use of online meetings. (n=518)
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Figure 5 Number of types of tools used. (n=518)
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Figure 6 Impressions of online meetings. (n=518)

(5] BRIBRNF LTI T4V TRMICBMT S EECLF2 U TFARICMETHIEBS DI
DWTALET,
EFEUTORBIOVTEATIABLLTEEDILEBS 0% 1 DT OBATLEEL,

=AEYMETHD =METHD SELLELRALL METEZN =FEof K M TREL

0.0 20.0 40.0 60.0 80.0 100.0
os-7 | S e st
o ST e 195 esis
o2 | A e 11
o5 T s T s e 4B
o1 O s e 2 4%
oc-1o e B
o2 | AT ee 87 4B
os-17 | ARSI ee o B
o3 OS5 i
oo | e 29 38
os-18. | GTG S e 100 20
o1t I m w1 @
o1 S s w
s> T e e g

X7 T4 =T 4 TBNMEEOBSS (n=518)

Figure 7 Concerns about attending online meetings. (n=518)
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