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Power-Analysis Based Anomalous Behavior Detection
Utilizing Steady State Power Waveform Generated by LSTM with
Many Output Dimentions
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Abstract: Hardware security issues have emerged in recent years since more third parties are involved in
various stages in designing and manufacturing integrated circuits (ICs). Power analysis is one of the methods
to detect anomalous behaviors in IC products, but it is hard to apply conventional methods to those where
an operating system (OS) and various software programs are running, because they have complex power
waveforms. In this paper, we propose an anomalous behavior detection method which can apply to such a
complex hardware device. In the proposed method, steady-state power waveforms caused by an OS is firstly
obtained using LSTM (long short-term memory), one of the recurrent neural network architectures. By using
LSTM only in the forward direction, we can obtain the steady-state power waveforms in a real-time manner.
Hence we can detect an anomalous behavior in a real-time manner. Experimental results demonstrate the
effectiveness of the proposed method.
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