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Investigating Factors Contributing to Violations of
Information Security Policies in Home-Based Telework

HIROKI TOKONAMI"T MIDORI INABAT

Abstract: In information security management, which is a systematic approach to ensure information security, it is important to
ensure that employees comply with the information security policy of the organization. Recently, telework has been spreading
rapidly, but it is difficult to say that the information security policy is thoroughly observed. In telework, the risk of shadow IT is a
concern, and it is difficult to take technical measures based on zero-trust for the use of personal devices without permission.
Therefore, it is important to identify and deal with the violation factors of the information security policy regarding the use of
personal devices in telework. This paper investigates the violation factors of the information security policy regarding the use of
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personal devices without permission in telework, and presents a research policy for clarifying the violation factors.
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