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Study of Adversarial Training Data Generation
Assuming Poisoning Attack on Existing Traffic Dataset

Abstract: Recently, Machine Learning (ML) are used in many area and there are many researches on apply-
ing ML to NIDS. On the other hand, there are arising ML specific security issues such as poisoning attacks.
To promote counter poisoning attack researches, we have to keep much adversarial training data or malicious
training data. If there is a dataset that equips adversarial training data, we can start counter poisoning at-
tack researches rapidly. In this research, we performed adversarial training data generation from Kyoto2016
dataset (traffic dataset for NIDS evaluation) and evaluate them with ML based classifier that imitates NIDS.
We generated adversarial training data with Biggios’ SVM poisoning attack algorithm and add them as
a part of clean training data with varying addition rate (define as ”poisoning rate”). We confirmed that
the generated adversarial training data degrades classification accuracy and classification accuracy degrades

dramatically if poisoning rate overs 25%.
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Fig. 1 Procedure of Adversarial Training Data Generation and Evaluation
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£ 2 Kyoto2016 Dataset DY 7 )L &R U T HOR2EE 7 — 2 DY > 7 )V
Table 2 Samples of Kyoto2016 Dataset and Generated Adversarial Training Data
Dst_
Dst_
Dst_ host_ Dst_
Same_ Srv_ Dst_ host_
X Source_  Destination_ Serror_ host_  same_ host_
Label | Duration Count SIV_ serror-  host_ SIV_
Bytes Bytes rate SIV_ src. Serror_
rate rate count Serror—
count port_ rate
rate
rate

0 | 0.000415 44 99 1 1.00 0.00 0.00 84 86 0.00 0.00 0.00
0 2.738384 505 1564 2 0.50 0.00 0.00 90 92 0.00 0.00 0.00
0 | 0.000000 0 0 2 0.50 0.00 0.03 6 5 0.00 0.00 0.00
0 | 0.000734 69 111 9 1.00 0.00 0.00 100 100 0.00 0.00 0.00
0 2.724161 505 1564 1 1.00 0.00 0.00 98 99 0.00 0.00 0.00
1 0.000445 43 99 22 1.00 0.00 0.04 97 97 0.00 0.00 0.00
1 0.000000 0 0 0 0.00 0.00 1.00 0 0 0.00 0.00 0.00
1 3.024933 0 0 1 1.00 1.00 0.57 0 33 0.00 0.00 1.00
1 0.000000 0 0 1 1.00 1.00 1.00 3 72 1.00 1.00 1.00
1 1.052390 0 0 1 1.00 1.00 0.57 0 9 0.00 0.00 1.00
3 2.950447 6 20 0 0.06 0.00 0.00 59 61 0.00 0.91 0.90
3 3.190053 5 13 1 0.97 1.00 0.54 1 34 0.00 0.00 1.00
3 | 0.041797 45 114 2 0.99 0.01 0.52 90 91 0.01 0.01 0.01
3 | 0.011166 55 103 4 1.00 0.00 0.00 16 30 0.00 0.00 0.00
3 | 0.006243 11 28 0 0.06 0.01 0.71 6 5 0.00 0.01 0.00

B [2) DI8T A—RFEICHEL, AR e > Ve
BET S, ZTOMDINAIR—=I3F A—ZIIHRIICIEEE
9, BEfzfif U7z,

ART @ PoisoningAttackSVM 7 < A&, Biggio 5 D
SVM HEBRE 7 )V IY) XLDFETH D, BENR
iaR, ERULPRICEET 58T A—&, 28T — X, MEE
7 — R 7 5. % T PoisoningAttackSVM DA >~ A X >~ A%
BRL, TNERBRHBEETIVET S, AT %
INT A—ZITIX eps, steps, max_iter DFEET . eps i
Algorithm 1 D AT v 7 I FIF BUNHHIESFO L E W
fie TH5B. steps id Algorithm 1 DRAT v 7 TICHBIT 3
AT T YA Xt THB. max.iter & Algorithm 1 DTE
[k D LERTH Y, kD max iter 13 U Tz RERL THIOTY
T — R EHT B ) — TN EY 5N .

4.4 VV)—VEBT—2HS5BHNFEE T — 2 \NDOEH
BRI T — 2 & LT, 7V =8 T —2NRTO
WESEE T — 2 Z i d %. Biggio 5IZ &% SVM HI#HIK
BOFHSEERTIX, HRHGMT — 2 DT N)VTEAKD S
NWVERFRIEERTEDOZMEAL TWA D, REBTIE
KBRS T — 2 DIV IEFEE L 9 5.

1 HFOBORBIGE SN EH S T 1 ORI 2EE 7 — &
WEREND T2, 100 FD 7 ) — 28T —RcEEN
% 50 tFOWEE(E 7 — 2 b 51 ER K 50 fF ORI 2EE
T—RZOERPARETH B, TDD, TOERETIE 50
PFOBORIEE T — 2 20T 5. 4.3 HITIER L7z
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W T IVICBCRRMAR T — 2 72 A1 U T s 8z 5217
L, e UTHBodmEE 75— 2 2157z

4.5 BWHHEE T —2OERNE

AR U Te ORI 7 — Z S S N T B 7z
b, FEHZAKRD R — RS Fe DI LD IZ
e tTo . WZEHOBICH RIS K > THEE U 7o Hp
fZzHD 3 MBS 255805 578, Bl U 7R A
ZHEIPANICAHSO TIEIET 5. KTz, BOHEE T — X OFf
HMRE S TR/ NMUEII TR E NS 72, ARIZEEE
BITH BRSO U CRBREIICE S 5. 178/
B BRI/ NI LU 6 Mirichd 5.

% 21T Kyoto2016 Dataset DIEHEEDY > 7))L (Label
=0), Kyoto2016 Dataset DBEEFDY > 7))L (Label =
1), ERENTZHOSIEE T — 2 DY > 7))L (Label = 3)
Z 5 DRd. AR E MO 7 — 2 KR/
NIAEZE S T L3S, FHEERE L THIUATENT
ERARTEVEDLIZS> TS,

5. BONEYEET— 2 OFHEEER

5.1 FHEER

AWZECH O L B, EEY TV 27T A
IEREE, HEEEEOVITNMIBEBLTWE ETHIT S 2
DI ANEMETH 2. iz, » WEEEE 7 T AICEL
TWAEE M (Positive), o MIEHEE Y Z AKEL
TV 555721 (Negative) TH2 LT 5. TlZI AL
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FEED T T ADXSPATRIE, EFEME (TP: True Positive),
H[2ME (TN: True Negative), B (FP: False Positive),
&2 (FN: False Negative) @ 4 fHIC /T HN 5. SVM
SRR OFHIIEEE & UCIEfR, WER, HER, KB
PE#, F1 Score ZfiH L, ZDERILUTOHED TH 5.

IEfi## (Acc) = (TP+TN)/(P+N)
HMEHE (Pre) = (TP+TN)/(TP+ FP)
HIHPER (TPR) = TP/P
Pt (FPR) = FP/P
F1Score) = 2/(CHaR " + BEME")
5.2 RERAE

FHMSEER T, BOEE T — 2 BT — 2 THH
PRI, ZONFMRTT AT —2ZFHIL, 1Ef#
iz EOFHMfEE AR T 5. Fiz, WORmEE T — %%
BT 2EG (PEEG) 22 S8, T K S FHlifEEE
NDE R RT 5.

DUFIEEHMBEBROFIETH O, HEIEX 1 NOFSITH
LTS, LUNOFEZ haEEIE r, 2 0%24 1 33.3%LL
FD2%ANATEL S TR Uz, -k, fHT 2
V=R T— 5, BoirEE T —2 (4 ffit10ky b
FRLIZE D), 7AMT—XZZBLT 10 HHEEDEL,
10 [FIEHI U 72dHilfSiR O FEEZEH R L, ShzedhsEls
rp BT BHERET B.

(a) 4.4 HICTHER LB EE 7 — 2 5 haEE1E r, I
& Cle i fz it 9 %.

(b) HH U7z BoRi s 7— &7 7 1) — 2238 57— 21N
AB.

(c) 4.3 HiTHEMSGE Uiz SVM 7 %s & 6 LA 78—)8
T A=REFEFOM, KFEETHZ SVM nHigazHiizic
AR 5. D SVM snfidnz a0 fids & 97 %.
(d) RN T — 2 2B T — 2 TRMIiH  fEes 2 50N
TH%.

(e) FHMEAAHEIRTT A b TF—2 D4 DEEICH L TIE
FREE I BEEEETHE 0 ETNTET AN 2175,
()  THIFEEED S EMRL & OFHEifsEs BT 5.

4.3 BiTHIR U7z X 91, HER L FZRonigzEs 7 — 21k
50T %. D 50 FOBOHHIEE 7 — 2 M 100 fFD 7
V=R T —=2ICMA b5 T & THEET— 2 150
B, TN A, WHEIRIIRAKNTH 33.3% L% %.

5.3 fBREER

® 3ICEPHERFICHT 2 FHEEEED 10 BFEEZ TR
. X 2 Ih BRI R E BB ORHMETRRED 10 [
PEOHER 2R T 20FE 3 IR EINTVWET—427%
57kl DTH 5.

X2 bR TEAT LT, TEIADBEINCE-
THAHMEIEENE LT B &, HhEEED 5% BAH
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& 3 HPEHIEIC BT B iR

Table 3 Evaluation Metrics on Individual Poisoning Rate

e A Acc Pre TPR FPR  F1 Score
0% 0.7992 0.8559 0.7206 0.1222 0.7820
2% 0.7976  0.8539 0.7193 0.1242 0.7804
4% 0.7879  0.8429 0.7114  0.1356 0.7705
6% 0.7893 0.8471 0.7087 0.1301 0.7710
8% 0.7881 0.8508 0.7015 0.1253 0.7681

10% 0.7920 0.8583 0.7015 0.1175 0.7713
12%  0.7906  0.8592 0.6971 0.1160 0.7690
14% 0.7880 0.8626 0.6870 0.1110 0.7643
16% 0.7840 0.8632 0.6772 0.1091 0.7582
18%  0.7807 0.8634 0.6682  0.1068 0.7530
20% 0.7796  0.8669 0.6618 0.1027 0.7503
22% 0.7752 0.8670 0.6521 0.1016 0.7436
24%  0.7743  0.8631 0.6544 0.1058 0.7437
26% 0.7658 0.8679  0.6299 0.983 0.7291
28%  0.7457 0.8702  0.5815 0.901 0.6845
30% 0.7230 0.8742  0.5278 0.817 0.6376
32% 0.5907 0.8782  0.2196 0.382 0.3071

33.3% 0.5300 0.6991 0.704 0.103 0.1247

720 W BEHMl RO B L =R Lo 30% 282 % & Z
DI 2B D L% T &, F1 Score LSS OZHMhHEE
DS BHEGHEROBEDRATH D, HHEEHRAE R
INDGE TR LT 65 KAV MBBEL TS T &H
M3, £z, &3 X0, BEEEN0%ITEDINTNE T L
MR TE %, 10 BOFHID S B, BIEHERN 0% L 7E->
Tz, 9kbb, BEeFHEnNT YTV ol cho iz
FHAlEI B IFE LTz,

LREK D, BOIEEE T — R DI X 5 THHERR DR
EBRNEE) L CTIRESES 7 T A & Tl E N D NE
Lok T e TRING. BHEROK T, SN
BESEEE AR T EAENZ RS e REKT S0, B
BHLIHEHOBUIH LR THEDRWVERTHS. Z0D
728, BERGERIE T HERE O R W B EUE L U T
TEHLEEZALNS. TOFMEEBTE, HGIEENRKT
65 "1 > MEL U 2728, HERBROEN TR E
NOTR RV EEZENS.

6. HHYIC

AIHZE CIIRE A N — 2D NIDS Z#5 U 7z /g ot
T BMOINFEE T — 2 DK EFHED 2 DOEEZTT >
7z, ERRFEER T, Kyoto2016 Dataset h Sl Lz 7 —
27z SVM s E7IVICATIT 5 T L TEWL, Wo
WEE 7 — 2B Uz, FHMIRERTIE, ThasdlazZit
EHDOOWRINES 7 — 2 2 Z AT — 2 ThHfgsz¥Y
TH, ZORFIRTT AT — 22 1IEHE(E F 1230
BTHHOTUL, BHOHEE T — 2 K 2 5HIfREEA\ D
BrlR L.
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Fig. 2 Transistion of Evaluation Metrics on Varied Poisoning Rate

AHFZETlE Kyoto2016 Dataset 2 AJ1& 9% SVM 7358
AT LT SVM HEEBAETH D, HOH2S 7 —
ZOFEIC K B OFHMfERE z B (LT bhb T
mUTe. R, HEREREHEEISMRK LR NOYET
e U Tk 65 RA > b EILL, hEEEHAREVIE
ERMfEREOELE KEL D, hEEEHD 2% %A %
&M ERE N SIIC E L Uz T E DERE L 72,

ARG CIRBUIREN 7 1) — V28 T — 2R HMR DI S
A—=BERETETCVD EVWSIREDE & THERFERZ
fIolz. UL, VU=V T — 200 DINT A—
ZIINFAZTND E D TRV, HERIIBEEEDNZN
HalFd 5 LINHETHS. Fiz, ART ICKS SVM
HELEROFIEI A7) A &)V SVM ZFHLTES
I, FITHRR A T A RHDE S TV, ko T, ¥
) — 2T — IS E FE R OB T — 2 D B AR
LT Bos 228 7 — 2 DK, REARRE SVM LIS O#
WA 7 )V D) X L O AN 2 MO 2EE 7 — 2 D
AR, FATRERIOEMED 3 A SHBOMELE T 5.
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