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Formal Design Analysis of Changesin Security Policy

Shin NAKAJIMA Tetsuo TAMAI
Hosei Univ. & PRESTO, JST The University of Tokyo

Abstract Security is one of the major design issues that we should address in early stages of the system develop-
ment. In addition, the system should have an extensible security. It is because the security requirements are often
changed after the system is shipped and begins daily operations. In order to easily accommodate the system to the
changes, the security enforcement mechanism is sometimes implemented in the application program level as seen
in Java-based systems. Although the application-based approach has the advantages in view of the extensibility,
portability, and performance, it sometimes makes the design complicated. A change in the security requirement
may lead to a lot of changes spread over the design. In sum, the security is a “cross-cutting concern.”

We are interested in applying the formal specification and analysis techniques to the design regarding to the
security requirements. In this paper, we argue that Alloy is shown useful for the analysis of changes in the secu-
rity requirements. It owes much to the declarative specification style together with the constraint-based analysis
mechanism. We present some technical details of a case using Alloy for the formal specification and analysis of
JAAS.

Keywords Security Requirements, Security Policy, JAAS, Collaboration, Alloy
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