IBIRIBSEHYEE 121 -7 FNAIR& Y X7 L Vol.11 No.3 12-21 (Sep. 2021)

’
I

A2 a2—7 « AT LEEX

wEbEHIZ H A PAN TN Z L DOEERE A aREL T 5
VPAN ¥ Z 7 A4

W ERLEDY N A E A BN

ZfTH 2021F2R26H, #*$%H 2021F6526H

BE  [oT 751 ADifE i & LT Bluetooth = #f & L7z PAN (Personal Area Network) 7253 &
%o Twh, L2L, PAN 75 A LBEWFEEFICHIRD S 2 720, 1—WFIdEHN & BHCRE 2 8E
TBICHEDST PN r =2 a YEOST BLENH L. AFLTIE, mEHIZH D PAN 7L 2L D
EAEEE Z W RE & 95 VPAN (Virtual PAN) ¥ A5 AZIRET 5. PAN 731 2Ol d 4 % LE§ 2
VPAN I KV 2 7% 2 —HFZRETHL, 2 —FOFRERKEEBNOER—L7 — Y 2 |2FEET 2.
M7/54 2D VPAN I KU = 7H%EE L CEIfET A 2 L2 X ), EREoO PAN % #{E K &L O PAN
WHARICRHEA S 5. SHICE Y, 2 —FIEh 2 b T %8 7% PAN & [F U TN CHBE & b 3y
@ PAN 754 Z % §IfH1 ¢ & % . Bluetooth |24}t L7z VPAN I KV =7 D7 H b % 4 7% Android A
~— b7 4 2IZ%#E% L, BLE (Bluetooth Low Energy) #5358 L 07— 7 @E 12 L CRHli 47 - 7.
ZFORER, TS L UERO BLE A HAMWICERATE, #iEE o7 — ¥ #2132 Bluetooth THEF
ENTWDEY A LT MFHIE D QT ICHGE TR T LTWwA Z & 2R L7z,

*—7— KR PAN, ToT, #=[E#HIE, Bluetooth

Virtual Personal Area Network System that Enables Direct
Communication with PAN Devices in Remote Locations
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Abstract: Personal Area Network (PAN) such as Bluetooth has become the mainstream communication
standard for IoT devices. However, since PAN devices have a limited communication range, users need
to use different applications based on different communication methods at home and outdoor. This paper
proposes a Virtual PAN (VPAN) system that enables direct communication with PAN devices in remote
locations. The VPAN middleware, which processes the control instructions of PAN devices, is designed in
the user space and implemented in the user’s operation device and the home gateway. The VPAN middleware
of both devices works in cooperation with each other to virtually integrate the remote PAN into the PAN
around the operation device. This allows the user to control both nearby and remote PAN devices by the
same procedure as a general PAN regardless of location. We implemented a prototype of the Bluetooth-
enabled VPAN middleware on an Android smartphone and evaluated its performance in terms of Bluetooth
Low Energy (BLE) device discovery and data communication. As a result, we confirmed that the prototype
was able to discover both neighboring and remote BLE devices in an integrated manner, and that the data
communication with the remote location was completed in a sufficiently shorter time than the timeout time
defined by Bluetooth.
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Fig. 1 Overview of SmartThings.
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Fig. 2 Overview of the system using PUCC.
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Fig. 3 Overview of the Bluetooth over DTLS.
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Fig. 4 Overview of the proposed system.
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Fig. 5 Sequence of the device search process.
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ENTE, SHICZERRMERME TSI 2L ik
NOREXRET LI LR TH 5.

4. EEB S UEHIERGL

4.1 =EE

AFHXLTIX, CD % Android A~¥— 7+, HGW %
Linux ¥4 2 » L% L, Bluetooth Fé#siEsR & GATT
(Generic Attribute Profile) #1723 €7 VPAN 3 KU
T OTA NI AT RFEE L. M TICTONY AT
VATLADEY 22— VIEKERT. VPAN I KL =7
BFEIZ2DODERIZL > THEKR SN S, 1 DHIZ PAN 7
INA AL HGW OFEHREHB L O 3.3.1 HOERIERL
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’ User / Gateway Application ‘

Device Search | Neighbor & Remote Communication Result
Processing VPANDevice List Processing
VPAN Middleware
’ VPANManager ‘ ’ VPANDevice ‘

‘ Bluetooth API ‘

IDevice Control Message IVPAN Message

‘ Bluetooth I/F ‘ ‘ IP I/F ‘

K7 JabyATOEY2—IVIER
Fig. 7 Module configuration of the prototype system.

14:15 N O464 085%

User Application

Neighbor & Remote Device List

CLASSIC DISCOVER LOWENERGY DISCOVER

IP Address Port

ADD REMOTE

X 8 MEH—7 77— ayOmE

Fig. 8 User application for the operation verification.

¥ %39 VPANManager, 2 2 HIZMH 4 DTN ZZD b
DL 7T —¥i#E%HH 5 VPANDevice Tdh 5. VPAN-
Manager 138% G & %2 5 HOW OfEH %= REF L, #REE
T DSFEAT SN BRI B & VPAN X v & —
DHEAE, R FETH D VPANDevice DY A b F AR T
4. VPANDevice (37754 X 1 DIZxF LT 1 DAEM SN,
FONA AL OFEFERRRER 332 O F— ¥ ilfE 4 & FNA
ZOHIEBERE R T 2. 7TV =Y a 3BT
INA A %33 VPANDevice Z 82T % 2 & THIEIx R %
KB4 5. 72, xed 5 PAN #EBEHHE 2 72121
VPANManager 8 & U8 VPANDevice 2% % 600 - 151F
$h. 77— a YHEFE PAN BEHEO APT 2 ff
T2 Edhwizd, VPAN 2 o = 7 54 k§ 2
API DA THi4 72 PAN 73 A%l §46 2 &N TE 5,

MEE L —4 /77— =4 77 r— 3 »viZ VPAN
SRV 27 2L, VPAN 2 PV = 7S ER L2
BB X 0E M O Bluetooth Classic #%2f & BLE H#:
ERE LT NA R AN EFERT LR FEEL 7.
X 8 ICKEEHO =7 7 ) r—ara,_y. W8T
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Laboratory
Network

@a\

SMART
REMOCON

~— @ ,)) (Classic / LE)
A

- Wi-Fi Raspberry Pi 3

Broadband .-- N Model B+ F Wi

Router g

PLAYBULB

CANDLE
=) +F 00000

Internet

D 00000
Mobile Network (1gQ) ~ iPad Air 2 A
(NTT DOCOMO) ~ 0/ .)) (Classic) 'F 00000

4G LTE .

Pixel 3a
Charge 3
(LE)

9 WEMEEREID A v b7 — 7 KK

Fig. 9 Network configuration for the operation verification.

WIZTF = T2 AT TV =23 rpB) v AL TWw5
IP7 FLAER= I F52 AL, “ADD REMOTE” %
42 & TR HCW & L TESEE4T ). “CLASSIC
DISCOVER” %44 Z & T Bluetooth Classic 7R3,
“LOWENERGY DISCOVER” %49 Z & T BLE #%#3#
FHEBBL, VPAN I LV 2 75 Z o a7
INA AN A b WA RICEIR T S, RES HGW 13455
BT HIENTE, HEO HGW 3% 558133 TO
HCOW 1Zxf L THREZMKIET 5 VPAN £ v £ — T % %3
L, IXTOHMNOEFEREME L) A M2 —FT
TN —a VICFEREND,

WEEH 7 7)) B XU VPAN 2 RV = 71 Java % JH
TZE2 L, CD il Bluetooth 18121213 Android fE#E T 1 7
7 1) %, HGW fll Bluetooth 3#15 |2 & BlueCove [10] £ &
OTinyB[11] 74 77V =l L7. &b, 7uktsA47

T3 TLS REGES & U5 {Lpk e D 923 (34 ms L /2.

4.2 ENEARELIRIE

VoW & EBBHA T DT NA AHFERTE B Z L ZFERR
572912, VPAN I NIV = 7 % 2% | 72 Bluetooth 1
7 7)) % CEERIEZ T - 72, B 9 ICE/EMGE
REOA Yy N = ERT. K9 IXBIT 5 4F ik
FENEENE LT, RN PAN 751 A L E#EE
WTELWIF 24t LTHRAZT. CD & LT Google
%8 Android A~— b+ 7 # ~ Pixel 3a %, HGW & L C
Raspberry Pi 3 Model B+% 272, HGW KA FEE
(BEZE 4 W) ICF%E L, ## LAN (IEEES02.11ac) (2 X
DAYy —Fy MERTEALIIC L7z, HGW IS
X7 by 7 VAT AsEFE ) Ea 2=y 8 SMART
REMOCON &, MIPOW #L# LED 7 1 b PLAYBULB
CANDLE % fidi& L7-. CD ###i¢4 52— HGW &
E$% Bluetooth ifEAST & W IHr (B2 1 RS ISHFEL,
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* 1 BIERGEERED Bluetooth 7/514 A {H#H

Table 1 Bluetooth device information for the operation verifi-

cation.
74 AR, s 7 LA
iPad Air 2 Classic/LE ~ 74:81:14:A0:97:02
SMART REMOCON Classic/LE ~ 8C:DE:52:7C:DB:30
Charge 3 LE C6:C8:FB:F8:D1:B2
PLAYBULB CANDLE | LE AC:E6:4B:07:F1:BB

14:05

14:15

User Application

Bluetooth Classic discover result

W ©O44 B85%

1.| iPad Air 2

Address=74:81:14:A0:97:02
Location=CD(2001:240:2407:2¢c91:ccff:93e7:8ebc:7b70)

2. null

Address=8C:85:90:AA:89:30
Location=CD(2001:240:2407:2c91:ccff:93e7:8ebc:7b70)

3.] SMART REMOCON
Address=8CDE527CDB30

Location=HGW(2001:2f8:3a:1b01:705b:29a:5c8b:9f04)

10 Bluetooth Classic FE#HREE DR
Fig. 10 Result of the Bluetooth Classic device searching.

R O464 W86%

User Application

Bluetooth Low Energy discover result

1

2,

3

AG/LTEZ & D 4 ¥ & — 4 v MERE L 72,

null
Address=73:27:27:10:29:88
Location=CD(2001:240:2407:2¢91:ccff:93e7:8ebc:7b70)

Charge 3
Address=C6:C8:FB:F8:D1:82
Location=CD(2001:240:2407:2¢91:ccff:93e7:8ebc:7b70)

null

Address=5F:80:32:61:A8:C6
Location=CD(2001:240:2407:2c91:ccff:93e7:8ebc:7b70)
null

Address=1E:C9:96:£9:7C:2B
Location=CD(2001:240:2407:2¢91:ccff:93e7:8ebc:7b70)
49-D4-4D-FF-A8-C1

Address=49:D4:4D:FF:A8:C1
Location=HGW(2001:2f8:3a:1b01:705b:29a:5c8b:9f04)
Eve Weather CCEA

Address=CA:C4:3C.CF:4F:FC
Location=HGW(2001:2f8:3a:1b01:705b:29a:5c8b:9f04)
RA-R9-47-79-QA-RA

14:04

N O46.4 086%

User Application

Location=HGW(2001:2f8:3a:1b01:705b:29a:5¢8b:9f04)

Google Home

Address=7B:DE:2C:C5:3A:08
Location=HGW(2001:2f8:3a:1b01:705b:29a:5¢8b:9f04)

€2-61-35-A6-F5-2D

Address=C2:61:35:A6:F5:2D
Location=HGW(2001:2f8:3a:1b01:705b:29a:5¢8b:9f04)
CD-19-73-CA-AF-14

Address=CD:19:73:CA'AF:14
Location=HGW/(2001:2f8:3a:1b01:705b:292:5¢8b:9f04)

SMART REMOCON
Address=8C:DE:52:7C:DB:30
Location=HGW/(2001:2f8:3a:1b01:705b:29a:5c8b:9f04)

51-BC-8B-5D-05-05
Address=51:BC:8B:5D:05:05
Location=HGW/(2001:2f8:3a:1b01:705b:29a:5c8b:9f04)

PLAYBULB CANDLE
Address=AC:E6:4B:07:F1:BB

Location=HGW(2001:2f8:3a:1b01:705b:29a:5c8b:9f04)

11 BLE #ZHRZR OHER
Fig. 11 Result of the BLE device searching.

¥ 72, Apple tt

D% 7L v kiPad Air 2 & Fitbit #1821 2 F x> L b

J v 71— Charge 3 % CD DUt IZELE L 72.

B

L 72 Bluetooth 754 ADTFIWNA A% &7 FL AD—E%
2

4.3

B {FARAL

HRR OB EMEEERSE % FHV T, CD 25 B X OSEFE b2
749 % Bluetooth Classic ### & BLE #%## & AT A 10124
B THLI L 2MERTH. © 10 BLUHE 11 ICHIE
MEAEDFERTH A A~ K7 7)) Ol 27T, X 10
2B\ T, iPad Air 2 B & OF SMART REMOCON @ 7
INA ZERDD A Z L0550 A, I, K11 128w
Charge 3, SMART REMOCON, PLAYBULB CANDLE
DT INA ANERD D D Z EWB0nh. SEOMIEH A~
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K7 7)) TlE, CDBLOHGW O &L LMl THEEL -
WERLODPD 5 £ 9 12 Location & L THEHE I = 3£
L TwA7%, SMART REMOCON 3 X O PLAYBULB
CANDLE 1 HGW I CIER SNHRTH 5 Z & DR
T&5%.

DEo#R LY, CDIZEGDOEREICHFIET S PAN &
HGW DB ICAAAET 5 PAN, § 7% b HiElEHho PAN #
IR ETE -2 & 2R L 7.

5. &4
5.1 BIEAHZE

VPAN 3 N =7 %FIH L 72B® BLE FE2HER R
& BLE 7— ¥ #lfFeM 2 50§26 2 £12& D, VPAN 3
NV 2 T7HRT 75— a3y OilEMHRICE R 58

oY 5. WEREIIEEMRGESRSE (M 9) LFAET
H), HFR/EExFSIE PLAYBULB CANDLE & L7-.

RETHICBT BIEERIER L1, CD »° BLE #2HERML
HAEFERST D VPAN X v b=V % %EL T 5 HGW il
DFEREZET 5 ETORM AT, BLE BEE T,
WREDEMOBORT FNF 4 X087y b EZEL,
BOFINA AERERIGT A, VPAN 2 KL =7 Tl
HGW i BLE #RZEREHI AT 10 [s] ISBRE SN T WS 720,
COMEEERDERIEI & BA$. 72, HEROBIERH
&%, CD #°GATT %4 L Cii#: PLAYBULB CANDLE
EHEL, MEEPZETLITORMTH L. REFHEICB
V% B e £ 1%, CD 28R PLAYBULB CANDLE
EDOGATT BEXERL THhLMEEZET L T TOR
Mzafad. AT 10\ & L, SEERR DR/ N/
SRR B L O R E T R 72,

5.2 #ER
R 2 ICHEREZ/R7. CD & HGW [#® RTT (Round
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Trip Time) 137 130 [ms], #RETEIBIT 5 HEEREH
(3P 11634 [s] & 7% o 72 RETFHEITB T 2 EEREH 2>
SIERDOERIEM & RIT %72 L5 2L TVPAN 3 F
V=T OB 2 RKD B & 1.40[s] L ko7 Lo T,
VPAN 3 F)b7 = 7 ORI, FRETFHEICB T 5%
B 12.2%TH V), VPAN I F)L7 = 7 OULER)HEEHE
FRIICKE LB 5252 83k,
RETEICB 2 BERILTFY 0.543[s) TH Y, HEk
DMWEREMTH D 0.117[s] T D B KEL LR BHERL L5
7z. Bluetooth D fL:4k [12] TlE, ATT (Attribute Proto-
col) DNTFUH o2 arny A LTy MNERIZ30[] &
FINTBY, ATT O LA 70 b2 Tdh oD GATT b
COEFIHES T A, Rk [13] TlE, Android L TH
58,000 [Byte] ® 7 7 4 v % TLS K51t 4 % & 436 [ms] 2°
BB EPRESN TS, REVATLIZBWT, T—
Z il EHEIC CD & HGW TR0 &) &b VPAN £ v
+— V134 150 [Byte] TH 5. L72H>T, VPAN I Kb
7 = 712 TLS W5 LA & 9236 L T A Il L 725815
RS S LALEREER ASn b o 72 & LT, Bluetooth ® %
ALTY MERED S TFITNSVEZZIENS.
DiEXY, VPAN I VY =7 %KL T 77—
Vare e OER PANSBEZEB S5 2 Lid, EHE
MW & R L 72,

5.3 BEfF X7 L& OLEEEHE
RIIIMEVATLEMEV AT LOLEEIRT. 28
Tai~R72& 81D, SmartThings 1& SmartThings *f)i PAN
TINA ZAD R FE L V) HIED2SH 5. — A &2 figflh
T57-0120F, 2=FWHLT ) r—arnlEnr
|2 SmartThings ¥ — /"D & ) ZEHY — /NZEAL, #ik
WRENE T 20BN D L7720, FEEOABEIRKE V.,
¥ 72, Bluetooth 7/34 A @Rl 4 2546, —H1F
SmartThings 7 7"V Tld 7% <, BlomEHIE 7 7 ) 7 —

®2 ek Y3 v R LEDNDH LS. PUCC 3R TN A DKL
Table 2 Measurement results. BB 7 ¢, EMBEEL 27— b 2 A OEBEBEIZ L 5T
Bl T BRls]  BREEE [ WIS AT 2 2 EBCTE D720, = HPRETH .
— E oo oo o L7rL, SMBSED PAN 751 2 2 HIT 2454, 12—
i . . . .
<13 7 _ U 29 2 ~
o | TER 0.025 0.117 0.181 0.057 5 ?UCC} e ;f ﬁy;iPAN 770 )T / 3 v ERAY
BE ) g | osos 0543 0.700 0.054 HLEHDY, LEEERLZT TV —Y 5y ofivgy
RTT 0.078 0.130 0.416 0.100 AR 5415, Bluetooth over DTLS 12 & % s il &
3 BHEIATLLEOE
Table 3 Comparison with existing systems.
WRETFNAZOHME  EHOESES  MEZEHRLZVEHE  CD OEHEREEAIAE
SmartThings A X X O
PUCC O O X O
Bluetooth over DTLS A O O X
VPAN ¥ A5 4 @) @) e) e)
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AT LTI, BN PANT 7)) 75— a Tkl -
[t ALJT @ Bluetooth 75784 ANV EETH V), H WL
WD A. L, = VEEICEEINTWS SO
FNANAE Y EIIRET B 720, EWMEERPUETH Y,
— L —FHRFEEEZ CD ICHEHT A2 L RREETH 5.
¥ 72, Bluetooth YAt D PAN sBERE O IEIAS T
7, EHMEB X UIEEAMR.

CHITH LT, IREY AT AI3EE O PAN @EOFE
TTNA A% #5720, JRTINA ADPHIR S NDL Z
e, EBHENIE CD & HGW OEEEEICL - T
FEHENDL 720, VPAN YV AF LEHOH —NEEAT S
PEE W, 72, I PV TICE o TR & &%
HIWE LBE LIS 5720, 1—FiIfrErE#ss L
Ll 1DODOT7 7Y r—3 9 yCHEATETH S, I P
7 = 7 OREREBINE BB OB - IBIEIC X o THEHIATH
CLENTEAL20, BHEAEREZIGT L2 L%, BHE
O PAN #EHREIFIDSEL I LD TEL,

6. F&&b

KL T, ERVATLOEZ e BELOD, »
DFIEHDE THEILD PAN #BEHAE BT iE % VPAN
(Virtual PAN) ¥ 27 A %42 E L7z, PAN 77314 A Dl
Hfr4 %2 MB¢ 2 VPAN 3 NV =7 % 21— W22 Tk
L, Z—FORERERNEEHNDOER—L7— b7 24N
DIFVT =72 LTEESES. ThiCky, =R
D PAN % $1E5 K& L O PAN [ZIRBEIICHET S
ENTELZEmRLT. F72, Java & HHWT VPAN 2
KV 2 7®70 7 A 7FEEEZITV, Android A~ — k
Tx v BIU Linux ¥4 3 129 L, BLE BERB X
OF = ZlEICOWTEHli 21T o 72, 2 DGR, -
VLB & R ICAEAE T 5 % PAN 781 A B MAHIZHE R
T&, 2OFEH EHER VLR CREERB LT —
YEERTEAI L &ML,

HEDRE Y AT 2 IS LRRREARERETH O, il
EHEFEXDFTEA =%y FETRDEY L TWE,
L\ % A e s IR & BT 5 729012 TLS W5 HRE &
FHS L. F72, VPAN 3 P = 7 % Bluetooth LLof
® PAN BEHBICO IS SEL T EI2L ), REHRED
PAN Y A7 L% #4522 L 2 HIE .

#EE AWEIIHILRFELBEEFT LR 70 Y =
MEZEICE D EHBBS N2 DTH 5.
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