[RIVFAF 4T, HH, hAEE 1)
(DICOM02021) ¥ > RV I Al SHSAECH-TH

BRABITS DIRGID FRARETICHITS
RHBHREEEAVIEARETAEE

AIFEE ORH D &S HR e S

BEE : a8 ITS 1B W T, A EmIC BHOREZ (R R % 72DIC Cooperative Awarness Message (CAM)
LS V2V Xy b — IRIEHAEEL SN T 5. $ BN 238 oM L2 HINE LT, HH#
DIREETZIF T2, BHIZER L 2t Y THR LEREZEZ 270D A v —IHFitg L LT Collective
Perception Message (CPM) MERSNTH O, FHELICHT THHAThbA TV 5. H# ITS Tidt
X2V 7 4 BPEETHD, Public Key Infrastructure (PKI) D & 5 R FBIRFIEITMZ . FIEITABH
(Misbehavior Detection) 2B 3 2D ANCIR > TET WS, — /T, TV T4 7T —XZWS W51
Bho, 77 AN —{RHED - DBEEICBWT, BN T2 AW2 DTz, % ID (Pseudonym)
N B IR TR R S 2EHANERINTE D, A—#ilFic &k 27— 2 0—HEMGEER &
DIREE L 72 %%, AIEAT AR TRIC WSRO 515, KL TIE CAM BX UK CPM OO T —
Ko LRI TFIEEIRET 5. ¥ 32—y a VIZXZFHClE CAM O& 2R S Fike g
L, CAM NOAMEHREET AN LT, BEREER (FIELX vyt —Y 2 FIETH 2 L R F 21ER) okHE

BRoTEE. AR

1. FiR

TR O [ EER R O FERICHE W, AEEEREOH A D
HED SN TWS. KED Society of Automotive Engineers
(SAE) T, HENEEED LN 6 BETERINTE
D [1], HR TR AEMEEAD BB ESIMN S (JSAE) 2352
DERDHAFESERE RH LD (2], ELIG8EED SAE
DEFERFRICHIEIZD L NS EREELTWS [3].
AREANTIZ, 2020 F 4 FICSOEERGEE, &Eﬁﬂ%ﬁ;ﬁ
HMEDHEIT S, SR BENERR 2155 L L 3 OEST
DA[REL TR o 7z,

LIZEERL LD BEER T EI T 5 720121, B
TEO HEREEIC BV TE 2o TW5 Stand-Alone 72 il
TR FERE O OB R0 SIRFAD D 5 720, NS
KE, HAZHUL Y LT Cooperative Intelligent Transport
Systems (CITS) OWZEH#ED 5TV S. KKMND Euro-
pean Telecommunications Standards Institute (ETSI) %
International Organization for Standardization (ISO) T
'3, Vehicular Ad Hoc Network (VANET) rWFiZi 2 H
HETEREAZFA Y b7 —27%, BEICKES N
PEANEE, EHOAITE Ll{E%Z1TS Vehicle to Everything
(V2X) 2L T, E VT4 T —X2HFT LR T LD

bORERE
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(RETHRVR v — SR RETH 3 L RIS 2 HK) 2&E LT

BRI LM T O TED, 722 TH ETSI & I1SO A3
UTCHRE L7 ITS FREHE [4] 32 ORI L 72D
HREL TV 3.

MMICBIIZZLD CITS 77V 5=y aryotfxa
V7 4 OWKRTIE, HHEBTHHEOIREZ RIS 2729
DA vt =TI TH S Cooperative Awarness Message
(CAM)5] KEENZELY T4 T —XZ2RITHEDHNT
W3, CAM X, MEREER E@‘lﬁiﬁ%%@ﬁﬁtﬁ:ﬁ
35T, JERD Stand-Alone D HBEEREH I ICE
t Y DR HEIPH ORI % 8 2 7 JE PHER R D FR ?[I’E’T
7T 3.

ETSI Ti& CAM ofiic, FEM BRI TWE &
YHTHRAL MR OEHREZ S X v —VHRTH %
Collective Perception Message (CPM)[6] *EAT 5 Z &

PREENTWS [7). CAM 3ZEHHEHDIREDOAZBET 2
72, BEPREEV T —RINGER XN TV EI5ER Y, X
fZIC L OIBEDHELR T R WA, B W% A3
LZeBTERNY. CPM T, 20 X5 RIBENRIEAE
FFOEMICEHINTWEE 2o THIS 22 TH
PIRIE ORI N 2 mD 5.

512, CITS DEEMICBNTEF 2V 7 4 BARAIKRT
HBIEPH, ROy PT—I7THHVWLRTVER
FgENE = 77202 R U 7z Public Key Infrastructure (PKI)
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Nz, PKIL IZBWCERREE N2l — F 2o DR E%:
I L THEIC X 2 HERIZ 272912, V2X @EICE8T
5 RIEAT A H (Misbehavior Detection) 15D BIFEDTE
FIATbHh TS [8].

F72, CAM ® CPM TRELY T4 F—XEWS 1=,
FIOFYIIREDZ—FDTTANY—DREINST]
RN DB, 2—F DT 74N —(REOBEN S, HE
TEDFAITFE LTHERD AR v bV — 2 D X 5 i BRI A2 3%
AT Tld7 <, Pseudonym &\ 5 5 HAR 2238 A1 7% 65 5 {1
MAZHNWS Z 2T, CITS ZMEDELMEZHERT 20
FHITHNTED, ETSI IZBWTHEELNED ST
W3 [9][10].

BUE & TR T bR T W 2 RIEAT i F IR
Pseudonym ZHZY L TWRWEENEZ L, BREANZERA
FEAALTT—20—BWEMIET 2 FED DR R0,
H7z, CPM BT % 731, WIZEDTHOIUEE(LDED 5
TV B H, RIEATAMIHTFIRICE T 269t Tld CAM O &4,
F 703 MVEERPHEDA L Vo B MED X vt —
DEWRDS Z e BBV, RIS TIE, Pseudonym ZEE L7z
BTG, CAM ¥ CPM %#3%2(E 3 #liic B 2 FiE
TAMHTFEERRL, >Ia21—2ail&h CAM KN
DA ETERBLE ATHTT 2 3 - 217732 5 /2.

LUT, A OMERIEEE 2 F, 55 3 T VANET 1&g
B, BEAREZRANL, 56 4 ETREFEOFNALIT
5. B 5 BTIREFELIET 2 /DL LY I 2
L—>aYETAEBALTNS. B 6 BTy Ial—
Ya UiERE D LT 21T o TE D, IIRICEH 7T ET
fam e BT W5,

2. VANET ICXTBER

VANET T3, 82 < OEEHAFELTH D [11][12][13],
MBEMEDE T TIERL, TS DBBIIE LIS ¥
BrEH52%. 20X BBEIIIMBOFEEREZIES Sybil K
B EZEXvE-—YO—HMERIATIRERE D 5.
FAELBRWIE T OEESHBT 2 Z 212k D, ERIGED
IR EDB DN D T 2720 TR L, HEHZEEED DI
BT L —FERAE 2 Vo LEWEDFHE I WFIRAE DL
b2 —2bEZ 55, Sybil REIIWT 2€F 2
V74 FiEE UT, BRI IIEZE 2 FRICITS 2 e d
TERWVE WS REIZH-I Wz Radio resource testing <,
SRT ANDBINEREE 2 B ¥ 5% Registration, X v
=Y E NS MEFERICOWTHEEZITS Position
verification 2% % [14]. VANET T, 5 v x L OF
FRRAEE N TR B ENT D T HAREED D B 729,
Xyt — Y NOMBEHHHIE L < EFROBRE Z KL T
EZ0EENID B Z X, Sybil BRI SHMBRFER L 2
D, MEHRZNRE LERETABREIEZ RSN
TW5.
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MEHRCHED X5 REANREL Y 7 4 BRI,
CITS CBWTIRBR B2 BELRBERTH D, WEENZ
NoDHEREUSAT S Z L TEBOERE 2 K L7z
WEFAE L, FFHHETD Z OEHICHECEIET % &, CITS
FHHZEDEFICED S 5 — 2B RELES. 22T, AW
ZETIE, WBED CITS A vt —ITHB CAM OHENF
MERESATEZ R IEL, MEHRKS AT ZR
EATAMEERS .

3. BIEAR

Xiao & DHSE [15] TiE, MHMEB O ETHL, X v
t—YHNONBERMBIE LW ZRIET % Z ¥ T Sybil %
BzBRHELTVWS. ZOMETIHEROBEICKES N
B Sybil / — RH3 b DG 551 O EY 22 54T,
VANET ORETHBEL Y 7 4 DS R, @A X—
AT 2 22T, MREEOWRI LI TITIMERIED
FIEMEXRHETIEZ WARTE 2 X5 ICEATVS.

Golle & DS [14] TlX, WHUEE DR XM A, hyper-
bolic position bounding (HPB) & FHXt 2 713 Y X A
% F\W T, effective isotropic radiated power (EIRP) D'1H
WEFRFOPITHRIFE T, HERINVCHBTOMNEEZHET 2
FEIZE D, Xyt = ADMEFERHIE L WD ZREE L
TW5.

LD 2 oK IZVWIND, ERES DM EILIC
FBTTOMBWE LTS FiEERK-TEY, /7 — Fi#il+
NOMAFED2 { Pseudonym ZEA L THHEETE S &
ZbN3. LaL, EEDEETET LR, Received Signal
Strength Indicator (RSSI) 2K § 2 18 & O IEHE X 2
5.

Sun & OHf%E [16] T, HL~<> 7 4 VX D—ALT
BHBIIRAN Y T 4 LERDANNC, ZIEEESDOFIHKMA L
Fy 7o —dHEORIEMEEHAGDOETHEMNT S Z LT,
Ayt —VREHEDOMEZHEELTWDS. ZOHEEME
Xyt—YNIZEENDMEERE R L, #EERAED, S
REFAZRIET 2. HL~<> 7 4 VR IFMEAE 2 SLHIE
D SENN RS 2T LORBEHES 272D DBERT 4 v
RD—ETHY, h—F 5 —>a vy ATFLRETHR
SNTWS. RETABEOMETIE, X v - IFRIET
ONBERHEEDOHEICHNOND ZEHH S, ZOMIET
¥, Pseudonym 1ZE B XN TE ST, Ay & HE
¥ F U BV TOAFHELTOI TN 3.

BiBmeyer & D% [17] TENRA X7 4 VX D—FETH
D, e EMED SENS AT L DIREEHEE ST 2720
KHHINZ =T 4 ZV T 4N REANT Ay 2=
REHEOREBEHELTWVS. ZOMKTER—ILTD
X v —= V2T TR L, PREBEANDOREIT AL R—
I8 £ Pseudonym O & 5 IZFERARNICZE(L S 2 #51 F
OMIEZEER LTV,
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Jaeger & DS [18] T, ANV~ > 7 4 VEZDATIE L
TIMEEZFRAL, X vt — YR EEFONE & #HE 2 HE
L, Xvt—IHNONE L HEEDERE DRAVFEEN
DI K o TREfTABIEZITR-oTWS. £/ Z D%
T, Psuedonym #EFE L TE D, RETAMRHEEITSH
M2 OEBD ANy 7 4 VEZDIRE,LS LD S5 LW
ANV T 4 NVRDIREDTFET 20, £/ EDHL~<
7 4 VX DR TEHHEINZREDTAHETH 2 0% H|
Wis 2 Z LT, IR EE QMBI T, LT H XS
TEZLSICLTWVWA. 72771, FHlilEFER % AV 7= 525
WE2DHDT, ZL OHMMPEET 2HTHGED & 578>
F VU FITDOWTUEFHE L TWgu.

Azuma & DT [19], [20] T, HliA 2 77 FICHHE
Wr—2%7y7u— 338, HlAE 2 HEICENR
TAHIITED, REZBAT 2EHHAZREL .

ERROWTHOMIED CAM D&, b L I EEHRSP
HEDAEWRSHERX vE—FHWTEHE 2T o TV
%. AW T, ¥ A7 ANT CAM 1A CPM ZEA
L, CPM NOEHRZIEH L7235 Pseudonym 2 & &L 72
BRIE T CEIET 2 NIEfT A FEZ IR L, &>
FUARBIZ2YIalL—a ViHliziT- 7.

4. REFE
4.1 Eff

AT, KD 3 D%z 3T AIEIT A8 N TFE T R
35.

e Pseudonym 12X IGATEE

e CPM IZDOWTHEERINTWS

o CAM DAZHVLHE XD bHEGROKERR 7

Pseudonym (ZFJBRIRE & W05 DI, Z b LA WER ID
T BT O —EWMEER, / — FOBEMEMIETIE R L,
Bl ID AZET 2 Z & 2R IR I NN IEITAR
HFEETHD Z e ZEKLTWS. Pseunonym D HIYD
5, fl4 D7 — K7 m—rUZ Pseudonynm % RIS %
T, HDL2EWMERET 2 I LI TERVY, R—=A LT
Pseudonym % fi#R$ %, ¥ 7213 Pseudonym HIAIZHEEX
N OARET AR FESBRETDH 5.

CPM IZDWTHERIN TV i, CAM ORIETA
BT et 20 X512, CPM NORXETERE ML 7 0
LRI AL Z N TE, 512 CPM MIZEEN S5
HYRCE T 2 EMEEHT 2 e TEL NS LT
H5.

HFROKEZR o FEMBELRETE S 1T,
CAM DA% W 2IERDFHEITBIT 2 EGROKEER
RoZeEFE, EOX v =Y HEX v - BT
2MERT T2 TH2. BEEIELTEILTER
R LT3 ZEIIA[RETH 205, BGRMEMT 2 22T
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FHRINZEX v =P BY L, FAMELTH S &,
CAM % CPM O1EHUTEFBREE 28 T 2 TR ERL L
THERET 272, Fi8 e LT CITS OREUNET T 5.
FO7, BEEROKER R - EBIERETIF3 2
NEETH .

4.2 REFEOHE

BET 2 AR ETABRHTRZ, FICHAERD L~ >~
7 4 VR X BIGEE, REIEMIC R Z 3£ ETTr 5D H
YV T 4 NVRIT K BIGEE, REEMWIIN S 2 HEED 3 DD
Tt A THRENS. A~y T 4 L EDMBIFRHEE
WX AREfTABE ot 2%, BETOHEME ID ISH{)
FENT=HN Y T 4 VEZBEETIEEL, BELRL
BENZIT 5 Z 2T Pseudonym IZXE3 2 Z e B TE 5.
Pseudonym DEAHAIC & D, EECOEM ID 232 b L7
BEE, ZELLHEmE» SR e RHERICRZ 5. Ly
L, ZEHIIZ T 21O HME ID (ST EhTw’
AN T 4 NREREFELTOE DT, i LTV 3
DHANT Y T 4 VR ERREL TWHE, T DEER]D
ID IS SN2k~ 7 4 V2O IR DB LD S
LWMHEIZRZIETTHY, A< 7 4 RIS 3 Hil
ID OAfFIT ZEH$ % Z & T Pseudonym IZFETE 5.

FRAHEE RS 2R TIEX, CAM O & %ZHWETFIET
b, LHOREFBITITH L THEDO v H1IT X 5 WEEZ 1T
ST YHARETH B. 7z, CAM OEHRDAZEFIH L=
Jaeger & DL [18] 1T & 2 NIEAT AT & FIRRIC, &
KEEHEY —ED~—Y VHEHTERIN S~ —Y V#
FZERES 5 Z T, BEHIFHIN D SH#EA LT E 2 RHEH
MZEIRZ BB TES. LrLIOHE, ~— V#iH
CHICER SN0 — h b o B e R AT AE R I o0 Y
WKHBHEAWCHOWTEBINTVWRWN., ZD7=0, Z0H
FCEBENI-EHADX v -1 BEOXvt—ITH
ZORERX v —ITHE20IELLT, 2 THERENS
TXIRD, R LTHIEBESEMNT %

Z ZTARIFZE T, CPM % W TR E 2 b Ot >
BENZTER L, 2 o CRE) X h - RAHEEICE S 2
AL 2 ER SIS 2 FIERIRE T 5. IREFHETKE
HIR YT 4 VEDFHERICHWZERE LT, CAM I
EENZRETOMENERE HEDERD AT L, CPM
WEENZREITLH L Y THR L =WE DA EBR & #H
EOWEREMS. 2535 22T, BERHBENICEET S
HICEH I TW ARy I hBEIN TV RL -7
HiFHZHICHIET 2 2 e A TES (K 1).

7272 L, CPM QOHIEVEDIERE AL~ 7 4 LRAE
FRICHW 2 D1k, CPM NOREITOM EEHRE L CHE
PEETEZHEICRS. Tty FoME#HED LR%
RAEL, CPM OFHEVEOAE L CPM OFEITLONE
DFEEDS Z D ERZBZ COWRWHERIET 2 Tot 2%
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Y —fm
TG

S e ]

CAM & CPM

CAM Only

Bl 1 ARKIEEF I3 2 i H i

Received CAM or CPM

Known Vehicle Check

T

D > i
A/ ~ CAM ? /) New Vehicle Check
false T~

—

S

B2 REFEO7o—Fv— 1+ GEEITICHT 5 B HR L HE)

3 REFHEDOI7B—F v— I (CPM NOHIEYIARIZEIT 2 fiiE
THHR & )

BHANTWS. 255228 T, REHEH CPM OHIE
PRI T 2 MEBRERIALEI L LTWAHETD
ZOHFEERET S ENTES.

X2, K3 ICREFEDO 7O —F v — b E2RT. UTOk
27> a T, CAM & CPM ORI OWTIEIZERRS.
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4.3 CAM D4iLiE

ZELERXvyE—I CAM THh25E1E, CAM NOD
ITS PDU header 2 5 #J7l+ %, Basic Container & HF
Container 2> S0 EEIR &, HE, NHHEE OEREZED H 3.
D H U3 Bl e 3 <> 7 4 L RADTEET B
BEWE, ZOANT Y7 4 VXD AT UTHIEE % H
WTHGEER(TS . A~ Y 7 4 VZDOHIT e, CAM 22 5HL
b U7 IR, 3 F‘?O)%#ﬁﬁ’c = ZHIFANTHIUL,
CAM DZAZ % AR T

WD&Lk%%?mﬂﬁ?%ﬁwvy74W&ﬁﬁEL
BWEEIZ, BHER DOHAL< Y T 4 LR E{Hio TIEIC
BEEL TV . AL~y 74 LZDHETID 55, CAM
SED UM EBRE #HE  DEIRD /NI WEEE
AL, ZDEFFEHEANTHINR, ZUTIHLTS T 4
LR DIRRE & AR TSz B L, CAM OZ(EZ &R T
5. 5 TRVWEEICE, BHOHEMIERI N 29
THRLTWSIERE O, BE L~ —2 VHEFEMNIC
HD0DOWIEEITWV, WINLICEHE T 2558121 CAM
DZEREBL, Hilzhhr<r 7 4 VX —%4EHT 5.

ETOTRERIZEVT, MAHCHWS v~ 7 41
i, Ay =Y DZERANE IV T 4 VRDERBKED
FHHRZ DO ZICHIRZ T 5 Z & T, FBEDKT & i#sl+
DS T HHZRI <.

4.4 CPM DJLE

ZIELIX vt —I2 CPM TH 2454, $3 CPM NO
ITS PDU header 72 &l F %, Management Container
¥ Station Data Container %> & FE(ETC DN EHHR & HZ,
HRE OEHRZ D H3. B U EHz HvwT CAM
DA L ARROMEEZTTS. & 2T, CPM ORETONER
HRR I NG, KICHEEITTOHEMHBHIE U 7Y
T HEHROMAZEITS .

CPM MIZ& E N5 Perceived Object DAY 0 TR
U, Perceived Object Container 7° & HIH X 7=k
B3 2EMEEE 1 DO H L, ZOBWEE DD 5, HIEYK
DATENER & HE, IEEZED 3. 72720, CPM 128
WC, RIS 2 M EEHRITFET L OFRicRS
A, SRR DB OVT B 2 DK E XRS5 MIFFE
{ETCH3NUE ¥ 72 5 DT, Management Container & Station
Data Container 2> 5D H L 7=RETTOESRE HWT, A
HOROAEFHRE , HERIEE DK E XL/ M%Z CAM
% CPM @ Station Data Container “CTH W T\ 3 BEEIZ
ZHT 5.

MR BIEH, HE, EEOREELZWL -5
%kﬁ%#%oﬁw7/74w&%@ofﬁkﬁﬁbfm
. Zo7rtXid CAM ® CPM DORETTERE MILT

2H,EICEBIT B, BRIETOMAFIIMNIGT 2 HL~ > 7 4
NEZDIREZF R VWGEELERIUTHS. LD v
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/ OMNeT++ \

\

Caservice Caservice )

(Artery) cpservice

Mdfunction Mdfunction ‘Mdfunction ‘Mdfunction
(F2mD) (F2mD) (F2mD) (F2MD)

TraCl SUMO
‘ Middleware (Artery) ‘ Middleware (Artery, LuST
ITS-GS5 (Vanetza) | _.-._ | ITS-G5 (Vanetza) Scenario
—————(INET) '
"

Vehicle 1 1 Vehicle

{ Rader Sensor Rader Sensor |
\\ (Artery) (Artery) /

4 YIal—yarr7—F77F¥%

R THYT RN D Z L~ T 4 LEBROH -
TH, AR 2 BHRIZBESNZIERTH H, BHEN
EERBMEZ b B CAM % CPM OFETICE T 2158
* OB ASEL, WY N~ > 7 4 VR BIEH X
DR WATREMED E % 2 O THEBNTHOR V. MEAEL T\ 5
HEYEOBERICIET 2 A< 7 4 L EZBFEELRWY
CHIMr S 75 a0, FIETT & FRYIR & o BEREZ MRGEE
T3, RETCHEDR L OFMIFEINTHE VY
DERARHEFHNTHIUL, %4 T 2 HEWRO TGS % H
WCTHARY T 4 VR —2HHRERT 5.

5 Y=Zal— 3y

51 YRATLETIL

M4y Ial—yarD7—F77F v 2mR7.

ARFZECTIFETHZGES T 2 L —& & LT SUMO[21], % v
FY—=2> 32l —&2 LT Omnet++([22] ZHFHL TW
5. RFBECHEL T, HEFEOLDD 7L —L Y =2
TdH 5 Veins|23] B X OHIRPEELR, EANA NVEEDDHD
7L =LV —=2TH3 INET[24], ITS © 7w b aL5EHEx
LT\ Vanetza[25] Z# A L7 Omnet++ ETHEIES
% V2X g7 L — L7 =2 O Artery[26], NIE{T2M H
AAZRLEY I ab—yarTbdnbkk RERELTE
fit3 % F2MD [27] Z#HLTED, HIA<Y T 4 LR =D
FHT F2MD THREXATVEEY 2 — A EZHVTWVA.
X5, BT 5 >3 —HFEICE L Tl Artery T
B TVWEET 22— 28] ZHA LTV 3.

HHM / — FIZOWT, Artery T TIEEHIRTVWS
CaService €Y 2 — D X 512, XHK [6] D Annex D D7
a2 — 2w CpService €Y 2 — LV ZERLTW3S. 7277
L, CpService I22WT, 7 X ¥ MEOB#EIZFEEL T
857, Perceived Object Container 123 %415 Object D
BOBRNKMEE 5 KRELTWS. F7 CaService BX U
CpService TD CAM X CPM DERZFRIZBWTIEMR
X A = X LRBEDIENITA S & 51T FPMD T
INTVBERER W2 S, Z 24 MdCaService B &
f MdCpService IZHRER L TW 3.

© 2021 Information Processing Society of Japan

K1 PIal—aryiR—~&

Parameter Configuration

Network Simulation Time 1000 sec

Traffic Simulation Time 1000 sec

Pseudonym Change Period 100 sec

Bitrate 6 Mbps

Tx Power 200 mW

Carrier Frequency 5.9 GHz
CAM DCC Profile DP2
CAM Channel CCH
CPM DCC Profile DP3
CPM Channel CCH

5 LuST Scenario (15000 m X 15000 m) (Hi#t [27])

52 2Zal—=YaYNSRXA—REKEFIA

L1WERIIaAL—ar T XA—RERT.

2 TOHM / — FiZ, CAM BX U CPM Ol A DX v
-V REZETEIRMERS, BlE s Hi3F
£ 80 m, HLMAEDY / — K OEHES [ Z HINS 60° DT
DEF % D ORI 60° > & FE 80 m D 360° £ ¥
ZRELTVS.

R F U AT DOWT, R TIREH BRI B 1)
5¥Ial—aryiiTd701, F2MD TRE#EXATY
ZNTRYTINTDHENZEL Y T 4 NZ—VEKILL
7z LuST Scenario (K 5) &, ZO#i/MRT®H % LuST Mini
Scenario (K 6) ZHALTW3. £ FVAICOVT, &
BESF VI CAREES FVAD 2 88— T Ial—
TarvEITRoTED, I al—ya VRENICHERT %
BAHEMBNE, LuST Scenario Tld, 22 243 A&, 117
£, LuST Mini Scenario T, 105 &, 23 & TH 3. LuST
Scenario 1 EHFIER O ZZEE DK Z WV O DIRHEMY 72 38 >
F VU ATHYH, LuST Mini Scenario (& EHER Z & F 7\
—EERDADZMS F VA TH 5.

ETOTFVARTBOTT— XDk 50 s HIATo 72,

53 WEBEETI
ARWFFETIX, CAM D Basic Container (& £415 L
ERERTHIEE -BREOT—XPRIAINE %
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‘ﬁf@‘*‘ Loy

L [T o

6 LuST Mini Scenario (2200 m X 2700 m) (8 [27])

CAM D% X Alz &b HiHL

AA DAL O BT L—XBFERSND

\so ol

BLEAOmM

B 7 CAM OEBHRAIAICEZE2T L —FFEFROH

MELTWS., WEEHZ, HEET 2 CAM O 30 % DE|
£ T Basic Container WIZHR A $ 21 - BEDIHFRZ,
LuST Scenario Ti& 0.00003° %> 5 0.00050°, LuST Mini
Scenario T 0.00003° %*5 0.00030° DAEDHIFH TAKD
fEIZZ > & 2ZME L TERET 5. LuST Mini Scenario ®
LA, BB T2 BEZ 3m 25 40 m IHYT 3.
— R HEEDOMED 3.5 m TH 3 Z L biREDRAER 3
m REICHEL T\, £z, K# 60 km/h TETT 2H
DIF LRI 37 m TH D [29], #HE 60 km/h FRETE
1L T2 HOBE MBI 40 m REZZWTW S 2 AHE
TEZ. ZOARENTV R 13T OHIPHIZIRKEE DB DN
BERZAEET LT, K T7TOXIICATL —F0FHEH
SNBAREMZE L CTIRARDRAEE 40 m RE X LTW
%. LuST Scenario DHFE I, EEER TO3@EEH M
DB DIEILERK E L 725 728, F0 72 B R BHEEDS
RKadhzdeEZ6N5. L7 ->T Lust Mini Scenario
I B E2HEE - REOHPFA% 0.00020° K= L
TW3. £/ Ial—aryTlE, SUMO Tue—F&Xfh
ZHIW /) — KR EEDN 10 % OFELRT ) — FOARERE IR
ZECRELTVS.

IV T 4 VRE BN AT LOERICBTZ—E
HOMEEICIZE L TV 30, BRI A 7€y b EBHT
3 ZETEY, hoFiEE AW TARERH 21T 5 HEH
HEH, AETIZID I RERNERA 7Ey bEAK
DT —RIMET 2 &5 BBEBFEEL TV,
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& 2 LuST Scenario (W& TV 4) OHEGRL hiGR

Deny Attack (%] | Deny Genuine [%)]

Average | Worst | Average Best
CAM/Front 86.0 79.6 24.0 19.5
CAM/360 degree 85.8 80.9 22.8 18.6
CAM&CPM /Front 87.0 81.8 18.2 15.6
CAM&CPM/360 degree 88.3 82.8 16.1 12.9

% 3 LuST Scenario (RS> U &) DEGER & A5
Deny Attack [%]

Deny Genuine [%)]

Average | Worst | Average Best
CAM/Front 85.9 78.1 24.4 20.3
CAM/360 degree 84.8 76.7 23.1 19.1
CAM&CPM/Front 86.3 81.1 19.8 16.4
CAM&CPM /360 degree 86.6 79.5 18.8 15.0

%]
Lox

Deny At k [%]
8

-
el

TRL

—m— CAM Only with 360 degree Scensor || rx
~e— CAM & CPM with 360 degree Scensor
% CAM Only with Front Scen

CAM & CPM with Front Scensor

200 400 600 800 1000 200 400 600 800 1000
Time [sec] Time [sec]

8 LuST Scenario (MK > 7V ) OHEGR L BGHR (K .E
R, HAAGER)

6. &
6.1 LuST Scenario
6.1.1 EfRFRrAEREE

#2 K3 K KK BEFRLBEEDOYI 2L —
YaVEERERT. X2, R3IDEHEIRX v —VKTHE
AT LI TH 5.

X 8, X 9 DBIGROFERD S, BEFEEHVIHAED
B3, B/ 60° £ >H, 360° £, WEADEAIZBE W
THBIFRPEL o TWB I bh b, %=, EGXR
DWW, Y, MRED R B EL R BGEDOVTIUCE VT
b, CAM OAZHWRGE LIREFIEOAEE 3% T
NS REFEEHACHBEDOABDTIHERES RV
L7223 C, EdEmg O 3GERHEA 7 LuST Scenario 1Z
BOT, IBETFEEHAWS Ik b, HEFROKEREDS
BB OBGRENETERLERS.

X 10 W ARHEmBRHICBIT 2 BEROERERT. X
10 DFERPSBEBEES F VA, REBES F U FDVTHhD
FVAFICBNTH, BEFEEH VS Z & THBEGEIN
FBANTE D, RAEERHICE T 2 BEROKEHH
FHEERCBIT 2 BEROBAMMEICTHFSE L TWDE Z b
5.
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—> CAM Only with Front S
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9 LuST Scenario (R[> F U 4) OHEBGR e BHR (f:EE
R, H:AB5R)

w Vehicle Check [%]

Number of deny in
=

/ﬁ/

=

Number of deny in New Vehicle Check %]
—

} L e
B 10 LuST Scenario O RFIHEMR I BT 2 5 (i mHE,
i AR )
g /‘W\\/ §
s : /v/‘” ™A
]

B 11 LuST Scenario (&K F VU AL) OZEX v —IH
(%:CAM, 4:CPM)

6.1.2 ZEAvE—IH

11, ¥ 1212, ZEX vt —IHDT I 2L — a Ui
Rrernd.

CAM DZEXA v —IRIBEES FV 4, KEES
FUVIDWFTHRIZBWTHIFL AL EDZ. LD - T,
BIGRIVNS VIRBEFEO ARSI TV EED CAM
X v —I L L FRAEIEWEEZ 5. —/, CPM
DZEFITOWT, BT 60° ¥ ¥ 360° &2 HDGHE
BHBT 2, BEBESFIVAOHPMEREESF VA LD
HENKEL, K2, R3 IVBEROEDEEES FY
FOHHHTIPICRKEN. 72721, IRETFHEICBWT CPM
PIEHENZDE AN~ T 4 VR —DHFRERICEBWT
DAHIEDT, CPM OZEHRLEML TH L3 L DAGE
DIEFICKMEX NS 2IEE 2720,
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175000 1. ~®= CAM & CPM with 360 degree Scensor
CAM & CPM with Front S¢

‘\\\ /A nnnnnnnnnnnnnn

ived CPM

mb
Number of recel

eeeeeeee

B 12 LuST Scenario (fREE>FV ) OZERX v £ —IH
(%£:CAM, A:CPM)

& 4 LuST Mini Scenario (B> FV 4) OHEBERE HEER

Deny Attack [%] | Deny Genuine [%)]

Average | Worst | Average Best
CAM/Front 91.2 80.7 45.0 40.1
CAM/360 degree 91.1 83.2 43.6 38.6
CAM&CPM/Front 90.4 80.7 31.0 24.4
CAM&CPM/360 degree 89.9 84.3 29.6 23.0

% 5 LuST Mini Scenario (R > 7V ) DEBGR & 5K

Deny Attack [%] | Deny Genuine [%)]

Average | Worst | Average Best
CAM/Front 88.2 70.3 43.0 25.0
CAM/360 degree 89.3 69.6 41.3 21.4
CAM&CPM/Front 86.3 71.2 40.2 22.9
CAM&CPM /360 degree 89.0 70.6 38.5 19.7

6.2 LuST Mini Scenario
6.2.1 EfRFRrAHREE

£ 4,55, X 13, K 14 12, BEHRBEEDOY I 21—
TaViERERT. £ 4, £5DFEHEIRX v —ITEA
ML FETHS.

X 13, X 14 ODBEROFER» S, BEES F VXD
BIIREFRIC X 2B RONENRIKE L KEKE

BECEOIPRUEBZEF TV bbb, %
7z, EFFRICOWT, Y, HREPROEL RBGEDVT
BV TH, CAM OAZHVL5E LIEFEDOAIX
1% UTF /NS, LEdio T, Sl o 2@ A Ry
7% LuST Scenario IZBWT, BRFEEHWS Z 22k D,
HIGROKER R 2% FHGREEETE, ZORRIE
BEESFIVAITEIDREL LRI LERS.

X 15 WCARHEmRHIC BT 2 BEROERERT. X
15 DFERPSBEBEES F VA, REES F U FDVTHhD
FVAFICBNTH, BEFEEH WS Z & THBEEIH
BINTED, RAE@MR BT 2 BEGE O E L H
FEERCBIT 2 BGROBMEICTHFE LTS Z b
5.

6.2.2 ZEXvE—IH

X 16, } 1712, ZEX v —VHDT I aL— a Ui
Rerd.

CAM DEZEX v —IRIBEES F V) 4, KEES
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PR, A R
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BRI NSCREFEOT VAR INTVWEED CAM
At —=IFMNL L FFANRREWEERS. 2L, &
BT F ) AIZBWTIX, CPM OZEBH CAM O3ZF
BUTHARTH R D DI nGEDE L REFHEIC L 5 CPM
DIFIRIEHIC & 2 R OBER RGP .
7. KR

AZE T, Pseudonym D3FIH &4, CAM & CPM O
WADPEZFEINZEREZEEL, CPM 2@ U CHEMH
MO VRN ZTHEHT2Z8T, HEX vy -V ZIEL
BT 2R (HGR) ZRERDLS, EDX vb—I%
WXy -V UTHIN T 2R (BGR) 2dET 5
PIEAT AR TFIRZRR L.

T2 AT S 7=, BTGB 2 2 L —& D SUMO &
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e Scensor i o~ CAM & CPM with 360 degree Scensor
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® 16 LuST Mini Scenario (B#E > F VU 4) DRZEX v -
(%£:CAM, A:CPM)

35000 3500077 g CAM & CPM with 360 degree Scensor ||
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ived CAM

Number of received CPM

Number of recei

.| F
Vi s fhee ot

B 17 LuST Mini Scenario (fR#E > F VU &) DZEX v £—IH
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3w FPU—2 3 21 —&D Omnet++, Artery % F2MD
EWo 7z Omnet++ E TR TE 2 7L —2a v =22 Hw
Ty Ial—va VREOMELITIR o7z, CPM Zi£%(3
T 372912, Artery ® CaService 512 CpService 5
EL, LR ZOEMREIEH L REFEDFEE L F2MD
DHNTY T 4 AR—FHNTITR o7, 35BS F U F1
13, EEER T O ERD K Z WV LuST Scenario & —fi%
JEHE D &% & LuST Mini Scenario % W T, FHFEM
REARE—VTDY I al— aryziTn, BERYL A5
ROBRD O Z1TR o 72

WEFRDIGES F V) A ITBWTH, BEFEEZH WS
&, BEGROKER RS> 1-F F, CAM OADEHRE VS
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BEEEOZEYF IV ACBOTIOREIKRELI LD,
CPM %2{EH$ 5 Z T, HiJ5 60° £ >¥05 360° >4
CEBELELTH, ZhLIEOMBENEZ Z e N TET.

CAM % CPM (ZFIFBRRORANNCKRERHEEL 5 X,
CITS ORIERPPEX 7213 TR, BeMickb s Z e
5, FIEATAMRHTRICE L T, BRI TR BEER
DHELEDA v —I2EEETRKET 2 L PEHEET
H3. 7=, CITS OFEICBNTE L 4% ETSI T CPM
DFEHE(LICTANT, Bk A BAFHITON TV B ICH L ST,
CAM r CPM O G2 EFE LY AT LB 5 RIEAT

AR T 292132 < .
AHFFEIZ X DR LT, CAM ¥ CPM 285 L
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— 967 —



BROETZMA LD SBEROBELZRLTVWDS I h
5, 5 BB F U ARBBITHNT 2047, BEFE, 15
BROUZICHT 2MEE2ITODICMHET L ERD.

BE X

(1]

2]

[5]

(6]

(7]

(8]

(9]

(10]

(12]

(13]

(15]

(16]

SAE International. Taxonomy and definitions for terms
related to driving automation systems for on-road motor
vehicles. SAE International, (J8016), 2016.

N EE N BB R, Jaso 77 = LR—0% TH
BHEAERABLS AT 2D LRV EKRTER] .
https://www.jsae.or.jp/08std/ (2020-12-24).
HEtREE THHEEEOLRXRLZFIEDOVT] .
https://www.mlit.go.jp/common/001226541.pdf (2020~
12-24).

Etsi En. 302 665 v1. 1.1: Intelligent transport systems
(ITS), communication architecture. ETSI EN 302 665
V1, Vol. 1, , 2010.

EN Etsi. Intelligent transport systems (ITS); vehicular
communications; basic set of applications; part 2: Spec-
ification of cooperative awareness basic service. ETSI,
Sept, 2014.

Tcits Etsi. Intelligent transport system (ITS); vehicular
communications; basic set of applications; analysis of the
Collective-Perception service (CPS).

FRH. BENEIT 2 XA B iR its © B R - BB
Sy bU—2 OREE (HEHE - RHEEEEOMIERM E B
A AT B E). Hill7 7/ 1Y — = Automotive
technology, Vol. 6, No. 11, pp. 1-7, aug 2019.

R W van der Heijden, S Dietzel, T Leinmiiller, and
F Kargl. Survey on misbehavior detection in cooperative
intelligent transportation systems. IEEE Communica-
tions Surveys Tutorials, Vol. 21, No. 1, pp. 779-811,
2019.

T R Etsi.
(ITS).
Jonathan Petit, Florian Schaub, Michael Feiri, and
Frank Kargl. Pseudonym schemes in vehicular networks:
a survey. IEEFE COMMUN SURVEYS TUTORIALS,
Vol. 17, No. 1, pp. 228-255, March 2015.

Maxim Raya and Jean-Pierre Hubaux. The security of
vehicular ad hoc networks. In Proceedings of the 3rd
ACM workshop on Security of ad hoc and sensor net-
works, SASN 05, pp. 11-21, New York, NY, USA,
November 2005. Association for Computing Machinery.
Bryan Parno and Adrian Perrig. Challenges in securing
vehicular networks. In Workshop on hot topics in net-
works (HotNets-1V), pp. 1-6, 2005.

Z Lu, G Qu, and Z Liu. A survey on recent advances
in vehicular network security, trust, and privacy. IEEE
Trans. Intell. Transp. Syst., Vol. 20, No. 2, pp. 760-776,
February 2019.

Philippe Golle, Dan Greene, and Jessica Staddon. De-
tecting and correcting malicious data in VANETs. In
Proceedings of the 1st ACM international workshop on
Vehicular ad hoc networks, VANET ’04, pp. 29-37, New
York, NY, USA, October 2004. Association for Comput-
ing Machinery.

Bin Xiao, Bo Yu, and Chuanshan Gao. Detection and
localization of sybil nodes in VANETS. In Proceedings of
the 2006 workshop on Dependability issues in wireless
ad hoc networks and sensor networks, DIWANS 06, pp.
1-8, New York, NY, USA, September 2006. Association
for Computing Machinery.

M Sun, M Li, and R Gerdes. A data trust framework for

103 415,“. Intelligent Transport Systems

© 2021 Information Processing Society of Japan

[17]

[19]

[20]

[29]

— 968 —

VANETS enabling false data detection and secure vehicle
tracking. In 2017 IEEE Conference on Communications
and Network Security (CNS), pp. 1-9, October 2017.
N BiBimeyer, S Mauthofer, K M Bayarou, and F Kargl.
Assessment of node trustworthiness in VANETS using
data plausibility checks with particle filters. In 2012
IEEE Vehicular Networking Conference (VNC), pp.
78-85, November 2012.

Attila Jaeger, Norbert Bifimeyer, Hagen Stiibing, and
Sorin A Huss. A novel framework for efficient mobil-
ity data verification in vehicular ad-hoc networks. Inter-
national Journal of Intelligent Transportation Systems
Research, Vol. 10, No. 1, pp. 11-21, 2012.

Shuntaro Azuma, Manabu Tsukada, Teruaki Nomura,
and Kenya Sato. A method of detecting camouflage
data with mutual vehicle position monitoring. In The
Sixth International Conference on Advances in Vehic-
ular Systems, Technologies and Applications (VEHIC-
ULAR 2017), pp. 48-53, Nice, France, 2017. Best Paper
Award.

Shuntaro Azuma, Manabu Tsukada, and Kenya Sato.
A method of misbehavior detection with mutual vehi-
cle position monitoring. IntTech18v11nl12, International
Journal On Advances in Internet Technology, Vol. 11,
No. 12, pp. 82-91, 2018.

Sumo - simulation of urban mobility.
http://sumo.sourceforge.net/ (2020-09-01).

Omnet+-+ discrete event simulator.
https://omnetpp.org/ (2020-09-01).

Veins - vehicles in network simulation.

https://veins.car2x.org/ (2020-09-01).

Inet. https://inet.omnetpp.org/ (2020-09-01).

Vanetza. https://www.vanetza.org/ (2020-09-01).
Artery. http://artery.v2x-research.eu/ (2020-09-01).
Framework for  misbehavior detection(f?md).
https://www.irt-systemx.fr/en/f2md/ (2020-09-01).
Hendrik-J6rn Giinther, Julian Timpner, Martin Wegner,
Raphael Riebl, and Lars Wolf. Extending a holistic mi-
croscopic IVC simulation environment with local percep-
tion sensors and LTE capabilities. Vehicular Communi-
cations, Vol. 9, pp. 211-221, July 2017.

World Health Organization and Others. Speed manage-
ment: a road safety manual for decision-makers and
practitioners. 2008.



