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A Study of Adaptation to Telework under the Spread of
COVID-19 Affecting the Organizational Security Measures

AKEMI KOYAMA! JUNKO MORI! RYUICHI OGAWA!
TOSHIHIKO TAKEMURA?

Abstract: Telework has been considered and used as a useful tool for work style reform. A state of emergency was issued in April
2020, demanding that people refrain from going out. As a result, many organizations needed to work from home quickly over a
wide area. We needed to prioritize business continuity and achieve it in a short period of time. Some organizations started working
from home without enough discussion about organizing, reviewing existing rules, and risk assessment. Such organizations are
mitigating security measures. For example, we acknowledged deviations in the handling of information and simplification of
procedures. In this study, we analyzed the actual situation of security measure mitigation and the characteristics of the organization
from the survey results of "Telework and IT supply chain security survey in New Normal" conducted by IPA in November 2020.
As a result, the type of industry, scale, time of introduction of telework, and the impact on security measures were summarized. It
was also found that the mitigated measures may not be dealt with even six months after the state of emergency was declared, and
the risk may have increased.
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2 HTRER 1
BEERDOZ 77 KR L —VH—EX~NDRTE v F—ITOEBHA
Casel Case 2 Casel Case 2
Coef. z pflE Coef. z pfE Coef. z pfiE Coef. z pfE
HRRTE - R [REEEHK 0.123 0.570 0.568 0.141 0.650 0.513 0.080 0.350 0.729 0.081 0.350 0.728
B - FIE%E I |FAEE 0.360 0.670 0.501 0.264 0.500 0.616 1.129 1.900 0.058 1.124 1.900  0.057*
koTHAE BIE 0.838 2.310  0.021** | 0.714 2120 0.034** | 0.510 1.540 0.125 0.495 1.570 0.117
ncws  [SEE -0.109 -0.250  0.801 0.032 0.080 0.937 | -0.522 -1.080 0.279 | -0.509 -1.080  0.280
REED 0.925 1.220 0.223 0.081 0.100 0.921
_cons -1.990 -0.920 0356 | -1.819 -0.850 0.396 | -1.924 -0.810 0.418 | -1.907 -0.800  0.422
2EWICRLE [REEEHK 0.198 0.980 0.326 0.203 1.000 0.318 0.131 0.680 0.495 0.133 0.700 0.487
ShTW? (RS 0.322 0.650 0.514 0.304 0.620 0.535 0.597 1.200 0.231 0.578 1.170 0.242
2E 0.380 1.050 0.295 0.324 0.960 0.339 0.201 0.700 0.484 0.176 0.640 0.520
SR -0.446  -1.100 0.270 | -0.395 -1.030  0.302 | -0.917 -2.330 0.020** [ -0.885 -2.330 0.020**
SLE%D 0.237 0.320 0.748 0.205 0.320 0.749
_cons -0.090 -0.050 0.963 | -0.071 -0.040 0.971 1.409 0.720 0.470 1.443 0.740 0.459
Number of Obs. 106 106 106 106
LRchi2 LR chi 2(10)=15.37 LR chi 2(8)=13.17 LR chi 2(10)=15.9 LR chi 2(8)=15.79
Log likelihood -100.141 -101.240 -91.188 -91.247
Pseudo R2 0.071 0.061 0.080 0.080
®3: oWRER 2
BEERED I 7T F A L=V —EXADRE v R—ITOXEHF A
Case 1l Case 2 Case 3 Case 1 Case 2 Case 3
Coef. z pf& Coef. z plE Coef. z plE Coef. z plE Coef. z pfE Coef. z pl&
AENRTE - R (EEEHK 0.419 2.340  0.019** | 0.431 2390  0.017** | 0.434 2410 0.016** | 0.076 0.440 0.658 0.106 0.620 0.536 0.152 0.920 0.360
A - FIEZEIC |BREFE -0.801 -2.390 0.017** | -0.862 -2.530 0.012***| -0.865 -2.590 0.01*** | -0.340 -0.880  0.379 -0.388  -0.990 0.320 -0.209 -0.560  0.577
Lo THHEE |BIS -0.163  -0.750  0.452 -0.170  -0.790 0.428 -0.172  -0.800  0.423 -0.189  -0.760  0.446 -0.194  -0.790 0.429 -0.194 -0.800  0.421
ncns  |SEE 0.419 1.610 0.108 0.464 1.760 0.079 0.469 1.780  0.075* | 0.721 2.350  0.019** | 0.721 2.330  0.02** | 0.668 2.200  0.028**
V7 bh7xTD 0.004 0.010 0.994 -0.014  -0.030 0.975 -0.274  -0.430  0.665 -1.046  -1.900 0.057
154RALIED 0.178 0.250 0.801 2.050 1.740  0.082*
_cons 0.453 0.320 0.747 0.436 0.310 0.754 0.415 0.310 0.757 -0.385  -0.240 0.814 0.375 0.230 0.815 -0.657  -0.440  0.658
SEMICEIE (EXE5 0.572 3.150  0.002***| 0.600 3.310  0.001***| 0.594 3.290 0.001***| 0.127 0.820 0.414 0.153 0.970 0.332 0.194 1.280 0.201
ahTws |FAREH 0.224 0.660 0.507 0.093 0.280 0.780 0.071 0.220 0.826 | -0.040 -0.120 0.908 | -0.092 -0.260  0.792 0.079 0.240 0.812
HIE -0.132  -0.600  0.548 -0.156  -0.720 0.469 -0.156  -0.720  0.469 -0.144  -0.640  0.524 -0.147  -0.660 0.509 -0.145 -0.670  0.506
SERE 0.195 0.730 0.462 0.219 0.830 0.404 0.226 0.870 0.387 0.464 1.670 0.095 0.473 1.680  0.092* | 0.419 1.530 0.127
V7 h7x2TD 1.137 2.010  0.044**| 0.125 0.290 0.773 -0.320  -0.560  0.573 -0.968 -1.900 0.058*
153D 1.781 2.470  0.014%* 1.834 1.620 0.105
_cons -2.302  -1560 0119 | -1.171 -0.840  0.403 | -1.052 -0.780  0.434 0.570 0.390 0.697 1.197 0.830 0.409 0.237 0.180 0.859
Number of Obs. 273 273 273 273 273 273
LR chi2 LR chi 2 (12)=52.33 LR chi 2(10)=38.62 LR chi 2(8)=38.36 LR chi 2 (12)=16.92 LR chi 2(10)=12.92 LR chi 2(8)=8.48
Log likelihood -240.706 -247.560 -247.688 -229.296 -231.301 -233.518
Pseudo R2 0.098 0.0724 0.0719 0.036 0.027 0.018

SHENCHEE L3 o TR, THNHE - BB - FIE% I
Lo THMENTWD | BT D BRI O/ 51X E
THDHI LMD, BBEHSEMTY, —ERRHE - 5
AToxNEET D & L0 bANEE - HAl - FIRZEIC X
STHAEINTWNDEIENRI VST ERbND.
LU s, MEmiicik S cnsg ) iIZksWnWTid TH
WEREH] ) OFFEBRFHIINCE R TRWZ &0 h, BlAEREH]
DEWIZ Lo TR Rl - gt ToxticE T 52 & &
LSRN TND Z L ORI DT SIITEWV 2R
WZ ERbns. £, TEmmiciiibahTngd ) izBi
5 THE) OBFFIZATHLZEND, TLU—7 OEE
NEL R BIEE, 2HMICEEESNTNDZE LD b—F
B850 - B COMIEZT DI LRI VLT D,
—FC, TV U— 7 OHEEDEWIC L o THNHE - B8 -
FIESIC L > THAENTWD Z & & —Rpy k6 - Filsk
TOXMGETHZEORI VLT ZITITENNRR. Zh
HOZ ENG, TFAHE - HHA - FIEFICL > THISN
TWa | & TREMIZEEEINTWD | 1Tk L TEs b

A
ALDERILT LS 8T 5 LR T, FRBEORE

A

-
-

(©2021 Information Processing Society of Japan

bRRD LD DND.

52 BE

AWFFETIE, 4 SO EIL T, LT, THsEHRO 7
TURARNL—=UH—EZ~DRLE] 1L 7T T R~DfR
17, 2R HFTLCWARNWT F YU r—ay s Y7 by
=7 777 R —ERX (v F—IT) OEBKEFMH 1o
WTIE Ty F—IT OEBFH] L.

AEE TR DB T LI — 7 2 Ei L Q0B EEIEE,
PBLE - BAI - FIEE ORI E LTH Kb DT <
EFsn D)

(757 RADRAE)] ITHOWT, T TiX, Bk
RIS EVIE E THNHE - B - FIEFIC X - THTE
NTWB] Kb, T2 8RR - IS CoxtiEE 35 2
L] BRIV STVZ ERDbroT. UL, FEh¥E
DWW TIEBA I KX W T o7z. Ty R—IT
DOEBFIR ] 2oV THE, RFEmeEN Case2 OLEITD
KPR BT L, THENHE - BRI - FIEEIC L - T
FASNTND ] BDEZVLT NI ERbrolz. Ll




TR 2R
IPSJ SIG Technical Report

BRI OV TIIBIAR I X 2B T2 o 2
ARF [T VU — 7 OFEMIRPEA TV DTS, f

WHUE - HAI - FIEZEORPLL L TH KAy O T <

s 5]

[V 50 RaDRIF] 12DOWT, BIELMLETE, 7L
U— 27 & FEE L TWAREEBORENZWTE, THERH
TE - BB PIESIC L > TR EINTWD | FAS, [—FY
TR - ISR TOMIEETDH L) TV HEIVRLTnT
Lotz FFELAETHE, EEREIZ L 2EW T2
Motz Fiz, vy F—IT O¥BERA ] 1250 TiE, &t
JTLEETIET VT — 7 OFEBBENR L VIEE TR
k] $252EL0b [—RERRE - BISFCTORMIE) 2T
HZERBIVRT N ERDb o, L TEAE
T, FERBENZITE THENHE - B - FIESIC X
STHAENTWD ] IS, [—HEA 7R E] - BT ORIE
ETHZE] L0HEIDRLTWVWI ENRDNoT.

AL TR BRI OZER T K o THPEUE - # - FIE

EORWB R D |

FTRELARFETIE, WEBBROERIZ L DE NI -
- — 0, BEEAETIE, 1777 RADBIFEIZO0T,
(PEEEHM ) NEL DT E T—RRR 2B - BIS T
MInET D) 2L b, THENEE - AL - FIEZICE -
THAIENTWD] b LT IMemmictElk) L9528
NDEZDLTNI Enbhol=z. LML, vy F—=IT @
EBFH] oW TIEERFEEEETHLENI Mo
<R TEMOFERIC K > THEE - BRI - FIEZ o%km

HERD

ZRtoe UL, T3 OERICE 2BV oo
—F, FRERAETIE, 1777 RA~OR7F] 1220 T, YV
7 by = T EOHE LY — B RER DT L, R ek
Bl - IS CTOMIEETD] ZE L0, TEEictklk) &
FTHZENRZI DT W Enbhoik.

6. BHYIC
RAFREESERICRBIZEATLT LY — 7 E AL, F
ENEE SN, BX 2 U T o JRORTFRIESES 10
EN TN EREESNZ. TPA OFEICELY, —#
DAEZE - MM TIT—RB 22 R - IS E2RD, Fhy, 8
SHEEESOOLPEXRBLZOLL IS LT D
ZENbnot. ARBETIE, BRI - IS AR D
LR 2 RO DN Lo, oW ORGSR,  TH
BREBROT T 7 RA N L—UH —ERA~ORIF [R5
AL CWeWT TV r—vay 7 =T 75U R
F—EROEBFIA] ICOWT, HEEEK, TLIY—2D
BRAGWFH, FEhE=g, B, ¥R L, #HNEE - HAl - F

(©2021 Information Processing Society of Japan

Vol1.2021-DPS-188 No.4
Vol.2021-EIP-93 No.4
2021/9/9

A5 2 Bl 2 2y, —IpR 7221 - BISA 2580 L T
THIERHDL LB,
FENSLFEL ERGR L, e oo E s &
HITAEZE - MRRORIUC BB TREN D, —RERY 7K
Bl - BISBZ DK RLE S 4, WYX=l T 0 HRHP
SN DNEE, MR 22 A A FE I DV TR &2 L 72w,

BE W

[1] BB, S 2 FmEF A EORH, 2020 4F <https:/w
ww.soumu.go.jp/johotsusintokei/statistics/data/210618_1.pdf > (&
% 2021-08-12)

2] BBEE, TV I —2 X2 UT 4 A RTA 4R, 20184
< https://www.soumu.go.jp/main_content/000545372.pdf > (£
2021-08-12)

[3] BAE@E, 7V T —7 O8N R OEROHEED 7=
DHA KT A2, 2019 4 < https://www.mhlw.go.jp/content/00
0759469.pdf> (£ 2021-08-12)

[4] BABE, BERT LY — 27 OBIEREROIZODOH A R
Z A4 >, 2018 4 <https://homeworkers.mhlw.go.jp/guideline/ >
(ZHR 2021-08-12)

[5] HRLIIHEERERE, =2 — ) —~ LCBIF 5T LU —2 & IT
V7T Fz—r DX T ¢ EREFA, 2021 4F <https:/
www.ipa.go.jp/security/fy2020/reports/scrm/index-final.html > (Z
% 2021-08-12)

[6] Takemura, T., Komatsu, A., Empirical Study on Information Se
curity Behaviors and Awareness, The Economics of Informatio
n Security and Privacy, Springer, 95-114, 2013.

(7] VIRIBUZ « Zaf il - FEATME—, THHIN A WIS DR D1TENC
B9 2 FTEREAHT, I BICHIERERIGE, 56(12), 2191-2199, 20
15 4.

[8] HMEIE - AT, 1EMEX =2 U 7 4 RERITEICHT DT L
U — 7 FEfiE OVEM O LA, 1AL SR, 58(12), 19
12-1935, 2017 4=

[9] AFUFRREM « FHERE - IR Z 28, FHHRExF2Y T 4R v —Ii

B 2 FISMEE ORI K 2 FE M E 2K 3 K OSIS I

T H—EL, MG EXa ) T o LEFE N T X R (SPT),

2018-SPT-30(1), 1-8, 2018 4F.

FRIET - NMUBAZE - NIBE— - IR, 7 LU —2 281

X2V T 4 FEADRRIZET D9 ~=a—/ —< /i

BT TR ~, ~VF AT 4 7, ik, Wi & €31 1(DICO

MO2021)> ' RY 7 A, 7G-2

[11] 5B, T LU — 7 OEICE T 2 R LICHlT 5
FAARE R (AR TREHE) , 2021 4 <https://www.ipa.go.jp
/security/fy2020/reports/scrm/index.html > (£ R 2021-08-12)

[12] Hosmer, D.W., Lemeshow, S., Sturdivant, R.X., Applied Logis
tic Regression (Wiley Series in Probability and Statistics): Thi
rd Edition, Wiley, 2013.

[13] THHMAQBEHEEREARE, et = ) 7 0 BF 2021, THHQBH
HEMERE, 2021 47 <https://www.ipa.go.jp/security/publications/hak
usyo/2021.html > £ 2021-08-12)

[14] A, SFn 3 FRUE #IBIE A3, 2021 45 <https:/www.soum
u.go.jp/johotsusintokei/whitepaper/ja/r03/pdf/index.html > (& 2
021-08-12)

[15] PV RvA 7 m, 2020 FEMEX 2V T4 TR v
2021 4F <https://www.trendmicro.com/ja_jp/about/press-release/2
021/pr-20210318-01.html > (£ 2021-08-12)

[16] =ZEMEWFERT, R A Favn FRROEHREF =2V 7 10—,
VAU —UEa—, 2020 4 6 A%, 2020 4 <https://www.m
ri.co.jp/knowledge/mreview/202006-4.html > (£ ff 2021-08-12)

[10

—



