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A Study of Intrusion Detection Method
Focusing on Issuing Pattern of Instructions

Akira Kinno, Takehiro Nakayama, and Atsushi Takeshita
Multimedia Labs, NTT DoCoMo, Inc.

This paper proposes a new software intrusion detection method, which achieves low false negative and positive rates. Our
method monitors issuing pattern of instructions, which is the smallest unit of software behavior, and makes probability
models of software behavior by learning. To confirm the validity of our method, we conducted some pilot studies. For the
studies, we got behavior data of software, which are published their vulnerabilities and attack codes. The results of the
studies show our method reduces false positives caused by un-learned behaviors, and it has abilities to detect the mimicry

attacks, while existing methods cannot detect them.
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