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Security Configuration Based On Model Driven Architecture
- Authentication Configuration for Web Services -

Fumiko Satoh, Yuichi Nakamura, Koichi Ono

IBM Research, Tokyo Research Laboratory

Service-Oriented Architecture (SOA) makes a new application by combining existing services. We proposed Model Driven
Security as a framework to configure WS-Security, which is used a security infrastructure of SOA. In MDS, security can be
configured in a platform-independent application model, and the security policy is created by the model transformation. We
focused on configuring message protection by signature and encryption. In this study, we apply MDS to authentication
configuration. The authentication mechanism of Single Sign On or ID propagation can be supported by WS-Security,
however the configuration is very difficult in practice. Because it is necessary to consider the federation of multiple security
domain and the trust relationship between services of ID propagation. We propose a Qualifier to specify an authentication
configuration in an application model, and a Security Infrastructure Model to model complex authentication platform
information. This idea becomes a model transformation possible to configure authentication. Our contribution is that the
authentication configuration becomes easier without the knowledge of an authentication platform.
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<Authentication>
<CallerToken>
<SecurityDomain domainName="domainA“/>
<UsemameToken>
<WssUsernameToken10/>
<{/UsemameToken>
</CallerToken>
</Authentication>

® 8. MATREENRIET D4 vE—S0
tF YT AR S—

<Authentication>
<CallerToken>
<SecurityDomain domainName="domainB“/>
<SamiToken>
<WssSamlV10Token10/>
<{/SamlToken>
<TrustMethod method="Signature”/>
</CallerToken>
</Authentication>
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