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FRZEIIRT. 22T, MR OWTIEKE (Accuracy)
Y IEBRRINER (AttackSuccessrate) W EDHELTW3.
IR 2 Wil X N TV 2 AR E (S % L DUT OidE
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ackSuccessrate = s 4)
R 2: FHfifaER
Ef#
Ty Ry=7 | AT T
"y R 7 TP FP
<3 Ty FYx
VYT FN TN

FHCDOWTIX, Ny 7 R7BARICBIIZRHERLD
%8 (No Defence), RITHITZ 1T - 723E (Deletion),
A—PLYaA—RXDIBTYa-—XDAEMALLEE
(AEenc), ZLCTA—trzrya—&X%/#HLEE (AE)

WKOWTEHRIZITW, AT —X BT RA R=2

T—XDRAZEE p=1(%), 2351 XTLD > bEHIEA
L7eRTe#iE N = 8 ICEEL, 1RAICE(LEES 2 TH
FAERAT o 7.

5.1 Independent Selection IZ¥td ZBATHIERE

WERRINEOEREZK 2a ¥ 2b 1TRT. WKL LDOGE
ICIERERINRII N £ p BAKREL L BIZONTEL
HoTWE, 100% ICET 3. 22T, p=01Fils—
RIZRA R =V 7T = RIZBPRALTOWRWESETH S
B, ZHUIAN Y 7 R 7 IRE T3z { AR X 2 =R
CEWZ BN TE S, ROtHIBELT - 25 A 1,
WEREINERIIN R p DEIZE > TELERIDHZHDD 0%
25 20% FTHPIERZENTES., A—bzra—
R U758 3 ROTHIR & Rk K HE T B R 3R
PRV EZ ZIEILTWS. 2, ra—Xick
BRTCEMED A EAT o 12 EITOWTIE, N % p OfEIK
ELRDICONTHBERINENEL REZ s, Ta—
R X AETTES B ORERRICKELFE T2 eh
o7z,

FEEICH S 2R 2K 2¢ ¥ 2d 1ITRT. XERLZLDGE
W N p DEIZED ST 97% Bk LTWwW3 Z &
HHERTE 3. XKITHIE%1T - 7254, EMBER 7—& O
KB ZRRET 2 ORENRELRT T2 220
o TED, #¥90% #ikz#BEL TN, —FF -tz
O —XEH L 5EERITHITE & s U TR 3% 3E <
DREDRABLNT. BIBIZT Y 3 — K12 L B3 RTTERED &
BIolGEeBEDOA— b rya— K2 FHLGED
X, MiEOABPOTLIREENE L 725 2 & DR
T/

(© 2021 Information Processing Society of Japan

Vol.2021-CSEC-94 No.1
Vol.2021-SPT-43 No.1
2021/7/19
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KT 60% < EFTO EFICEE 20, ZAUILITHE
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IRTEZFIEOREVPNETDH .



SE 40 oN) JE A5 A TT TOER A Vol.2021-CSEC-94 No.1
IR F SR S Vo1.2021-SPT-43 No.1
IPSJ SIG Technical Report 2021/7/19

BE 3

[1]  Yann LeCun, Léon Bottou, Yoshua Bengio, and Patrick
Haffner. Gradient-based learning applied to document
recognition. Proceedings of the IEEE, Vol. 86, No. 11,
pp. 2278-2324, 1998.

[2] Tony Abou-Assaleh, Nick Cercone, Vlado Keselj, and
Ray Sweidan. N-gram-based detection of new malicious
code. In Proceedings of the 28th Annual International
Computer Software and Applications Conference, 2004.
COMPSAC 2004., Vol. 2, pp. 41-42. IEEE, 2004.

[3] Konrad Rieck, Thorsten Holz, Carsten Willems, Patrick
Diissel, and Pavel Laskov. Learning and classification of
malware behavior. In International Conference on De-
tection of Intrusions and Malware, and Vulnerability
Assessment, pp. 108-125. Springer, 2008.

[4]  HREER, KILESA. AL B 7 R—Z<L Y = 7 HENS
BIFdA T4 UHEWEEE 7 3 Y X LD HEGHE. 2>
Fa—%& Y7 b9 x5, Vol 34, No. 4, pp. 4.156-4_177,
2017.

[6] Xinyun Chen, Chang Liu, Bo Li, Kimberly Lu,
and Dawn Song. Targeted backdoor attacks on deep
learning systems using data poisoning. arXiv preprint
arXiw:1712.05526, 2017.

[6] Giorgio Severi, Jim Meyer, Scott Coull, and Alina Oprea.
Exploring backdoor poisoning attacks against malware
classifiers. arXiv preprint arXiv:2003.01031, 2020.

[7]  Scott Lundberg and Su-In Lee. A unified approach
to interpreting model predictions. arXiv preprint
arXw:1705.07874, 2017.

[8] Hyrum S Anderson and Phil Roth. Ember: an open
dataset for training static pe malware machine learning
models. arXiv preprint arXiv:1804.04637, 2018.

[9] Tianyu Gu, Brendan Dolan-Gavitt, and Siddharth Garg.
Badnets: identifying vulnerabilities in the machine
learning model supply chain (2017). arXiv preprint
arXw:1708.06733, 2017.

[10] Tan J Goodfellow, Jonathon Shlens, and Christian
Szegedy. Explaining and harnessing adversarial exam-
ples. arXiv preprint arXiv:1412.6572, 2014.

[11] Ricardo JGB Campello, Davoud Moulavi, and Jorg
Sander. Density-based clustering based on hierarchical
density estimates. In Pacific-Asia conference on knowl-
edge discovery and data mining, pp. 160-172. Springer,
2013.

[12] Brandon Tran, Jerry Li, and Aleksander Madry. Spec-
tral signatures in backdoor attacks. arXiv preprint
arXw:1811.00636, 2018.

[13] Fei Tony Liu, Kai Ming Ting, and Zhi-Hua Zhou. Isola-
tion forest. In 2008 eighth ieee international conference
on data mining, pp. 413-422. IEEE, 2008.

[14] Dongseop Lee, Hyunjin Kim, and Jaecheol Ryou. Poi-
soning attack on show and tell model and defense using
autoencoder in electric factory. In 2020 IEEE Interna-
tional Conference on Big Data and Smart Computing
(BigComp), pp. 538-541. IEEE, 2020.

[15] Yoshihiro Oyama, Takumi Miyashita, and Hirotaka
Kokubo. Identifying useful features for malware detec-
tion in the ember dataset. In 2019 seventh international
symposium on computing and networking workshops
(CANDARW), pp. 360-366. IEEE, 2019.

(© 2021 Information Processing Society of Japan 6



BIRUEF MRS
IPSJ SIG Technical Report

[13:]

o
@

Attack Success Rate
o
&

0z

0.0

100

0.95

0.90

Accuracy
=
@
&

075

08

o
o

Attack Success Rate
o
&

oz

(114

095

0.90

Accuracy

0.70

—
algorithm
[ Mo defence
3 Deletion
[0 AE enc
[m—3

% ?
- %%= %F% ISL; éJE

4 64

Number of backdoors

(a) N 22X 27O BRI R

&Fﬁ eﬁg éﬁj e

30

Attack Success Rate

Accuracy

10

08

0.6

0.4

0z

0.0

100

095

0.90

085

080

075

Vo0l.2021-CSEC-94 No.1
Vo0l.2021-SPT-43 No.1
2021/7/19

3 Deletion

algorithm ?
[ No defence
0 AE enc r

[m—

- = = Qﬁ

0.0 10 20
Poisoning Rate[%]

s = B ;@5@_

(b) p BZALE B OBRAIHR

== -

e =T e m -

B = %

algorithm
[0 Mo defence
=3 Deletion
0 AE enc
= AE

0.0 10 20 10.0 20.0
Poisoning Rate[%]

(d) p #ZALE B R DREHE

[ 2: Independent Selection {253 % Bt 4:RE

algorithm
[ Mo defence
= Deletion
0 AE enc
= AE
4 8 16 32 &4
Number of backdoors
(c) N 2L ¥ 7= I DR
algorithm
[ Mo defence
[0 Deletion
0 A€ enc
[—1

.
a— B gfe %% =

(a) N ZZ{t.& B 7RO BRI R

algorithm
[0 Mo defence
=3 Deletion
0 AE enc
= AE

4 8 16 32 64
Number of backdoors

(c) N B2l X ¥ 7R DR

Attack Success Rate

Accuracy

1.0

08

06

0.4

oz

0o

095

0.90

0.85

0.80

070

algorithm
[0 Mo defence
[ Deletion
0 A€ enc
[m—

=]
= & 8

2. 100 200
Poisoning Rate[%]

(b) p ZZ{LE B =IO BRI R

algorithm
[0 Mo defence
=3 Deletion
0 AE enc
= AE

00 10 20 10.0 20.0
Poisoning Rate[%]

(d) p 2L SRR ORIE

3: Greedy Combined Selection (Z¥t3 % Bifli4:BE

(© 2021 Information Processing Society of Japan



BIRUEF MRS
IPSJ SIG Technical Report

08

06

0.4

Attack Success Rate

02

0.0

0.95

0.90

0.85

Accuracy

0.80

0.7s

algorithm |£' é

0 : . &

06
[ No defence
0 Deletion
0 AE_enc = = ﬁ
Il AE 04

T

() N 22L& HHE DI RIIR

Attack Success Rate

&
¢ §

0.0

s & & & f.oa § 8

8 16 32 64 10 2.0 10.0
Number of backdoors Poisoning Rate[%]

- - - bt = L]

e I = e
%‘?@??é R LIP Y I

&
2 oss
[
<
0.80
algorithm algorithm
[0 Mo defence [0 Mo defence
[T Deletion 075 [T Deletion
0 AE enc 0 AE enc
[ AE [ AE
070
4 8 16 32 B4 0.0 10 z0 10.0
Number of backdoors Poisoning Rate[%]
(c) N 2L X2 -FOIEE (d) p ZZE(LX B RORE

K 4: FGSM (L7 VY v 7FH b)) 12h3 2 BhHIEEE

(© 2021 Information Processing Society of Japan

Vo0l.2021-CSEC-94 No.1
Vo0l.2021-SPT-43 No.1

2021/7/19

algorithm
3 Mo defence
0 Deletion
0 At _enc
I AE

=

(b) p ZZALX B/ D BRI R

20.0



