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Abstract: A variety of IoT devices have been widely used. However, IoT devices are sometimes unmanaged
and may be left without sufficient security measures. In this paper, we propose and develop an IoT device
grasp support system. Our system operates on a laptop PC and obtains the list of IoT device addresses
by monitoring and analyzing wireless frames. To support association between device addresses and actual
IoT devices, we introduce a device association support function to our system by utilizing RSSI of wireless
frames. In addition, we introduce a navigation function to find the installation location of IoT devices. We
evaluate the feasibility of our proposed system though experiments where multiple IoT devices are located

in a room.
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Fig. 1 Overview of proposed system.
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Fig. 3 Overview of the device association support function.
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Fig. 4 Overview of the navigation function.
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Table 2 The precision and recall for IoT device classification.
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Fig. 5 Environment for evaluation of direction estimation.
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Fig. 6 Environment for evaluation of navigation method.
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Table 3 Result of direction estimation.

IoT #230 | 1 ORI | 2 [\ H O 710
[PAE VALY BLUE# BLUIE#

Hi 1 A (ELWw) —

Hi 2 Je (EELW) —

Hus 3 Ani (IELw) —

i 4 fem (IEL W) —

M 5 e (GEY) ARl (IELV)
M 6 Hi (IELW) %A (ELW)

12bME4DAY— T I 7T LTUE, e 10
FETr = a YREREER RIS A 7213 TIE L\ WM E S
N, 372, WESNLHMIELYDAY— T 70855
CEaEEBEPHMCHIITE . FEREETICH A
5, WEEDAY— NI/ LTI, FES—T 3
UREREE 2V A T I LD, EBRENAR-NTTS
HHCHRI TS/, INoHE s, ME6DA~Y—FT
TN T BEERIZOWT, DT THLLEHT 5.

s 5 DA~ — 77731 5 1 HO KSR
RIIETH o7z, 2O, EBREIOYFHUME, Jh
PORTEICEE L. EBRBFOBHTICAY—FT 57
NOREEENLWH T L — L DOZEBREREID L7
W, VAT APSHEFES =Y 3 YR RETEANFERE
7o, F072, FEEFEIIK 6 ho 2 BEEHIME 5 T, K
RSN AEHIIG A M E, BEFETS—2 3 VikiEE
MH L. 20, EEFIZFETr— 3 JFEREICX DT
EINTZHATHLAREME, WE5DAY— T T 7
* HHECREREL L 7=,

—J, B 6 DAY —bNTT7Ixd 4 1 RIHO )
TEAERIIHTCTH o 72, HEETTTNIIE L\ DS, IR HI AL
POME 6 DAY -T2 HHTHRATE RV D
FEFE L, K6 o2 [ HFHIVE 6 TR N5HEEREOH
HECRE L7z BZENE L2720, KRS A EH
HmEmME, HEFETr—>Ta JHEEEFIHLZEZ S,
2 [0 H O MHEERERIIH% A Tho 72, EBFIIHRA ZIN
&, MH6DAY— 7T 7% B THRRLZ.

DEDWERIY, FEFr—2a UEEEZ WA Z EIC X
D, R IT HEBOMBEICAFHEEZFETEL VR
L. LS, KEICBITAERIZTCE—DOFER
FICLDERINTEDY, EREFEDHFIC 0T HErO%E
Wil a Mo T AIREECEB L ER L 2. 20720, 514,
ToT BEes DR 2 MO L WEBEH B E G E LT
EBREAT ) LEDPD 5.

5. b VI(C

AfaTlE, BN ) — F PC O&%EHWT IoT Bt
B2 HECTEDL VAT AR, BELL. REVAT
LTI, 9, M LAN NOMEE 7 L — 2 28§52 &

1305



[BRAIEF =R EE Vol.62 No.5 1298-1306 (May 2021)

W2, M LAN NICEEE SN2 IoT 2807 KL A—
BARET 5. £/, IoT O R EINLIEHR T L —
LADZEEBEMEZFHLT, YAT A LEIZFERENZT
FL A LFEREOD IoT B OFInfiiT 2 /45, 25612,
AT AFIRBDHAE LR L T ToT #ehid 5 5
G, 20 10T MO ELANICFIAE 2 FHE T 5. W%
FEWNIZRRE L7z ToT B2 FIH L72FEBRICK ), KV X7
LEfVAEZ LT, IoT e m VBT HTEs 2L,
FIF%E % IoT 2R OB ICHFETCE LT L 2R LT
AHHBOMEE LT, MIREOHERCHESIN TV IoT
AR TR L TV WERRG I E I X 2 ER 2 FEhi S 54
Db, Fio, RIFCEHET S, BEL GRETLA R L,
ToT H¥#R DX EIHHT & M4 ICE 2 25 A O b LETH
b, E61, IoT T WO 0H 7 IV IZHBIRIZS
BIDE) VAT LEZMETHIEOMET LTV A,
HE AP O—IIEEEEE (19K11934) 8 L 0%
A2 AF R RN e B 4 (SRO8) DB % 1)
o, TZICRRLTHEEERT.

SENH

[1] Egawa, Y., Taniguchi, Y. and Iguchi, N.: A system for
visualizing IoT device list based on captured frames in
wireless LAN, Proc. IEEE ICCE-TW 2019, pp.577-578
(2019).

[2] Egawa, Y., Taniguchi, Y. and Iguchi, N.: A study on
function for grasping location of device in an IoT device
list visualization system, Proc. ICIT 2019, pp.357-361
(2019).

3] TGS, BN, HETUEA  ToT KR X 7
LIIBIT B ZEEMEEELFIH L2 — v a v ing
DS, BB ESA V5 — % v N BTG VR
T L2020 FiC4E, pp.56-62 (2020).

[4]  IEHE  ToT Security READY!! IoT @t ¥ =21) 7 4 @
FePE & AME K (2017), AFE (http://www.idec.or.jp/
renkei/whats_new/6_iot_s_iwasaki_gakuen.pdf).

5] CFEECY, KEHEE 0T =y ViikE KRy bRy b
LD SBF CREGET 7 v bk — A O3S, THHLHL S-S0
ZEHRE, Vol.2017-DPS-170, No.26, pp.1-3 (2017).

6] &V Y b P AT 4 X CounterACT, AF%
(https://www.soliton.co.jp/products/category/
product/network/counteract/) (ZH 2019-07-26).

[7] HABBZMASE | ToT Device Security Manager, AT
(https://jpn.nec.com/iot /platform/security /whitelist /)
(B4 2021-01-21).

[8]  IEIRALIEIMEMERERE B AMMB L OBRAFSIEY A T 4
(IDPS) 1235 A F (2007), AF5E (https://www.
ipa.go.jp/files/000025364.pdf).

9] WK, TRILI L RSB & B AL e i RE & F
LN F T = a v v AT L OkRE, HHRILEY S
55 74 | & ER & FEHE OCE, No.l, pp.459-460 (2012).

(10] T#EHES, JEN=0F, EEOLE  RMrE e R LR
ML L OIR S, THHLIR 2355 77 [0l & [E R il iy
X4, No.l, pp.313-314 (2015).

11 BB, KRB, MFE: T —T Ty sk
FAV72 RSST %6 OEWILEHEE, TEHLEE SRS 82 [l
AE RS FE R 4R, No.l, pp.339-340 (2020).

(12] FAAE A, NGRS, g B, SRR, 95520 1w @ RSSI

© 2021 Information Processing Society of Japan

T CTRMEELHEE v A T S CHT BT, THELI
TIVFRATAT, G L BN VT YR T T L2018
AOCHE, pp.369-376 (2018).

[13] Yoshida, T. and Taniguchi, Y.: Estimating the number
of people using existing WiFi access point in indoor en-
vironment, Proc. ECCS 2015, pp.46-53 (2015).

(14] fRE i, A, AL &, BERAL, WD 1 CSI
T 7 ALE AL TS B 2 M RRGET, TRy
TIVFRTAT, G L BN VT YR T T L2018
FOC4E, pp.819-827 (2018).

(15] EAUHEERA, = FO5HI D3 kI CNN #FIH L7z Wi-Fi CSI
28D 2 AT vk, LB SR, Vol.2019-
HCI-182, No.29, pp.1-8 (2019).

[16] KAHEF, NI ¥, BEHEER, HEEHE, o505 7
N7 RN NVEERD Wi-Fi 7 v 2OVIRRER e
Wz NEGEE OSLTERRES, THHULEISE A5 81 A EIR S
FE R CIE, pp.75-56 (2019).

[17] wireshark: tshark, available from (https://www.
wireshark.org/).

AN A&

2019 SFIL RSB T AR IR AR 3. [FI4E
NN o e 2 IR 2 B L S i
WA, BEICES. IoT B0
EHESCIR I A WFJE I HE .

(FHE%R)

FA A (ExR)

2008 4F KB K 2 K BE s A 78
BHE LR T, L (R
F). KRKFFAN=2T 1 7R
& —Bh#k, IR T AR A A
T, 2018 4F X 0 [FEHd%. oA v
kT — 2 i B L O FOIBHICET

Wr7Elcfed. TEEE, - EHEfEER, EAERERE.

SYVZTHE.

H#0O E%0

1988 4 —H KA Rrbels LiRIE 7.
4R (BR) 2 H B SRk e AtL.
1992 SEFIFR LI T3l & > & —1f
JEH. 2001 4EKBRKF RS BE LT
FIPFERHE RS T, it (T
). 2002 FAEOR S E T AR
2. 2008 fE[ER2#dZ. 2015 R RFERA T HELE £
Yy —ERHE. Ay MU — 2 EEMSE, EHR v b
T =2, BE VAT LARBICET IS, BT
EHREY S, IEEE, #E ¥ A 7 L IEWFE, BB

/S AN =1 NN A=
RERH., ATV =T HA.

(IE&R)

1306



