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Improving Precision of Access Rights Analysis
with String Analysis

Mika KOGANEYAMA + ,NAOSHI TABUCHI * and TAKAAKI TATEISHI*

The Java™2 runtime system has a security mechanism which guarantees the code under
execution has appropriate access permissions to a certain system resource. Use of this security
mechanism requires security policies in order to specify what operations are permitted on each
such resource at each program point. Previous work proposed a program analysis algorithm
to statically infer a semi-optimal policy set from given program text. However, the proposed
method cannot calculate the optimal policy when the target resource is determined by string
values at run-time, since it does not keep track of all potential string values generated through
built-in or user-defined methods. This results in generating excessive security policies, where
actually unnecessary resource accesses are permitted. To overcome such limitations, we apply
static string analysis to program variables relevant to security-sensitive operations. This paper
shows that string analysis can infer string values in open-source libraries, thus unnecessary
conservativeness of the existing analysis can be reduced.
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new FilePermission("/tmp/abc", "read");
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1: public class SampleClass {

2 void methodA() {

3 String filename = "methodA_filename";
4: boolean b = methodB(filename);

5: }

6

7 boolean methodB(String filename) {

8 String filenameB =

9: filename.substring(9) + ".txt";
10: File file = new File(filenameB);

11: if (file.exists()) {

12: return true;

13: } else {

14: return false;

15: }

16: )

17: }
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public static FilelnputStream openInputStream(File file) throws IOException {

if (file.exists()) {
if (file.isDirectory()) {

if (file.canRead() == false) {

}

1
2
3
4
5: }
6
7
8
S } else {

throw new IOException("File *" + file + "’ exists but is a directory");

throw new IOException("File °" + file + "’ cannot be read");

10: throw new FileNotFoundException("File °" + file + "’ does not exist");

11:  }
12: return new FileInputStream(file);
13: }
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"LineIterator-" + lineCount + "-test.txt";
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new File(getTestDirectory(), fileName);

FileUtils.openInputStream(testFile);
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1: private void createlock()

2: throws IOException {

3 synchronized

4 (LockableFileWriter.class) {
5 if (!lockFile.createNewFile()) {
6: throw new I0Exception(

7 "Can’t write file, lock "

8 + lockFile.getAbsolutePath()

9: + " exists");

10: ¥

11: lockFile.deleteOnExit();

12: }

13:}
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1: public LockableFileWriter(File file, String encoding, boolean append,
2 String lockDir) throws IOException {
3 super () ;

4 file = file.getAbsoluteFile();

5: if (file.getParentFile() != null) {

6 FileUtils.forceMkdir(file.getParentFile(});

7 ¥

8 if (file.isDirectory()) {

9: throw new IDException("File specified is a directory");

10:  }

11:  if (lockDir == mull) {

12: lockDir = System.getProperty("java.io.tmpdir");

13:  }

14: File lockDirFile = new File(lockDir);
15: FileUtils.forceMkdir (lockDirFile);
16: testLockDir(lockDirFile);

17: lockFile = new File(lockDirFile, file.getName() + LCK);

18:  createlLock();

19:  out = initWriter(file, encoding, append);
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1:public static URL[] toURLs(
2 File[] files) throws IOException {
3: URL{] urls = new URL[files.length];
4: for (int i=0; i<urls.length; i++) {
5: urls[i] = files[i].toURL();
6
7
8

: )

. return urls;

:}
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};
URL[] urls = FileUtils.toURLs(files);
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1: public File freshFile() {

2 unsigned int i = O;

3 File file;

4 do {

5: file = new File("log_"

3] + i

7 + "otxt");
8 i+

9 } while (file.exists());

10: return file;
11: }
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