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A Proposal of Address Randomization for LPWA Networks

SHOICHIRO SENO!  AKINORI FURUYA' HIROYUKI NAKAYAMA!

Abstract: A family of LPWA (Low Power Wide Area) network technologies allow low cost and easy exchange of sensor data and
other information essential for IoT (Internet of Things) applications over a relatively wide area. Increased use of LPWA networks
implies security concerns which are difficult to solve due to LPWA’s long reachability up to tens of kilometers and existence of
various LPWA networks not limited to network operators. Low cost, off-the-shelf LPWA devices come with limited security
measures built in them. One of LPWA network protocols, LoRaWAN, includes encryption and message authentication as
security measures. But it is still possible to apply traffic analysis against it because device addresses are not encrypted. This paper
proposes an additional security measure for LPWA networks, i.e., address randomization which assigns a temporary device
address for every data frame. It describes an address synchronization protocol between the sender and the receiver of a data
frame with a randomized address and its prototype implementation on Arduino-based LoRa devices using open source

LoRaWAN codes. The prototyping demonstrated relatively small overheads with address randomization.
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HEEEHEARARICHMOEIHEREX LD, XX
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TIBARAL L NEDT Vv o—Va v ERET DME
DBV, WEFOIKT R AOBEBEREFHITILRRNH
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|Preamble| PHDR | PHDRJ MAC | MAC Payload | MIC |ch |
CRC | HDR

MIC scope

FHDR

MIC

MType DevAddrl FCtrl | FCnt [FPor{ FOpt Frame Payload | (4)

() (4) M 1@ [(19..15)

Encryption Scope

1 LoRaWAN 7 L — A7 4 —~< v |

Figure 1 = LoRaWAN Frame Format.

________________________________________________________

< (b) Ack

42 LoRaWAN 7 —Z ik — /7 > 2
Figure2 LoRaWAN Data Transmission Sequence.
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WEEND. T—4 7 L— L EER—EREINIC Ack 23
ﬁb&w&%,mv17~&7v—A%ﬁéfé.
32 ZFLREAHETO Lo
EFTWEREIV LAV 2Ry T =0 DX 22U T 41
SWTHFIZE L TR V[I3][14], EROFEICE SNV
LoRaWAN O F — X kG — 7 v A ICH#HiEZ B Y ,
LoRaWAN DK 51t - MIC FBiEERE 2 52T 5 H D & LT,
TROMMZRF ST FLARHL T a N a v 2RETS.
D Dev LD DT —F &2 L3 2 EE(LORH
GW X Dev L DHAI DT —R T L —LE T L—L T
VA OB TEAL, ZhETEE LT Dev XD T
R L RAELEFN O Ak % BRdE 3 5 & 3812, 3% Dev ~® Ack IZ
FIRD ST FLREERMa~y Fa#@Ed 5. Dev

HRla~ s FEZEFELTTY FLURELEBSIO LR Z LA L,

ER LT T KL %é?irljlﬂ;ﬁﬂ’?‘/ NI & GW ~i%
FF%. Lk, GWIZBIFTAT—F# 7 L—A%(E & Dev i
B 53 Ack D% 1;.%7@&&% CELE AR T D Z LT,
GW & Dev XA L CTELET RLAZHHT 5. T—X 7
L— A7 L Ack DAREOY G, Dev iI7 —4# 7 L— Lk
Fh—ERRINIC Ack 22 E LT NIET—4 7 L—2%
HiXT 0T, BT DL IICHET —F 7 L— ATk

%D Ack NZAZ SNAUET B U AEESN ORI AHEF SN D.

@ LoRaWAN D51k - MIC FR3EIZ & % R D R#

LoRaWAN [ZX 1 [ZR LXK HiC7 L—Af B — KD
BB L#EHB L O MIC 12X 2 7 L— AGRGEO#IH % HE
LCW5. KE{bE MIC #FEE GW 225 Dev ~D7T Kb
AEEFRY =~ PRI OZoIGEIC#EA+TsZ LT, =
U RENBEOME L LI AP IEERY, BT RLAD
W& RES 2.
® LoRa Alliance 23| T3 DevAddr & B2 (0]

LoRaWAN [Z81F % DevAddr D#ERLZ X 3 12”77, 32 &
v | @ DevAddr X LoRa DIEHE(L - & K % H 59 {4 LoRa
Alliance 23|V 24 CTH Y, LoRa Alliance D4 A /3~ [X]
1D Prefix 7> 5 NwkID £ TO B 7 RLRANEI D B{THH,
% A L\ E NwkAddr 5853 O FALT R LA % HEHIZ Dev ~
BB THZENTEXDS., 7 FLUREEICY - > T
F LoRa Alliance A > /NFICHEMR STV D Prefix fi
0b000000 3 J T} 06000001 D7 KL ZZ2f] QX {HDT KL
ARGT) BT UH LT RVARERIRT S Z & T,
LoRa Alliance I3 Z D A L X~E| Y HBTAHT KL A L D2
a5 .

32 bits

NwkID NwkAddr

Prefix

3 DevAddr DAL
Figure 3 DevAddr Structure.
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EiR@®, @%BVALET RUAEELT v ha/voifL
BALBRME S — 7 v A& K 4 12779 . LoRaWAN @ activation
L RO TFIEIC L - T Dev & GW OEGERIR ST S,
Dev O[EA T KL A DevAddr 3 & (X Dev & GW OILHF; =
WERTHE~NREINLTNDHDETSH. Dev i b GW ~D
BOIOT —H 7 L — A@QEFERED L —7 A %K 4177,
AT —HT7 L —ADT KA FELE LT DevAddr % %
T5. GWIIAF—Z 7L —AHFDT7 L—AH 7 % FCnt
DUHMECHL Lo RYIIOT —# LB L, EET
Dev IZX9 27 RUAEELEZBRIMGT 5. T7hbb, GW
[ZDev ~D7T FLZEEFEW 2~ F& Ack IZHFEYD S
TEE L((b)), Dev BEZDILE(c)E GW ~EETHZ &
T, GW & Dev [HITT L RAEBINDO LR FH & 5.
Wo Tt AT RV REESIRFMT 5 &, DBEOT—F 7 L
—ALRET FUAEEBIIRFEMT DL, BT -2 T
— AEF ) E ZHzxtT D Ack ((e))FIZ, Dev & GW i
TR AR L CELE T RLAEZEHT 5.

Dev GW

(a) First Data
. (b) Ack + Svnc Cmd Address Synchromze}
A command
(c) Sync Rsp
Response
All frames after Sync
Replace the [ (d)Data Cmd will have a
address for randomized address
each Data « (e) Ack

4 T FUVAERE(fLOMH o —r R

Figure 4 Initial Address Randomization Sequence.

4 IZBWTIRTTERIN DT —H(Data), A~
R (Sync Cmd), [RIGZ(Sync Rsp)iZ, LoRaWAN O 7 L—
Al m— R BSALE#A LNAEZRETS. 612
VMALummmeMmmﬁ%ﬁ%L/&ém%%mﬁ
é.

Wz, 7 FVAREAEZ v b o uid FrRokin
m@ﬁ@%%@ﬁmf@@ﬁ%mwfwa
@ T INA REDT KU REED B

GW X Dev MR B2 DR S HE L I~ B ALAV))ND D
7 RURELESNE AR T 208, HED Dev Z#INET 5 GW
B WTELRZ Dev DT F L AEBHNINEEICE LT L
A& BT HHERIZ 0 TR, TZTGEGWIZBWTH D
Dev 2256 DT — X ZAZ5 % T Fii 2EL5 T F LA Z BT
HLE, D Dev DT FL R EDEREDALEZ T, HE
NHIIET RV RIS O S B0 T RV AFLEEEH
FTHI LWL, ZOEXEHT RLADRM %R 5
72, GW 225 Dev ~D Ack IZBWTT R L AELEFID =
Xy SEEATA.
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—%, EEHEIND LoRa 3 v NI —7 DN 2D &
> LoRa X hT—27 LIERTY 7HREZY, B
EDORMANRTA—IN—KTDHLEZOT7 VL —L25ZETD
AREMEDNAE U A AN[15], ZOWAITRD L DT B.

BETDHT FLUAEELIT@® Tk <7 L 5 I2FE LoRa
Alliance A > /3 Prefix Z & eEL T FL A ZE[ETH D
T, fod LoRa % v k7 —7 7 LoRa Alliance A > /X ThHi
X7 RLABRITRE /2. 22T, i LoRa 1 v MU
— 27 7% LoRa Alliance A /N TR <7 L AHENRLEX 5
LaEBRD.

(1) 1> LoRa * v NU—IU b DT —H# 7 L—L% GW
NZEL, TDOT KL AR GW OfRFF LT\ 5 Dev DL
T RL2ADOWTFNab KT 556  BET LT FL AL
BALIZB W TIZATD LoRa 7 L— A% MIC FRAFDO 4 &
LTEBY, MIC IZRE#E IV ET—FARENLAAEIN
572, fhd LoRa X N =7 MHOT —H 7 L— A
MIC ~A—% & LCHEEES LD . B 2 FEH IRV SR © MIC
SREEARALTZE LT, ZL—Lbh U ZEDENES
LTWRholh, RIZVEEIND. ZOX5ICo
LoRa ry hT—I b DT —% 7 L— AL GW B5iF A
T, GW & Dev [BDOARD T — % 7 L— L EZ{E ~ 5
5 RERITIER IR,

(2) 1> LoRa % hT—27 ME D Ack % Dev %5 LT
DT RUAREET LR L —EF 5545 FEKIZ MIC &~
—H L LTHESND.

B) T—F 7L —2A, Ack A DT L — AFERIOHE (1),
(2) & [FERIZ MIC RBFEIC X W EFEE N D.

EREOLIICAKT T b3 id T B L RAE S & BT 5
EXIHOICEELTEY, Mo LoRa *y T —Imb5D 7 L
— AL TT FUREEN T AL ELTH, MICH#
FEEEA L TWD Z &0 5 GW & Dev OOELET K LA
EHFNEDEN D ATREPEIZIEF I/ NSV, FeT7—F 7
— L EED Ack DEZERIZT RVAEZEHT L7720, 7
R L AL AT D Z L1720,
® 7 P RELEALBRIR ORI

GW X Dev 2HDTFT—H 7L —AFD 16 By FDO 7 L
—ALHB TS FCat BUIMIETH D Z & %7 ML RAELEIL
OB L3 D78,  FCnt il HH & CHIHIE & R
CHEIZ 2o T2 & ZICGW BT RLUAEE L OBItE X A I >
JEBRBLENWZENMETHD. ZOD, —ET L
ZEEA Z B L7 Dev IZOWT, GW BN EORIE %217
PRVWE TS, ok FCat ZHHT 5 & & Bl
THE, TU—LEZHENFCt @ HBEED T L—2%
BEE# AT 5 WREMER H D DT, 7 KL AT AT FCnt f&
LELKIEL T D.

7 R U RELEAL L B - MIC §8FEEHERAT 5 Z & T,
T =S OMESLL I AP IEORIR LT T v 7 BT S~
OB AR 7 D EWIFF T 5.
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33 7 FLARHAD#E

Dev /B DT —H 7 L—AEFE GW MDD Ack IKEIZ
I L7-EET RLUAERICBWT, ZhbD7 L—AaMR
MBRL A Y OMES e LITER L TREL 2o 72 & Z1E Dev
MNHDT—H 7 L—AFEIZL > TR Z#EEFT5. 71
— AREREOFIEIZ LD HFROH A 5 I12RT.

BS5@D7T—47L—ANRTT =LY REL RDHGE
I, HET—F# 7L —AD7 FLAB LW FCnt fHIZTD
TR T L—LLEULTHDHIED, GWILZIDOT L—Ah%
ZAE LT Ack ik LELET RLAZEHT 5.

X 5((0b)D Ack BT T —IZ LV RELRDBAIT, GW I
Ack EEZITEET RLAZEHTHNENETTOT KL
AL FCnt EHFEELTRE, LT —F¥ 7L —2%5%E
THEINEFRINLTAck ZiETHZ LT, LT FL
A% BET 5.

Dev GW
(a) Data k

(b) Data
} Resynchronization

Timeout
- Resend

(c) Ack

(a) Data Frame Error
GW

Renew the
address

Recognize the
previous address

Dev
(a) Data
[Egj%akmmw

Timeout (c) Data »
- Resend R hronizati
(e) Ack esynchronization
(b) Ack Frame Error
5 7 R U AEEAL O
Figure 5  Address Randomization Resynchronization.

FREOEEICKIIE LTz Dev OIRIEER OF % X 6 (2R,
Dev (3326 EIF#IC Running REE~EBR L, T — X 4D
AAI VTG L TT — 4 7 L—hkG L ¥ A ~ KB 217
VY, Ack Wait JREE~ER T 5. Ack Wait IRAEIZIS T Ack
%%f57 % & Running JRE~R > TROT — F AR & FED
2, Ack Wait IREEICCTH A~ T T2 LT—FX 7L —A
EHETDH. FT—HFT7L—2E - ERKEELTYH
Ack ZZETERNVEEIX, KROT—ZEREFOD
Running JREE~ERET 5.

— 418 —



Start
Start Up Timeout -> Data Resend
Data Send
Running Ack_Wait
Timeout * N
X 6 Dev OIRAEER B
Figure 6  End-device State Transition Example.

4. R

Arduino ~ A 2 [16]%## L 7= LoRa 7 /341 A LoRa
mini-JP & LoRa 7' — b 7 = A [17[IZH T, LoRaWAN 3
EDHA—7 Y — A LMIC [18]D AES (Advanced Encryption
Standard) B A FIMH L, Wiwfb - MIC 783E - 7 F L A ELEK
b3 LT,

7 R UATLEFIIOFEIL, AES K5 LR aes128() %
HOToOMRICEVFETTLHEIIC L. T2 T Key I
Dev & GW 23MEf7 T 205 5-8E, IV L Dev OFEAT KL &
DevAddr, Dev 22D DEHIDT —H % GW D3%A5 L 724
Setuptime, 717 2% Counterd & ONEEMD & ik 5 #H
NI MNVTHDH. KA4IR LT R UAREALOBIRA LA,
Dev & GW T —# 7 L — L EEHRE L O Ack 65120
Wyﬁ%ldoﬁbf%k&ﬁ@?FVX%%%L /<

— X T L —LEZEDOT FLZAELTT RLAEHEIT
5.ttb T2 7 L— AFERICIIURERE LT —
57V~A%%@ii%ﬁ#étw7kvxi%ﬁéh&
V. FRREEERLS L, TH T L —LADHBELED Ack &
V57V#Ah%@m¢$mﬂ:7FVXﬁﬁﬁéﬂ6ﬁ
W, 7L—LEEZ L THEBROT —F 7 L — LI FE 2R
S THREDIMAKZ BT 22 LIZRETHS.

RandomizedAddress = aes128(Key, IV) -------- (1)
IV = (DevAddr, Setuptime, Counter)

Dev & GW D 1 % 1 O@(E 28T Dev O — 4o
AmE=H LihlE, KT7I2RT. KA4RLiz7 Lb—A
@~()DEZEFEN 1 ITA~STRHICERRENATEY, 117
BE~3 {THOT FL RO O%K, T—F¥ 7L —A
fECT KL AL FCnt ATV Z AMZHEHF SN, ?—&7
L—ALEE—DT R AL FCnt fE%EFFD Ack DZAFIC
STTF—FZ 7L —LADEENEREINTNS Z &wuﬁﬁ
na.

Dev & GW D31 F U 22— R4 X (BAL: Byte) %% 1
R BB - WL - MIC BEE2 T giea— R A
R(IEEE AL « MIC FBRED & ETe 2 — R4 XQ)ITxt L
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ece [devicu.usbserial-14220
=i

19:24:54.031 -> Sent a Data, len: 41, FCnt: @, Addr:0:49:50:51, at 1414
19:24:54.376 -> Ack & Synchronization Command FCnt: @, Addr:0:49:50:51, at 1748
19:24:54.444 -> Sending a response at: 1776

19:25:06.253 -> Sent a Data, len: 93, FCnt: 47871, Addr:35:91:67:104, at 13605
19:25:06.564 -> Data Ack FCnt: 47871, Addr:35:91:67:104, at 13898

19:25:18.564 -> Sent a Data, len: 145, FCnt: 8392, Addr:26:200:148:203, at 25879
19:25:18.846 -> Data Ack FCnt: 8392, Addr:26:200:148:203, at 26180

19:25:31.194 -> Sent a Data, len: 197, FCnt: 51686, Addr:54:238:148:248, at 38487
19:25:31.482 -> Data Ack FCnt: 51686, Addr:54:238:148:248, at 38798

19:25:44.192 -> Sent a Data, len: 249, FCnt: 27006, Addr:42:156:194:104, at 51458
19:25:44.512 -> Data Ack FCnt: 27006, Addr:42:156:194:104, at 51778

19:25:55.818 -> Sent a Data, len: 41, FCnt: 2903, Addr:11:184:192:148, at 63083
19:25:56.135 -> Data Ack FCnt: 2903, Addr:11:184:192:148, at 63371

19:26:07.789 -> Sent a Data, len: 93, FCnt: 59494, Addr:13:168:172:249, at 74999
19:26:08.07@ -> Data Ack FCnt: 59494, Addr:13:168:172:249, at 75293

19:26:20.073 -> Sent a Data, len: 145, FCnt: 59614, Addr:39:139:229:154, at 87275
19:26:20.385 -> Data Ack FCnt: 59614, Addr:39:139:229:154, at 87577

19:26:32.716 -> Sent a Data, len: 197, FCnt: 56524, Addr:13:86:175:56, at 99883
19:26:33.025 -> Data Ack FCnt: 56524, Addr:13:86:175:56, at 100193

19:26:45.706 -> Sent a Data, len: 249, FCnt: 9582, Addr:36:21:100:148, at 112851
19:26:46.026 -> Data Ack FCnt: 9582, Addr:36:21:100:148, at 113173

19:26:57.358 -> Sent a Data, len: 41, FCnt: 55590, Addr:33:7:5:76, at 124477
19:26:57.63@0 -> Data Ack FCnt: 55590, Addr:33:7:5:76, at 124765

19:27:09.278 -> Sent a Data, len: 93, FCnt: 33548, Addr:57:25:100:58, at 136393

JaBRza—L B §1ARY Y TERR LFO % B 9600 bps B | snzouz

Xl 7 DevIZBITDHHL—r  ADE=4

Figure 7 Initial Sequence Monitored at the End-device.

Dev T 5.2%#, GW T 6.6% TH Y, AES W b4
ﬂ%bf%%bt:&#%TFVXﬁ@mwﬁm:iéﬁ
— RNy RE/NEL TEZ. 25 F TITHEUE - 5L -
MIC ZHEE 4 4 Taiﬁw:#FﬁKXm&®%&f
Dev T 29.4%%#, GW T 22.6%Th -7z

FREET FURE N OETRM A Dev I2F 1T
Arduino ® millisOBIEZHWCHIET 2 L, 1ms BETH
o7, EoT, TRVARENEEINT S EMN Dev X°
GW OAMIZKIETHEIBRME S 5.

&1 7 RUVAEHILO=a— YA X

Table 1 Address Randomization Code Size.
(DAl | )Ene/MIC | @) None | (D/A2) | (1)/(3)
Dev 12,168 11,568 9,402 | 5.2%3¥ 29.4%HE
GW 18,650 17,498 15,218 6.6%HE | 22.6%HE

5. 8hYIS

LoRa %> hU—Z 2BV TT— ¥ &%(5 & R L7
BT RUAEFZAREICT ST RLATEKI(E 70 hark
BIZIZIREL, LoRa T3 AB LN — b7 oA ~EEEL
7=. LoRaWAN OK;5{b -MIC RBiEMfE = FIH 32 = & T,
7 R U REBIEA IR FEE TE, EITRHEOF — 1~y
FH/NE otz B%IIT A REEESLL, 7 R ARG
BAL DR ERFET 5 TETH 5.

B KAFZRIE, BIRRES S n T ahlor—7r Y
—AREDOFN A LTHEHETE o lz. Th bz
HELTCTFE o7 Fx ~EEd 5.

EE PG

[1] 8657, IoT %> b U —2 LPWA O, UV v 77 12 A, 2017.

[2] LoRaWAN™ 1.1 Specification, LoRa Alliance, 2017.

[3] “Fukuoka City LoRaWAN™Z{EH L7 R#E R5FD M F 4 7L
[ZONT ~REE L BOEHEIC L DBBRO LY ~7 | NTT
VG H ARl 358 F 2, 2018-02-26, https://www.ntt-west.co.jp/news

— 419 —



cms/fukuoka/7215/20180226.pdf , (&8 2020-05-14).
“LiveRidge 23T & 3AVERLST Y [oT F2 W E & #Efs ~F
ukuoka City LoRaWAN" % {EF L 7o EFEEBRFH 4 36~ .
RS 4E LiveRidge B %87, 2018-02-26, https://prtimes.jp/mai
n/html/rd/p/000000003.000022569.html.pdf , (& 2020-05-14).

SEMIRRORER, /NEEEN, NEESERE, /RERAE, IRMESE, %k
7, MEZEH, LPWA Z AW Aar—2 3 VAT LD
2%, (554, 2018, CQ2018-70, p. 37-42.

Gruteser, M. and Grunwald, D., Enhancing Location Privacy i
n Wireless LAN Through Disposable Interface Identifiers: A Q
uantitative Analysis, Mobile Networks and Applications, 2005,
vol. 10, p. 315-325.

Martin, J., Mayberry, T., Donahue, C., Foppe, L., Brown, L.,

Riggings, C., Rye, E. C., and Brown, D., A Study of MAC
Address Randomization in Mobile Devices and When it Fails,

[4

[}

[5

—_

[6

[t}

[7

—

Proc. Privacy Enhancing Technologies, 2017, vol. 4, p. 268-28

6.

Vanhoef, M., Matte, C., Cunche, M., Cardoso, L., and Piesse
ns, F., Why MAC Address Randomization is not Enough: An
Analysis of Wi-Fi Network Discovery Mechanisms, ACM Asia
CCS 2016, 2016, p.413-424.

WA, WA, SREKAR, iR, MAC T RL AR
5 v & MM E T2 WisFi SRR O FE O 72 D HEFEL L
EORRL, 1F%H#, 2019, CS2019-17, p. 25-29.

[10] Sifalakis, M., Schmid, S., Hutchison, D., Network Address H
opping: A Mechanism to Enhance Data Protection for Packet
Communications, ICC 2005, 2005.

[11] Luo, Y-B., Wang, B-S., Wang, X-F., Zhang, B-F. and Hu, W.,

RPAH: A Moving Target Network Defense Mechanism Natura
Ily Resists Reconnaissances and Attacks, IEICE Trans. Inf. &
Syst., 2017, vol. E100-D, no. 3, p. 496-510.

[12] Judmayer, A., Ullrich, J., Merzdovnik, G., Voyiatzis, A., Wei
ppl, E., Lightweight Address Hopping for Defending the IPv6
IoT, 12th International Conference on Availability, Reliability a
nd Security (ARES 2017), 2017, no. 20.

[13] BREW BB, BT —FDLA Y237y FNRIEHEDE T
—HMERE ORI, (EFaREa KR, 2018, B-8-5.

[14] Seno, S., Layer 2 Packet Authentication for IoT Sensor Netw
orks, 12th International Conference on Mobile Computing and
Ubiquitous Network (ICMU 2019), 2019, S2003.

[15] SR —HS, H'E LoRa ry NT—2 DT X L2T RLX
B okpEt, BERBERTSMESSHE S K2, 2019, 12-26, p.
129.

[16] https://www.arduino.cc/, (ZH8 2020-05-14).

[17] http://www.openwave.co.jp/lorawan/, (Z & 2020-05-14).

[18] “Arduino-LIMC (LoraMAC-in-C) library” . https:/github.co
m/matthijskooijman/arduino-lmic, (2 2020-05-14).

[8

—

[9

—

© 2020 Information Processing Society of Japan

— 420 —



