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A study on session management server for
SOME/IP cybersecurity
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Abstract: With the informatization of vehicle systems, a service-oriented architecture that combines multiple
functions (services) in a vehicle to achieve various services has been proposed. Scalable service-Oriented
MiddlewarE over IP (SOME/IP) has been standardized as a way to achieve this. However, SOME/IP is vulnerable
to at risk of attack due to a lack of message authentication and an inability to centrally manage communication
records. In this paper, we propose a method to reduce these security risks by means of a session management server
that manages the start and end of SOME/IP sessions. We consider the balance between cost and risk in log
acquisition and shared key sharing and show the superiority of the proposed method.
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