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Proposal of Method to Support Analysis by Structuring Cyber
Threat Intelligence
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Abstract: Cybersecurity threats have been increasing and are getting more sophisticated year by year. In such circumstances,
gathering Cyber Threat Intelligence (CTI) and following up with up-to-date threat information are important. In particular,
structured CTI such as STIX (Structured Threat Information eXpression) is useful because it can automate security operations
such as updating FW/IDS rules and analyzing attack trends. On the other hand, most CTIs are written in natural language;
therefore, it required manual analysis with domain knowledge and it’s time-consuming. In this paper, we propose a method for
automatically structuring CTI and converting it into STIX format. The proposed method extracts named entities in the context of
CT]I, and also extracts relations between named entities and IOCs, in order to convert them into STIX. In this paper, we describe
the design and implementation of the proposed method. In addition, this paper shows the proposed method can extract named
entities with F-measure of 0.78 and extract relations between named entities and IOCs with a maximum accuracy of 81.6%. This
paper also shows the processing time of the proposed method is within the range of actual work.

Keywords: CTI, Information Extraction, Named Entity Recognition, Relation Extraction, STIX

—J5C, CTLIX, ¥+ 7 a7,

Vol.2021-DPS-186 No.47
Vol.2021-CSEC-92 No.47

2021/3/16

Za—AY¥ Ak, BLW

1. [FCBHIC

Bz A N—ENPHN - WmEAL TR, AR
A 7 V= A (CTI: Cyber Threat Intelligence) % {4
L, HOEBIERIGBNET A ENETETEEL 2o
TW5. CTLIZIE, HROMEHEN - ~ Ay =7 OF®R, &
BEDOFO, BLOZENHIZHT A RFEENTHIN
TW5. £z, WBEZBMT 5L & LT I0C (Indicator Of
Compromise) NEEND Z L HEV. 10C 1L, fFl 2 IXARE
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SNS & W 72 RIZEB N T, HEfET — 2 & LTRSS
52 ENEL, FROLOFRNAR I THOMEELS
LETOMICIEZYA LT TIRFEEL, | y AU EEZET S
GEbHD [1]. 0D, EFOEGBIERICBRT 51
I, T — X B BT O LERH L. Ll
BZIEEX2 VT 7 ZIZRELTHA 60,000 2L E
[2] EHAKRED CTI WRITEINTEY, £TOTXTEA
FTHWT D2 LIFIHEN TRV, 2, £ CTHE
HASE TR ENTWAS Z &b, BRI % 3
M5 Z LIENEETH D, ZH L ENS, BHRSHET
FLIR S AU72 CTI Z ML B v BR e TR I HEIE L L, 2hRAY7R
IOXEEATO ZENEETHD.

IH LA ZIT T, BESCT Y M e U ERT 52
LIZEoTC, HMET — X OWEILERBEDMENRH B
[3-6]. 7=72L, BX=VU 7 ¢ 38 Ti3, %tkvwWIT
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%ﬁiin%ﬁw:&#%,%ﬁ%&ﬁ%@ﬁ/kuvm
AT FUANREKG TRV, £/, URLRRIP 7 FL A
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HDIOC IFHRANEE > TWEHT0, FHEHRA NS Z

L THIHEATRETIEH A b 0D, EDX i~y T7TRK

BEICAWLND LD TH D0 E o T2 RGN K% L

TLEI LD, ZRET TIEOHI-OREL—L & LT

R EOHMIERT 52 L BREgETH 5.

IO OMEEEMT 2L, EARBH & BRI
W CTI OIS (L TEEZRET S, BETEL, <L
U T AWML D X SIS, YA A= F VT 4 DI
IRCEHEHTREERERBAALMBT L2 LICED, o
FAbaME D & L bic, MARBHEOBEGREZMET 2 Z &1T
X0, SUIRNEHRE MR LB O (EZR D, 20k, N
A7 #+—~ > hT&®H 2D STIX (Structured Threat Information
eXpression [7]) DA THEELT L LITL D, EHAMED
mExEX5.

AROBERIZLL TO®@MY TH D :

o CTI »HEARBCEARBMOBEAGMELHIE T2
ZEIZEY, AT STIX 2.1 DX THEILEIT .
ZOBE, CTIOHAITHFx—7 L—XZH L, CRIC
FIZE STz 10C LD 52 LI2X Y, ERTORMR
M TIHFBEES LTV RWE S 7, EfEICBEREET
DEENMFELR VL OB 2 EH T 5

e {ERRLIET—H vy FEHAWTHFMEZERKL, KAF
£ 0.78 ORETHARBAALILET 5L & bIZ, 10C
LB AR T D EA KB E KK 81.6%D IEMET
MR L 2R Lz, £72, MBI OME 21T
W, BEFEMEE L TS 2 — 27— 2B W TR
R FIHARECH D L 2 FEFELT-.

2. CTIDHEEEIZCRDIER

2.1 fEEHH

g, FEME L SCED DS (LT — & i35
BRI ThD. xRN OER SN #2227 THY,
SCED G [EA R Z 35 EA KRB E A R O
BAMRIEZ il 4 2 BRI S O 5 .

F 7o, IEOEHRMAIEL, Word2Vee IfRFE S D L o7
BREET X o THEEL U E 2 R & WX 2 3 E
REUCEH L, BFEIRITDOAL Ty MEeTHLTEN
FEBE D3R STV D . FEICIE4EClE, BERT (Bidirectional
Encoder Representations from Transformers [8]) 3 L N 6
ER—RAL LESHEEET ABERA 22 X7 IZBWTE
UVEBEZ R L TV D

Ak @ BERT 1%, M J7[A D transformer 7> 5 fi% 5 €7 /LT
bV, KHMARa—"2AEHNCESHEET NV EEST 5%
A8 LKA 27 b T T~ ftET—4 2T 7
FALFa—=r T TH200AT v I THRINS. F
HIFEDOAT v 7T, TJUy XA~ A7 LT-HiE % T
T 5 L9 #ZX27 (MLM: Masked Language Model) & 2
DDOXFEEA T v N, ENOLRER LI XENENE
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T35 % A2 (NSP: Next Sentence Prediction) % fif< =
LIZXY, SHEETNVEERT L. 0%, 74T
— =V T DAT TN BNWTC, FELXATOLVA T EBMNL,
TN ET —FZ TEEEIT S5 . BERT 1E, H@OFHIFE
HETNERIZEZ AT 7 Ay Fa—=0 7T52 8
WZRY, ZEOZRAY TRBELZZERLTWD. £, &
HCldkkx R FRIEE €T VRNl - HFEShTkY, %
NoEFATDZE TR TORMPEE 2 LICERBERT
TNEMEST HZ ENAEL o TS,
22 YA NR—tEXa YT AIZBTEBELTI+r—T Y +
A NR—FX2 T A HBHITBNT, EX=2 YT 4 FHR
OB AZHEL B 7 + —~ > b COFWRRHE B
Bz i ” +—~ v MARESN TN D . BIEMITIE,
I0C (285t L 72 OpenlOC [9] °Z L 0 & JAF 2017 8 %
Grb L7z STIX [7] ° MISP [10] %035 5.
3. BREF&E
31 REFZEODEHEEH
AikO@EY, HBET7 +—~ v MIEbE THEELINTT
CTI IFx A RN HH—F T, MEaX B KREL, FE
Hi&ED CTI 22 TAFTHIELT 2 DIFEERNTIER V.
T, KRBT AIREFIEL, CTI # HEIICILE Y
4+ —~<v FNTHELL, BENRONOEEZITI L%
HET 2., REHMNEZRT 272008 %L FIORT.
(B 1) CTIOHERZRILE Y +—~ v b TOME(L
HARSEE Ttk &7z CTI & HE)  TREE L L, 54
EXETH. OB, Akt X 2 VT 7S94
T AL OEEES BHESN T HEIERTEHAT 2
ENRTEBH0, 22 iR LiEL o @7 +—~
v MO T2 Z LN E L.
(Ef:2) =T B 2 BRI o
—ERAAL OAKRSIETIE, BREEZAETEAE
FRHUIR —H D WITE o CEICHE LT B 8EA
W<, BEAED BREFBAIICIT 5 BRI FES
[ —3Cd 2 WX HOCC & BIRIE D PR R HIPH & L T
WBZENEW [11]. —F T, CTLIZBWTIE, 10C
D DORMHRENPOINDGEN S L. FHEIZHRLNDD
I, FEDV Y 2 T RBEX ¥ A= I DNTAR
LH TR ZATO, R~ LD =7 ROWE X ¥y o _X—
WCBE#9 % TI0C 230RICY A R & LTHIETDZ LD
Thd. HlziE, CTIOKRILHFHTRED /LY =7 1T
DWTEER L, STRICYFE~AL T =T D 10C 5%
LTWAHDTHD. ZDHE, XKD 10C 121,
B 5 EAERIE LT~ D = 7 4% A
LNDHRETH LD, I YL DOFENTFIE LR\
b, BEAF O BRI FIE CIIRBEMR M 2 45 2 &
FEEL V. 2o X D 2 S D BRME A R 5
MENRDD.
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I FECTIEAD | do
EraAShH

| B hh | | fErro] |JD
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| F—JL— Xt | | SRS I::,O
STIXER

| SDOLR | SROLR |1 bundieft |°0

M 1 BREFEOEEE
32 EXAHELHB

F9, (E 1) AW 7-0, BEAREAMHCBR
H & W o 7o R ER 2 H LT CTI oz M 5.
OB, R T —~ > ML LT 2021 4£2 HBFEICRIT D
AR CToH 5 STIX 2.1 ZRIHT 5. STIX 2.1 1TH A —&
X2 T A OXRIZBIT D RFAALVFEOFT V=7 K
(SDO: STIX Domain Object) &[4 7 =7 ~EDOEtR
(SRO: STIX Relationship Object) 225Hk%. £ 2T, HER
SRECRIR &N CTI 2> B RTE 2 E A RFM, %5 %3
%%ﬁf%ﬁb,ﬂmAkgﬁTé.

F72, EM2) 240, CRIAIZESEATWS
I0C 1%, %% CTI #\ET5HE &%%ﬁ%é&wbﬁﬁ%
EE, ¥—T7 L —XHEIEAT2Z LIk, 10C I2fk
Lo BRE AT 5. BAEMICIE, CTI 226 ¥ —
7L =&ML, EAERSMETHE L EERRE —
ﬁ#é%@#é 10C % 33758 & Hllr L CRAMRME 2 it 5.
ZHIC KDY, 10C ZRTESLEHGICFEELRZVEATY,
%%ﬁ%%&#é_k#%ﬁéna

FRAMEZ CRETFEOLSKREER 1 IRT. £,
CTI ZRELTCWDIYA ML FERIEL, BEOMH
DD ORI EATH . D%, LFEOLSFIZL > T CTI
DHEMBL, 5 TRVWHOEIEAT L. 2otk EHAE
FHMHCRBRIMHIC L - T, STIX & L TRt & fFW
TS, kBIC, MELZFE#RE STIX 74—~ v b
LLTEEL, ﬁﬁ#é

UBEOHTRI%AT v 71
3.3 fEHRIRSE

FF, CTI Z2REFELTWDH A ML TZ a— A &1T

, BFORFELETUET . 0%, Y%A o
%Eﬁﬁﬁ%m%m IR L, EHEINTH LWVEEFED L
FWETDHIEICLY, RFEOEESCYZLY A b ~DFAF
T 5. 7285, RSS 42k L T\ 591 F ThitiE RSS
ERHALCEFREZRGL, £ TRr0I1 MIBELT
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X, by TNV RMIRL, FHTFEOREEHE & RS
217 9.
34 FTOE
BB D HARE FEEIC BRI, AR L2 RE ISR LRI
WMEEEATH . Web X—T &7 n—VU 7 L7z, CTl &5
DARIOMIZ, RERLT B —va VEORERERGE
FNTWNWD I ENRELW. F2T, RilERY = —XI2BWNT
&, ETARITHH 2TV, RERERZRET . AHHE
I%, BeautifulSoup [12] (2K - T html ¥ 7 Zf#HT L, AL
Ao 1112 e P Nl N R =X. - A DY

Wiz, 10C ®Y 75 7 %4T95. CTLIZEWTIE, URL
NP 7 FL AT 5 I0C #@#id 28, @7 Y v 7z

EDBRLRWEMSEY A h~DT 72 AZMElT 572012
TIT77 T ENTWDZ ENE\W (] : example.com—
example[.Jcom). 7272L, ZOFEFEDOETIE, BEAERIL
LCHHT 2 & TH2H URLIP 7 RLARNEMER T
i cEAwn. 22T, 777 REDIOC ET 7 7 v
JHIOWRBBIZRT (V77 795) ZElckb, Kko
Tx—<vy MIRL, EHZRTHHTE X512 5.
FANZ” [ &7 WCERT2EOY Ty IV EE
L, VW AR—ATOBRLEIIZLY, V77T
W a EHL LT

ZECORMEA1T>7= LT, WEL-ITEHREHZED
E%E%ﬂ@%imfét W2 LTS T 2 7o D DALEL
EEMTDH. £T, SHETAVTRETE X5 mm

LR E XD LI ET 5. £, RERFEHRIC
EAEIMHE~OEEELIE T 5720, Ay U—F
DOREZEITH. T HOREIZITI NLTK [13] Az,
3.5 CTI S8

CTI Z#gt3 2 7 o /AR R—T oz, ®MEoE
RTORNREEZELLOLHD. FNLIELCTI TiEARWn
72, CTIDENEHET S 2 MBS EMET L Z L1
XV, EHT S, AN, huggmgface [14] O 4 BERT
BT 7 AT a—=r T THIEICED, A& XXE
%%K,Cﬁ#fﬁ%ﬂmT62ﬁ“% REEE LT,
36!%%3%&

CETONETCHARASHBLMICE LB L oTo 2
— 2R L, BEARBMLAZERT D, BEARIOML
WELC, Ml 2HAZIRFEAARIE LTER LT

(F 1. anko#@ by, #EFEISTIX 2.1 oXIzED
ﬁT%Lm%%mfé TIT, STIX IZB 247V =s

L (SDO) LHIST AIE CEARNZ E&HE L.

T3, EMBHETHEATREZ IP 7 KL A% URL, CVE
Fe BRBFE N Y V2 HEE T OW T, B EIH T 5.
ENLANOEA RIS, BEAERBUEHET L - THIM
T5. £, BAERAMHBET VICoOWTIE, 41X, CTI
0¥ L [AERIZ huggingface D 4R 58 ¥ A BERT % [# &K Bl
B 7 7 A v Fa—=r I T5 2L THEELE.
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#£ 1 BEFIEICBT D E AR
STIX TE H i HTE B Bl HhH 515
Attack Pattern name W NH — 4 Spear Phishing [E A B
Campaign name Xy R—4 Operation Aurora [ R
Grouping name BT 7 24 APT10 [ A 2K Bk
Identity name 24 Hitachi, Ltd. EEEE ik iiifan
Indicator pattern 10C URL, "~y > =afli, 77 A V4% FHFEHR
labels vy =T ORI ransomware [ A 2R Bl H
Malware
name ~NVT =T 4 WannaCry A R B
Tool name Y — V4 metasploit FaEeE Earkitilant
CVE-2014-0160 IEFE
Vulnerability name Mag5 M4 HeartBleed ii;:?ﬁﬂﬂj

Named Entities

NER . <
Alert for MalwareA — Malware: MalwareA <
MalwareA ransomware is ... correspondin
: Important words
MalwareA accesses Key Phrase [Tt "

C2 server (example.com). i
. (¢ P ) Extraction | \.onsomware

c2

Z.IIOCs:
-192.0.2.0
- mal.example.com

Regular  10Cs listed at the bottom

Expr H
» |192.0.2.0 link
mal.example.com

X 2 TR 10C 1244 5 BRh T vE
7% 2 BMfRfH O — 1

EELES EREN B LRI

o attack pattern

indicator )
campaign_name o

- Ny vafl indicates
malware _name

A -
threat_actor name
indicator

malware name - URL communicates-with
- P77 FLX

3.7 BAfR#H

BB CHIH LA REAMOBEREEZME T2 & T
SNRAE R ETART 5D, 22T, 32 Bich~=hghiciEo
W, EEEECEET B 10C & EARILOBRIEORT %
X2 (K 2). BEAENRAEOFTIVILL FO@Y TH D :
(1) EARIHHHOBBICERZH THEH L7z 10C @5
B, CRICHEMTHEET D b O % BRI & L
THIE 5.

2) F—T7L—xXicky, CTIZ R ETIXF—T7 1 —
A AL 10 a5,

(3) HHFEAOEAEREDO S B, 10C LBEFEEEZAL I D
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PEEOBMARREEEGICF—7 L—XBEL R L,
Kb EiofxF—71—XE —FKLEb0EHFNE
#HUEBEMREEZA T2 L LTIOC LS 5. 208,
I0OC MR MEEZAL S 2EAXRBEOMEEIT,
attack pattern, campaign name, malware name,
threat_actor name TH 5. HIH, —D2D IOC LD X,
KK A4SOBEARIE OBBHENNEENS.
RO XY, BEFTFE TITHEE L 10C 2% 5
EHEEORBBREEZAIE T 5. 2k, 10C & A RROBGK
HEOERIL, & 2ITRT LBV THDH. REFRICONTH,
LR £ HL & FEEIC, STIX 2.1 @ SRO IC&DLE BB TE
ELT
F, F—T7 U —XHIHOFEE LTIE, £O500FE
BHEEE R LImR D, SEOT A M =Tk LTl
b FEE DR 7> 7= MultipartieRank [15] 2 F)f L7z,
3.8 STIX &Rk
ZZETOMBCHIE L-EARIL L EAEHBOM
fRE VT STIX 24T 5. BEIE, * 9 EARTH
HCHREH LZBEARE A XHET 5 SDO ICAEHT 5. kIZ,
BRI CHE H LA HIE, STIX A7 Y =7 b
ORREEFRT H SROWCEHRT L. ik, STIX 04T
xJ MEEI LT L L TOEE L HIZT S bundle &
W CTIIC— 2D STIX A7 V=2 b & LTAKTA.
ABERE D EITIE, cti-python-stix2 [16] % AU 7z
DL EOBRERIZ X, CTI O {bZ2ERIL, Thz i
W3 Z LIZX D SOC/CSIRT ¥##1281F 5 CTI 43#4rd B ##h
it - hR{bx BT
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4. B
4.1 FH@EE
SR DRFCIH > TREFEO T 0 b2 A THFEL,
LIFIZRT 4 SOFHl 2 Ehi L 7= -
(FEA 1) CTI A4S
RREFHEIL, STIX AERRICHERIT T, IUEL-F#
DB CTI TRWE D EFEHT L. ARFMTILZ Doy
O EMRRAFTAMT 5.
(FFAM 2) (A KB
EFEIL, SDO A7 7 A v Fa—=v7
L7 BERT T V& AWT, #£ 1 IR EARROM
HAERD D, RFM T, BAERBEMHOREZ#EE
R, HERE, BIXOFHEO# LT 5.
(FFA 3) BAfRAh RS
REFIRL, FARIMHOM R L X —7 L—XHf
HOfEREZREAEDEDZ LICXY, KR 10C 12
BAI 2 BRA I3 5. AFHM T, Rl o EfE=R
T 5.
(FFAM 4) LB R
REFETIA OGN EBECIERT 22 L 218E
LTW5., 22T, FAHOMHEFMAZRNEL, A
DEHERO LAEDLE TEHAOHFANIZIE > T
L0EFET S, RHIERE, GUI v v Fa—Px—F
TIZF T Python D time & ¥ = — /L& AW TIT o 72,
42 7=ty bk
ATH TR 7= A3l & TS 212 H 720, BEFEE0%E
BE~DET V7T CTI #%FE LTS 34 YA
FNEBE L. £z, VA MHICZ v —F 23248 1L, 2001
6 H~2020 4F 12 A ORIZABR S 7z 75,652 1@ CTI
MiZINE L%, TR T 3207 —% &y b &7FHiiH
IR LT,
CERT 2y b
CTI BEDOKEEZFIMT 5720, NELE CTI 27
VERIE YT v 7L, CTUIE CTI <% 200
FTOEFH 400 Hh DT & TF—F EHAE L.
- EAERBEMHAT -2 b
INELE CTI 27 ALy 7T v 7 L, HEE
BICELTTY /5 —3va v L= CTI % 100 ey AE L
2. B, RF—%t v b, 13,479 3C - 193,027 H3E
MHRLY, O~R4562 DEAFERAEZE L.
- 10C BRI AT —% & > b
INE L7 CTI OF NS I0C #—2L EETebDE T
VHERNIE YT w7 L, I0C IZOWTEDWEE T
~ULAHT L7z CTL % 100 B Lz, 7ods, AT —
2y M, 237140 10C BEEND.
PR ORI LitoTF —2 2y AW TEmBLZ
DTHD. eB, TV TNHR 3R TRE TITo 72,
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# 3 FHmEREE
CPU Intel Xeon E5-2698 v4 (2.2 GHz, 20 cores)
AEY 256 GB 2133 MHz DDR4 LRDIMM
GPU Tesla V100 (VRAM 32 GB) X4 (VRAM 128 GB)
0S Ubuntu 18. 04
£ 4 BAERIMEOET N T L OIEE
T WEE | BB | FA
bert_base_uncased 0. 84 0.71 0.77
bert_base_cased 0. 84 0.73 0.78
0.9
038 — — - -
0.7
0.6
- 05
= 04
03
02 —@—bert_base_uncased
01 ——bert_base_cased
0
0 50 100 150 200
TRy 7
3 Ry Z LD FEOHER
4.3 FRE#ER

4.3.1 §Effi 1 : CTI TR E

F—HEy bDI B, 50%CHT=D 100 HEE2FEIC, 7
D 100 A2 FHE I AW, OB, FEAT—Z &2 EIC
T0%DHNBHE v ~ & 30%MIEME v MTHEIL, cased
RBERT %277 A v Fa—=r 75 THREE2EMLE.
FAGORE R, FAMH T — 2125 LT 97.0%D IEfEE THHE
THLI LN TEL. UBROFEIE, AoEE#REHAWT CTI
CHBF L7 b OEHWTERL TV,
4.3.2 Fli 2 : EERFEMMHFE

AT CTIE, 70%ICH7-5 70 FeFHS 2 FHIC, 30 iFE
SEBGEICAWE. ZoRE, FEAT — X ZEIZ 70%0
A~ b L 30%MEEH T~ MC/yEI L T8 A Eh L
7=. ¥£7=, 7 /VIZ1T huggingface THIFH ATRE 2R AT 8 €
TNAD DY, RIXF/NILF5IXAT 5 bert_base_cased & 42
T/NILF L LT D bert_base uncased ZF|H L, 200 =&
v 7B EER L. METADORKHRIEELZE 412,
TRy 7 TEDFEOHREZR 3 1R

W7 VI 100 =R v 7 (i cafnd 2 £ Cld=A v
7 ZEITHEENRmMELTERY, RENIZITDT N TES D
2% cased 72 BERT OFNWTNOIEFIZB W THR%E, b
HVNEEWVKE AR LTWSD., T, A7 =T 400
AR, CTI OXRTOEAFARAN KL FTERILSND
TERHDZ EITERNT D EHEIND.
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#£ 5 EAXRIMEOEE Z L OBE

A HWEE | BEE | FHE EEEESIE-S

attack_pattern_name 0.92 0.92 0.92 63
campaign_name 1. 00 1.00 1.00 1
grouping_name 0.92 0.67 0.78 278
identity_name 0. 86 0.82 0. 84 327
malware_label 0. 86 0.96 0.91 373
malware_name 0.76 0.52 0.62 174
tool_name 0.54 0.71 0.61 31
vulnerability_name 0.85 0.82 0.84 102
/A 0.84 0.73 0.78 1,349

malware_tabai

...............

4 EARGIICI T D IRATH

LIBE DFAMGIZ 33 1 5 [BA KBS LT, BEO&EN»
- 7= bert_base cased ® BERT # T\ %.

Wiz, WAZLORELHR 512, REATIIZE 4 1R
9. #* 6 /5, malware name & tool name DfHHKEEE 2%
LSO E LI L TRREVWME THh D L 52D, 2
L, w7 = THRY — AT A BRI B BRI
NY = a URENT LTz, FEHAT—XITHFEL
TRVFEE L IR Z S BEND Z ERRETH D LR X
N M4xRTHLENLOEBOL N O (EHKRHT
FRWEE) IS TSN TVD ZERAZITOND.
4.3.3 §¥4ffi 3 : BEfRim IR

ARFHITIEL, F—7 L— X FiE & LT PositionRank
[17], TopicRank [18], 33 & OF MultipartieRank [15] %3®7E L,
K FEE AT 3.7 i TR 7 BRI 2 S0 L 72 BR oo 1E
fRREZBE L. ZOB, WIFRLOTFEICBNTLEF—7
L— XD E LT, 45, BEE4, BLOBEFAO
HERATSD. ZOHF—7 1L —XE L THHENEZHO
BEARBE—EEHEL, —ET2b0%MKIEE LTl
T5. ZOFBECTOEMRELR 6 1IRT.
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#F 6 BRI oRE
X —7 L— X Tk IEfER (%)
PositionRank [17] 77.22
TopicRank [18] 69. 59
MultipartieRank [15] 81.65

# 7 REFED | GTHICKT D AR (7))

AT ALER 0. 42
CTI 53% 1.12
& A R B 0. 87
B LRl H 1.92
STIX Ahk 0. 41
iy 4.74

MultipartieRank & FW\\ 7235523, 81.65% & fic b i1 VW VIEAR
K THoT=. £/, PositionRank & 77.22% & \FIF A5 DK
JEL o TV D, WRIEE HICCOMFICTWVEZ R
LHFETHY, LROFMFERIL, CTI TDIOC ML ¥
— 7 L=, XEORLFHIZITVEE & OIRMERE N &
ERBTHLDOTHDLESRD.

4.3.4 SHif 4 : AIBEFRY

CTI ORFTLER) S STIX £k E TICE T AR 2R 712
AR RITR U fENE, GHE 1) TREEE U 725388 2 F)
L, 75,652 D 5 & CTL Th 5 & il 7z 52,187 fFITxt
TOHUBEOERHEMCTH D, ks, LEOVEHEIX, 987
1ITCThHol=.

#F TIORLIZ@EY, FUBEOAH T, 1 HFHIcHEK 4.74
BWEESS. H 60,000 £ [2] ® CTHZH T 510, 1 H
1249 2,000 R T 2 LERH DS, 1 LI 4.74 B>
MDA, 2,000%4.74=9,480 b (%7 2.63 I¢fi])) THDH Z &
Nh, MISFRRTHD.

72, EROMHEOFIEE LT, CTI 3L [bAa &R
HIZFIH T2 BERT D7 7 A v F 2 — =1 7T LB
DRET L. 22T, TRENIZONT 200 =R v 7 TH
B AEEM L CAEREMEF L 2 A, CTL EICK
2,100 B (1 =H > 7K 105 B), EARBEMHICKH 3,400
W ARy r781748) OBEZELEZ. ZnAbD7 7
AT a—=r ZIEHEPER Ty FAEEITS Z &2
BEINDZ 0D, ZTbLLEREBICMZ D 5 LHfEgs
na.

DEo Xz, BRRPHEHKTITY 77 A v Fa—=v 7
WZEFETH 5,500 B (R0 1.5 BEfE), STIXAKIZ 1 FL 3559
474 ¥, HEIND 1 HORRHEA 2,000 125 L THHK 2.63
Bl &, WIS EHAOHEANTH L EER HfRER-
7.
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g version:

Indicator Id: malware--83dabcib-
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5. B
51 HKE

BREL AT OFEFEIZOWVTIE, AfERE G - TEEBIC
T THAHIDIIMFTH2LERDL L. £, BRERBOR
WL LNRAELEEA, SDO & LTSTIX IZETrZ &N T
XRNET TR, BEOBGRIM b RAREICR D Z & h
5, BEHHANKEIV., KEZ 27 I2BWTIE, HEERLE
BT DHMNNT A—F T LHENEE L RS
n5.
5.2 SLEEERRE

AlEl, AR ORI, FEFEICESNC LB AT > T
FHEIL 7223, EBTFREmO WSO R DA 7T A
AL HEETR T2, EhICEELERETH D, Fh, V7
A TFa—=r 78BN TH, EET200 xRy 7 505E
FEMUZNS, B SITRTEY 90 =K v Z AT IR L
T2 7=®, Early-stopping [20] 2% HWTHEE 2T H8]%
ZEIZRY, KV EWERE T ESE T T A ENTE S,
53 1—RH5—R

AR OMEY , |ETEEZHWT CTI 2#E{bT25 Z &1
£V, BREL—L OREESLYRAEH 7 O 3T O SHRICE T 5
EPHFHFETE D, e, 7+ —~vy FTHD STIX
LLTHERELTWD =D, B 6 I27-7T L9 rlfiife
(STIX Visualizer [21] IZ X 2 A[f{L) X2V T 47
TAT AL OAEBBGRSE, EEINLTWHEREDTEN L
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M CTED.
5.4 HIRZEIR

URL R IP 7 RLARRKRHMOFIETT 77 7 ST
A, V777352 TEY, EREHRTHHEY
KA WFREER H D, 272 L, £ OBE CTIRMEY 1 b
OEMNTIET 77 70T —ShTWab i), o1
FNZEIC—FEY 77 v I — BT IS ATRE T dH
LEHEIND.

£, EFECBT H2GMETE, —2O CTLIZE
FBI0CHITTRTT T v MZEY W, £ TO I0C N
CTI #(AEKT HiE~LMSTHND. I, HKLA— b
DEI =2 CTHZEED Ny 7 BREEND HDITIE
A LR WATREME RS .

55 HRME

AFIZET DM A O CTI #UET HBE, R—0H 4 b
NHEREBET 5581, 77 2ABIC—EORMREE
WTWA, IR T, FFFOETRALZEY, LFEOEHE
MAEMEL, THBPRVERITERUEDOT 722 2R A
BRNEITLTWD. Zh bRk v, CTI BEAYA
MR D BB FOATFEAETE 5.

6. FAEBAR

FrEoAr haURERT LI EIck o T, HEET—
2 ORELERARDELRH D [3-6]. 7272L, BEFX=2Y
T4 BT, Bl by =7 O BT DR A,
aI— RRX—LOMEHIZLY, HEIEEALT VI En
b, MR ERSE L P YDA T U ANRES TIX
RN TH LI AT 5 3<, REFE L FERICH
W N — 2 D HARE TR & - TIERGE T — Z DR
{bRB 5078 &% [22-25]. ¥, 1ACE[25] 1%, [EA
RELOWMH T Tl . V97~ =0 7% HANTIOC I
B REH O EZRAD O THD. EL, AT
Sk L7z L ) emifltiic® 5 10C & BB IZ1T-> T
VR,

F 7, #ELLIAMT S CTI O I HE S & Y TN
ZHFEM SN TV 5. FeatureSmith [26] 1%, CTI 27 % %
h~A = 7T LX) FFEEEAEMRL, Android ~
NY =T EBRINTHET VR BEEET S, 30k [27] b
CTI 2> — 2 BEMEE T 298 CTH 5. TTPDrill
[28] I, CTIZT ¥R M~ =27 L, SRHNEZLETF
A (TTPs) < Cyber Kill Chain (CEIV ¥ THHLOTHY,
ChainSmith [29] 1%, CTI &l L 7= 10C &% % #EE
HHDTHDH. £7-, POIROT [30] i, audit &2 & CTI
BENENT T 7L THET S Z LI2L Y, Threat
Hunting 2175 5O TH L. T bid, HIEES LOD,
METIELFRICARSHBOAHEIC L > CCTI 2T L, &
HAT5b0THAS.
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7. BHYIC

AFEClL, BRSFECTRIER SN CTI OO & 2k
LZEHHMEL, HEIT STIX ~E BT D FiEERE
L7z, $BEFIEZ, CTI » 6 EARICE A RILM O RBF
HEHT 2 2 &2k, BT STIX 2.1 DA THEL
EITH. ZORE, CTI OB THF—7 L—X&HH L, X
RIZHNZEENTZI0C LS A Z L2k v, RE/To BR
HTIHBESN TWARWE D 72, EFICEREAET 2580
FIEL 720 S O ORI % BT 5.

FHETIE, BBRFREO T 0 M EA TEEEL, KK FIH
0.78 DREECHEAXRBR AT 5 &L & big, 10C LK%
BT HEARIE KRR 81.6%D LMK THMMLFREZRZ &
R L. ¥/, MBEROMTEEZITV, REBTIENEE
LTWHL—RA 7 —RZBWTHIBERLSFHTRTH S =
L HEFEFELT-.

LSBOBMBE LTI, &% A7 ORER 0L K
Ty NERWEFEREIT NS, £, STIX b
L7 CTI OFEA ROV T O 2D 5 FETHD.

AP CHEDNLTWD AT A - BRI, ko pi
LB T

SE X

[1] McNeil, N., Bridges, R.A., Iannacone, M.D. Czejdo, B., Perez, N.
and Goodall, J.R.: PACE: Pattern Accurate Computationally
Efficient Bootstrapping for Timely Discovery of Cyber-security
Concepts, 12th International Conference on Machine Learning and
Applications, pp. 60— 65 (2013).

[2] IBM: IBM Watson to Tackle Cybercrime, available from
<https://www-03.ibm.com/press/us/en/pressrelease/49683.wss>
(2021-02-07 accessed).

[3] Obrst, L., Chase, P. and Markeloff, R.: Developing an Ontology of
the Cyber Security Domain, CEUR Workshop Proceedings, Vol. 96,
pp.49—56 (2012).

[4] Ilannacone, M., Bohn, S., Nakamura, G., Gerth, J., Huffer, K.,
Bridges, R., Ferragut, E. and Goodall, J.: Developing an Ontology
for Cyber Security Knowledge Graphs, In Proceedings of the 10th
Annual Cyber and Information Security Research Conference
(CISR 2015), pp. 1 —4 (2015).

[5] Lim, S.K., Muis, A.O., Lu, W. and Ong, C.H.: MalwareTextDB: A
Database for Annotated Malware Articles, Proceedings of the 55th
Annual Meeting of the Association for Computational, Vol. 1,

pp.1557—1567 (2017).

[6] Mavroeidis, V. and Bromander, S.: Cyber Threat Intelligence
Model: An Evaluation of Taxonomies, Sharing Standards, and
Ontologies within Cyber Threat Intelligence, 2017 European
Intelligence and Security Informatics Conference (EISIC 2017), pp.
91—98 (2017).

[7] OASIS: Introduction to STIX, available from
<https://oasis-open.github.io/cti-documentation/stix/intro.html>
(2021-02-07 accessed).

[8] Devlin, J. and Chang, M.W., Lee, K. and Toutanova, K.: BERT:
Pre-training of Deep Bidirectional Transformers for Language
Understanding, Proceedings of the 2019 Conference of the North
American Chapter of the Association for Computational

Linguistics (NAACL 2019), pp.4171 —4186 (2019).

[9] Mandiant: OpenlOC, available from
<https://github.com/mandiant/OpenlOC_1.1> (2021-02-07
accessed).

[10] MISP project: MISP - Open Source Threat Intelligence Platform &
Open Standards For Threat Information Sharing, available from

(©2021 Information Processing Society of Japan

Vol.2021-DPS-186 No.47
Vol.2021-CSEC-92 No.47
2021/3/16

<https://www.misp-project.org/> (2021-02-07 accessed).

[11] Gupta, P., Rajaram, S., Schiitze, H. and Runkler, T.: Neural
Relation Extraction Within and across Sentence Boundaries,
Proceedings of the AAAI Conference on Artificial Intelligence
(AAAI2019), pp. 6513 —6520 (2020).

[12] Beautiful Soup Documentation, available from
<https://www.crummy.com/software/BeautifulSoup/bs4/doc/>
(2021-02-07 accessed).

[13] Natural Language Toolkit, available from <https://www.nltk.org/>
(2021-02-07 accessed).

[14] Huggingface: Transformers, available from
<https://huggingface.co/transformers/> (2021-02-07 accessed).

[15] Boudin, F.: Unsupervised Keyphrase Extraction with Multipartite
Graphs, Proceedings of the 2018 Conference of the North
American Chapter of the Association for Computational
Linguistics (NAACL 2018), pp.667 — 672 (2018).

[16] OASIS: STIX 2 Python API Documentation, available from
<https://stix2.readthedocs.io/en/latest/> (2021-02-07 accessed).

[17] Florescu, C. and Caragea, C.: PositionRank: An Unsupervised
Approach to Keyphrase Extraction from Scholarly Documents,
Proceedings of the 55th Annual Meeting of the Association for
Computational Linguistics (ACL 2017), pp.1105—1115 (2017).

[18] Bougouin, A., Boudin, F. and Daille, B.: TopicRank: Graph-Based
Topic Ranking for Keyphrase Extraction, Proceedings of the Sixth
International Joint Conference on Natural Language Processing
(IJCNLP2013), pp.543 —551 (2013).

[19] Mulwad, V. Li, W. Joshi, A., Finin, T. and Viswanathan, K.:
Extracting Information about Security Vulnerabilities from Web
Text, In Proceedings of the 2011 IEEE/WIC/ACM International
Conferences on Web Intelligence and Intelligent Agent Technology
- Volume 03 (WI-IAT 2011), Vol. 3, pp. 257 —260 (2011).

[20] Caruana, R., Lawrence, S. and Giles, L.: Overfitting in neural nets:
Backpropagation conjugate gradient, and early stopping,
Proceedings of the 13th International Conference on Neural
Information Processing Systems (NIPS 2000), pp.381 — 387
(2000).

[21] OASIS: STIX Visualizer, available from

<https://oasis-open.github.io/cti-stix-visualization/> (2021-02-07
accessed).

[22] Joshi, A., Lal, R., Finin, T. and Joshi, A.: Extracting Cybersecurity
Related Linked Data from Text, 2013 IEEE Seventh International
Conference on Semantic Computing, pp. 252 —259 (2013).

[23] Jones, C.L., Bridges, R.A., Huffer, K.M.T. and Goodall, J.R.:
Towards a Relation Extraction Framework for Cyber-Security
Concepts, In Proceedings of the 10th Annual Cyber and
Information Security Research Conference, pp.1 —4 (2015).

[24] Ramnani, R.R., Shivaram, K., Sengupta, S. and Annervaz. K.M.:
Semi-Automated Information Extraction from Unstructured Threat
Advisories, In Proceedings of the 10th Innovations in Software
Engineering Conference (ISEC 2017), pp.181 — 187 (2017).

[25] Liao, X., Yuan, K., Wang, X., Li, Z., Xing, L. and Beyah, R.:
Acing the IOC Game: Toward Automatic Discovery and Analysis
of Open-Source Cyber Threat Intelligence, The ACM Conference
on Computer and Communications Security (CCS 2016), pp.
755-766 (2016).

[26] Zhu, Z. and Dumitras, T.: FeatureSmith: Automatically
Engineering Features for Malware Detection by Mining the
Security Literature, The ACM Conference on Computer and
Communications Security (CCS 2016), pp. 767-778 (2016).

[27] Feng, X, Liao, X., Wang, X., Wang, H., Li, Q., Yang, K., Zhu, H.
and Sun, L.: Understanding and securing device vulnerabilities
through automated bug report analysis, The 28th USENIX Security
Symposium (Security 2019), pp. 887-903 (2019).

[28] Husari, G., Al-Shaer, E., Ahmed, M., Chu, B. and Niu, X.:
TTPDrill: Automatic and Accurate Extraction of Threat Actions
from Unstructured Text of CTI Sources, Annual Computer Security
Applications Conference (ACSAC 2017), pp. 103—115 (2017).

[29] Zhu, Z. and Dumitras, T.: ChainSmith: Automatically Learning the
Semantics of Malicious Campaigns by Mining Threat Intelligence
Reports, The 3rd IEEE European Symposium on Security and
Privacy (EuroS&P 2018), pp. 458472 (2018).

[30] Milajerdi, S. M., Eshete, B., Gjomemo, R. and Venkatakrishnan,
V.N.: POIROT: Aligning Attack Behavior with Kernel Audit
Records for Cyber Threat Hunting, The ACM Conference on
Computer and Communications Security (CCS 2019), pp.
1795-1812 (2019).



