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corruption vulnerability

Abstract: Low level languages such as C and C 4+ 4+, which are used as main system programs, have
a memory corruption vulnerability as a security problem, and it has been reported that there are many
memory-related vulnerabilities in the created software. As a countermeasure against memory corruption
vulnerability, the Rust language, which has a memory safety function as a programming language, has at-
tracted attention in recent years. In this research, by making it possible to connect existing software and
Rust language at low cost, we aim to increase the security of memory access of existing software and to
reduce the damage by attacks using memory corruption vulnerability.

As a proposed method, an implementation is carried out to replace a part of a library written in C language
with a library written in Rust language. As a result, in the case of rewriting in units of small libraries (fgets,
etc.), it is not possible to compensate for the defects of the existing method in terms of safety, because the
rewriting depends on information passed as an argument when returning a value to the C language. How-
ever, it was confirmed that it was possible to prevent the memory corruption vulnerability which occurs in
C language by replacing the program in which the memory operation is completed in the function with the
library described in the Rust language. We also confirmed that there was no significant overhead.
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Countermeasure method using Rust against attack using memory
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