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On Improving Sublattice Attack for the Decision Ring-LWE Problem

Abstract: The computational hardness of the LWE problem proposed by Regev in 2005 is the basis for the security
of many lattice cryptosystems, which are expected to be quantum resistant. We proposed an attack on the Decision
Ring-LWE problem by using a sublattice on the ring of integers, but it was difficult to collect samples for the attack
due to the strict sample requirements. In this paper, we propose a method to improve the sublattice attack and loosen

the sample condition.
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TIEREERZ LK T 2 NS HADVEESI LT NS0,
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e CPU

Intel(R) Xeon(R) CPU E7-4830 v4 @ 2.00GHz

¢ MEMORY

3.0T

e OS

Ubuntu 16.04.7 LTS

o TUSIIVIERE

SageMath version 7.5.1

K1 To5—ITTB5E
(g [ a [ [ —Bens | sl %)

233 | 69 2346 2346 100
229 | 68 2278 2278 100
181 | 67 2211 2211 100
271 | 64 2016 224 11.0
149 | 61 1953 2 0.3

383 | 58 1830

367 | 54 1431
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K2 —HOMEITNT B8

| g | d [ soes | s—wad | mobiek ()

233 | 69 | 2346 0 100
229 | 68 | 2278 0 100
181 | 67 | 2211 1 99.9
271 | 64 | 2016 0 100
149 | 61 1953 2 99.9
383 | 58 1830 1 99.9
367 | 54 1431 1 99.9
®3 TIITHTHHKE
| a | o [ o] e wnd | sk o)
149 | 69 | 2346 2346 100
149 | 68 | 2278 2278 100
149 | 67 | 2211 2211 100
149 | 66 | 2145 1337 62.3
149 | 65 | 2080 265 12.7
149 | 64 | 2016 60 3.0
149 | 63 1963 11 0.6
149 | 61 1830 0.1
149 | 59 1711 0
149 | 54 1431 0.1
x4 RROMITHT B BR
| a | o [ s ] %o | subiek o)
149 | 69 | 2346 0 100
149 | 68 | 2278 0 100
149 | 67 | 2211 1 99.9
149 | 66 | 2145 1 99.9
149 | 65 | 2080 1 99.9
149 | 64 | 2016 1 99.9
149 | 63 1963 2 99.9
149 | 61 1830 1 99.9
149 | 59 1711 1 99.9
149 | 54 1431 0 100
RS T7—ITxT B0
g | d | sems | F-wat | sk %)
149 [ 70 [ 10 10 100
149 | 68 10 10 100
149 | 66 10 10 100
149 | 64 10 10 100
149 | 62 10 10 100
149 | 60 10 10 100
149 | 58 10 10 100
149 | 56 10 10 100
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®6 DM 5B
| g | a | s | H-Wat | BOHEK ()

149 | 70 10 0 100
149 | 68 10 0 100
149 | 66 10 0 100
149 | 64 10 0 100
149 | 62 10 10 0
149 | 60 10 10 0
149 | 58 10 10 0
149 | 56 10 10 0
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