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for Classification of IoT Malware
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Abstract: Recently, with the popularization of IoT, the number of malware targeting IoT devices is in-
creasing. Consequently, correct classification of IoT malware is needed to understand the increasing malware
correctly. However, many IoT malware programs are statically linked and symbol stripped, and hence it
is well-known that classifying them by information of linked functions is difficult. To solve this problem,
several methods have been proposed that do not use the information of linked functions. In those methods,
a recently proposed method that imaging malware is reported to be more accurate than previous methods
that use system call sequences. However, most of those papers only compared the accuracy using all collected
malware samples and did not compare them in detail. In this paper, we compare in detail the imaging-based
method and the previous method that uses system call sequences by the classification of IoT malware.
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Comparison between Image Based and System Call Based Methods
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Algorithm 1 ¥V 7 = 7 QWi 70 TV X4

Require: binary
Ensure: image
s < SQRrT(S1zEOF(binary))
image[s][s] + 0
fory=0,---,s—1do
forx=0,---,s—1do
imagely][z] < binaryly X s + z]
end for
end for
image <— RESIZE(image, (224, 224))
return image
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listen 3.48 readlink 3.10

ZIZTT—2%20/t957-DDMEE 1 DDNTA—-X
EUTHRZAD L, MR 8999 D & & Syscall + RF @
NT A —REUIH 600, Image + RF D/3T A — XEUZHY
2000 Tdh o7z, £7z, MDY 500 D & ¥ Syscall + RF
DIRT A —ZEIIH 150, Image + RF D37 A — X%
110 TH o7z,

6.2 MEHBEBEOBRME

TR BB ERE TSR - 250, EEFET VD
D ALFNT A — R DB BERT — 2R, K
MMEL 22 e PHlaN G, FEBRITARMZE T - 2 EBR T,
MRAREAS 1500 BA R D & & Image + CNN 23 b K\ E
Y72 -7z, Image+RF IZBWTH AN T — X DEHHEMD
%<, YOREEEZBEICRET 20FENEE R0 572
CHEHII N D, ZNIEBAEED 500 D & ¥ Image + RF
& D Syscall + RF O %%, 2z BERL EITS
NTWELS5THS. ZOHHE L LT Syscall + RF &,
La—YAT A4 v ZIINTF YR SREEZELTWS
MOEREEEZOND. AKT — ZBHDBINS NI
TATY ZALEH SRR EZERT 20, 7— 28+
TRHRVWKZZNRHIL LR, EoTka—V ATy v
CRHBEEZEIRL T, ThEi AN L LAV EWRE DS
LNBLENWS L ThHb.

% 3 & Syscall + RF 2RERZERTHEZ, €0
VAT LI-UDEEE UTHREINPT VAR EEE L
UTRUZEDTH S, BN 500 TH->TH 8999 T
HoTHEEEDOE WY AT LI - ITIFFLEBEL TS
0, MRKBEPDR ELEEEDH WY AT LI —)VEIE
LM TELZZ2ZRLT WS,

—HTHRRT — X BEMRTE GG, NTIA—ZD
BARELWEBEETILITY) LR —FEVEEL H
BEHETTHDE. EBRIZAMETT - -EBRTIE, BRI
732000 A LD & & Image + CNN 2 d @\ HEE TV
DT DM TE/. £7-, [H U Random Forest % [\
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& 4: VirusShare B SINEL YV Iz T DT —F T 7 F v

T=¥ToFv | BiEE E#HE (%)
Arm 16538 29.13
x86 12288 21.65
MIPS 9337 16.45
PowerPC 4229 7.45
SuperH 4142 7.30
Motorola 68k 4026 7.10
SPARC 3099 5.46
x86-64 2790 4.91
(others) 320 0.56

72 FETH->TH Image + RF DIEFSI P ANT— XD
MURAEE T, DEETSBIEAE BT SNEdE
BEMEONELEZOND.

6.3 IoT IV I T7ORRT—FT I F v &1RFEH

HBILIZ E 2=V Y = 7 OSEOREEIIBAEIC K E <
EREINE72D, T E OkE AFT B8N H 5
EWVWS TR bhoT. ZITHERTAIREHRLLT, H
BALTFEOBWEE 7 V3 XL T —F T 7 F v BIZH
VUTEEERIFILWOINTHE., T—FT7F v R
555, ERINZGHFINVERZRD, GadlEEEN
A FIVPSERINIEBEEL ERLZEDLERENHT
H5. FIZ Windows ¥V =27 L EWIOT w7 = 7%
WRT =TV F vy DEETHE720, FEVIVETH 5.

B4 D VirusShare P OINE L 72~V T = 7T DHEEFK 4
IZRT. AR TR E D572 Arm T —F T2
FYOINT =T EMHLUEZN, o7 —F5727F ¥ Z2H0
LA R E DI B BED D B, HlZIE VirusShare
N SHFTE 5 x86-64 D IoT VIV = 7 DMAEIL, Arm
D 1T%TH 5. SEFEBIZHN Arm ORAREIE 8999
TH D720, x86-64 THRIEDERZ TS LE 134 1500
KUMAFTERWEEZONS. ZOBE, Wz H
WEFEOEENS 0T, EVATLI-LGHRD
BarHAWEZFEL OBEMES REWREENRH S, Tl
MAREAS D700 macOS 2 - 72< VD = 772 ¥ CH Ak
Th5.

7. BHYIC

AT IoT vV = 7 DR E S, BH&l%
FAWEFEE VAT A= VOB E AW FETH
BETFo72. £72, TOBIIHRERED LT8RP LE
EDWEDOHB EZHELZ. TOE, <Y 7 DMK
B+ HIFET S L &, HEHbEAWEZFERY AT A
d—)LEAWETEL IR L TR 10%EERE W2 & 23
Wolz., —HTINVY =7 OB+ FEELRVWE
&, FibEHWEFERIEZVATF ATV EAWEFEE
U T 10~20%48 RN Z & bbb oz, Z AT
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FETNIVZXALWEZRELBELTERNTA—20HL,
ANT—=RIZBITERBEOBPHE L TWDEEZION
5., EERTIE T IV =27 THRESWT—FT7F ¥ D
Arm 2R E UTEREFT - 7205, ToT T84 D70
T—=F T F ¥ macOS o727V 7 =772 E, IR
PAORWERBE CHEG/L 2 AW FEEFAT S L E1X, #
BT—ZPRDTVWAEINERETLIHELD S.

BEE AW O—IE ISPS BHFEE 20K11741 DBk %
ZIFTTW5B,

SE X
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