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Proposal and Evaluation of Gesture Authentication Method
with -Peep Resistance- Smart watches

Kousuke Kato*

Kazuki Watanabe*
Naonobu Okazaki®

Kentaro Aburada’
Mirang Park*

Abstract: In recent years, mobile terminals such as smartphones and tablets have become widespread, and many personal
information is contained in them. Currently, personal authentication such as PIN, pattern lock and fingerprint authentication is used
to access it, but personal information may be leaked by peeping attacks and theft. Therefore, in this research, we aim to propose an
authentication method that users can always wear and authenticate smartphones on smart watches that are less likely to be stolen.
In doing so, we focused on a method that uses gestures that allow authentication without touching the user screen. Until now, since
there are only nine types of characteristic gesture icons displayed on the screen, we conducted an evaluation experiment of attacker
accidentally discovered the gesture and the corresponding icon on the screen, and the registered position was leaked. Therefore, in
this paper, in order to improve the peep resistance of the gesture authentication method, we propose a method of authenticating by
adding a dummy number at the time of authentication registration and performing a gesture different from the icon displayed at the
time of authentication. As an experiment, as a result of conducting an experiment to confirm usability, the average authentication
time was 10.9 seconds and the authentication success rate was 73.3%. After a long-term familiarity experiment, the average
authentication time decreased to 8.8 seconds. The authentication success rate improved to 93%. In addition, a peep experiment in
which two or more dummy numbers were added resulted in no leakage of all authentication information.

Keywords: Personal Authentication, Smart watches, Gesture
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