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Abstract: There are still a fraction of the Internet users who does not take security behavior. In this paper,
we conducted an interview with the Internet users who had no/little awareness of security behavior but take
behavior and created the hypothesis of the factors that related to the change of users’ behavior. Then we
carried out a questionnaire to 454 participants and conducted quantitative analysis. As a result, we found
that four elements “environmental changes,” “recommendation of security behavior,” “experience of someone
encountering a threat,” and “experience of user encountering a threat” raise users’ security awareness. We
also found that the two factors, the trigger factor composed of these elements and the factor “recognition
of importance of measurements” are the promotive factors and “dissatisfaction to the security behavior” is
the inhibitive factor. In addition, the promotive factors and inhibitive factor are highly correlated among
one another and the impact of inhibitive factor to the behavior is higher in the case that the level of users’
understanding of ICT is lower.
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Table 3 Current behaviors against threats.
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Fig. 1 Causal model between behaviors and factors.

FMEMEDS K E DN D L) RO HEL,
ICT MFEEROE L Y DMTENC D% 25D 12 S WEANZ S
% (434, 435THXY).

o 2 onfEE, BX O, 433 ET/RL [HFENOE
FWO] FEEL, UTO L) BKE % /.
[RER] BIfE, MRATEIZEE L T 2002 IFEET S L
[ZoPT &R IR E DER] OFRBRE [XROEEED
Rk DR [REATEY] ICIEOEEEH5 2 Twh. &
7o [~ oRm | OBERIE [RE5ETE ] ~E0EEz 5.
ATBY, PEFEIICTHBREICL>TRLA.

112V TE, EEREICLY A7 T TLoEE
DLRTERREDORE EDENEFHL, L) EHROSH
FNICA LT T EAS 2T A, 2120V T
BEHROSE T LTHOMRLLZEENICHTTS. 5
2, IOV TIERK 1 DX ) % 4 DOWELERE 140
BUINERD S % AHEPFAET H EEZEZONLZD, TO
IREETFTNIZOWTHEEF 4T .

5.2 72— FNEHBRE
@& H

2019411 A 8 H~10 H
@7 — MNugE

WEZV—FE/HEBLCOY T T =MLY
EiL7z., 7y r— MEEFEEIWESTENLTEESL
Toe.

7o —MAEHEIR I8 U E 69U T & L, HERIEE
1 30 4F A5 A B R A i Rk B AR 025 1 ER O A
v =3y MFIRRRBRE L [16] IHEVEIRH T 247w, A v
Y—%v 8T T4 R=PFCTRIKTH A 2~3MFIH L T
b —HOnEE UL L7z, EH 1B L0 2 DG RIKH
DRGEIIEA » 7 — 4 v MIHEOEREICE - 72 [EH
HAPVLLEND L7720, ZTonFeRbiRile 0l
RIMRPEHROE $ o 7RO H I, K HATE) O FE R 7%

© 2020 Information Processing Society of Japan

ETHREDA ) —= 0 T3 fToTwiw, 72, 20
FEESETIZ 400 FAUEOE=52HLTHEYH, Zoh
DOERITETNGEDE T VYV LR EREEL TS
7o, EBOAL I —F v PA-FOEE,SITRE
PLLCTBST, GRS —RILTTRETHLEEZONS.

7 v — MABE ORI 454 £ TH Y, 50.4%05H 1
THIHERIL 43 B TH L. [FELA212T7 v 7 — Mal%
HOMERBINRE T 5.

@ M H

EREEHOBMERIUTO LB TH A, FEMIIMTHE AL
IZRT.

(ICT HwE]

A5 =%y MIETLHFEIIOVTOER, BIUH
LNV OBEHOHEBICOWTOEMTH S, ZOHMIZT
ik [17], (18], [19] R A BFEIMER Lz, Ty —MiIB
A REERPFIKIE TIEL W] [HEW ] [525%w] &L
ERBOEEGEZMNERALIIRLTWA, 72, dDbET,
HFEOA I 5 HOF#ICOWTOEMEIT-> T 5,
[& o HF & 7 BRI & D8]

METHELNT, EHROB T VICORDLTERELED S
BREOGEICEHTAEMTH L. T2, FNOOKEOT
THEBICERDSE T o 72K H 5 22 &9 D120 THEIL
TLEMTHAL., Trr— TR, BRNEFRRL, B
AT CHEZEDHRER L7 2 & 25 5K & TR
L, &5, REBLA-ZL0HARNOmD S, EilIE
F o2 0B B IR E KIS A TRIEE TR CHE
W2 JETHERLTWA.,

[t 2 7 1 05478

FAELF 2 T A4 AROFERIRDL &, Fhti L T B35k
OHFTEF ) 74 HEHOBT ) 22 IBIIA L 723K 12
DWTHETAEMTHA. 77— T, &zt
AL, BEEREEATHEE»ERL TV B ETXT
BIRL, 2612, [EonT bR 0E#E] OER
BV S DO ERIE T o 7RIS 5 G E % 5
12, BHSE T TMOTET LRI OWTHE
BB CTHERL TWa.,

[LF =) 7 4 RO EEE D]

WMETHIT7Z, tF )74 EEIEST BRI S
LX) FAMEOBEEMICONWT, FIEDE %2 AT
LEMITHY, [Fo72HTEEohw], [HFTHHTI
Fonn], [EH5Lb0nzhv . ohbhv], [HTHE
T2, (%0 HTITEL] O5HETHENLTWS.
[t o) 7 1 5E~ D]

METHIT7-F ) T4 W EEE/TLLI2E LR
IRMICETLEMTHY, [Fo7LHTEELHR ],
[(HFEVHTEESLRV], [EBE5E50VZHRV -5k
W, [»TEEL], [ YHTIEE L] O 5 TR
LTW5,

1850



[EHRNIBFERIEE Vol.61 No.12 1845-1858 (Dec. 2020)

—

0.8

0.6

0.4

EEEREDM

0.2

0 5 10
B/

2 ICT BRI DA R
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Fig. 4 Statistics of participants who take secure behavior.
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Fig. 5 Result of causal model evaluation.

WEDOEDOFEEZ RIS 2 7200FETH Y, FHEFRMT
INA RS I EDINT A — I DPEETH D LD
W (EERIR) OS2 %T, SEFREtEORL 5T
FUOBAEO WA TS = L 12 & ) il £ 7L DR
A7, FERNEFOR L 2BBOETVOBEEL
WY 5720121, £, TRLhDOETNVIZBNT, CF],
GFI, RMSEA 28132, 2L C, ThHDEFEIFTH
%ETIVHET AIC (Akaike’s Information Criterion : kil
THHELNE) ZHEL, ZOEFRLNELRLETIVE

© 2020 Information Processing Society of Japan

z6 KAENTA—F

Table 6 Parameters for evaluating goodness of the models.
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