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Abstract: With the progress of malware attack techniques, it is becoming difficult to respond with existing
malware detection and classification techniques. In this paper, we propose a classification method based on
machine learning that uses the behavioral patterns and characteristic behaviors of malware as features. In
the proposed method, the correlation between API groups presents the malware’s operation pattern, and the
folder operation frequency presents the malware’s characteristic operation. In addition, efficacy is evaluated
through classification experiments using the research dataset FFRI Dataset 2016. The experimental results
show that in the case of oversampling considering imbalanced data, the degree of coincidence with the mal-
ware family provided by the vendor is 99%, and a classification method using machine learning that focuses
on the API that characterizes the behavior and the folder name has been shown to be valid. In the future, we
will work to increase the number of specimens to reduce the influence of imbalanced data on classification and
to improve the classification accuracy by using various features to support unknown malware classification.
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£1 API V=7
Table 1 API groups.

T n—74% | API

FileAPI FindNextFile, FindFirstFile, FindFirsFileEx,
SetFilePointer, SetFilePointerEx, GetFileSize,
GetFileSizeEXx, SetFileAttributes, GetFileType,
CopyFileEx, CopyFile, DeleteFile, EncryptFile,
NtReadFlle, NtWriteFile, GetFileAttributes,
GetFileAttributesEx

CryptDerveKey, CryptDecodeObject, CryptGenKey,
CryptImportPublicKeyInfo, CryptAcquireContext,
CryptAcquireContextW

RegCloseKey, RegCreateKeyExW,
RegDeleteKeyW, RegQueryValueExW,
RegSetValueExW, RegEnumKeyExA,
RegOpenKeyExW, NtQueryValueKey, NtOpenKey
socket, InternetOpen, shutdown, sendto, connect,
bind, listen, accept, recv, send, InternetOpenUrl,
InternetReadFile, InternetWriteFile

CreateThread, CreateRemoteThread,
NtResumeThread, NtGetContextThread,
NtSetContextThread, CreateProcessInternalW,
NtOpenProcess, Process32NextW, Process32FirstW,
NtTerminateProcess

CryptAPI

RegistryAPI

SocketAPI

ProcessAPI
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Algorithm 1: Correlation coefficient between API Groups

Input:
APIs’ statistic information set: S;
API groups nested array: lislapig:
/7 Hﬁlupm Structure:
/7 [{upil : [reapi,,apia : freai,, ...},

/7 {apiy : fregp,, apis : [Teapiy, -},
/1 {apiy : freapiy, apiz : freapiy, ..},
/7 {apiy 2 JT€apiy apia © [reqapi,, e
!/ {apiy : [Teapi,, apiz : [Teapiy, .. }]

Output:
tl‘b‘f,u,,,,.m,,[l
Create the frequency list of file operation-related: list pije
Create the frequency list of crypto-related: li8lerypros
Create the frequency list of register-related: 125, . gig1ry:
Create the frequency list of socket-related: lisl ,eper:
Create the frequency list of process-related: lislp ocesst
Create the correlation coefficient list : list o peocf:
// the frequencies of the APIs are extracted
// when they match
for process;q in S do
for api,ame in S[process;y] do
for num in listapig do
listuwy{mun][api,,,,,m.] —
[ ]istaw_q{'nmn][upi,m,m-,] +
listapiglprocess;q|apiname);

B 1 APT 7V — 7B 70 o) X2 B O fi
Fig. 1 API groups’ correlation extraction algorithm: Fre-

quency extraction.

// Extract the frequency of the api and
// save it in their respective lists

/1 lislay, Structure:

[/ [{apiv: freapi,, apia @ [reapiy, ...},

/) Aapiy 2 [reag,  apis 2 [reqp,, ...
[/ apit : freapi,, apia : [Teapiy, ..
!/ Aapiy : [regy,apis : [Teqpiy, -
/7 fapiy t [reg:, apis : [regpiy, ..
for num in lislapig do

L for [ile API in listopig[num] do

| listyites < listapig[num][file API]:

’
’

’

]

[T}

// Using numpy to calculate the

// Pearson Correlation Coefficient
// between API groups

SCeorr < numpy.correcoe [ (list fies, lislerypro);
ST eorr  numpy.correcoe [(1ist fijes, liSlregistry);
SScorr < numpy.correcoe f(list pes, listsocket);
IPeorr  numpy.correcoe [ (list fijeq, 118t process);
T gy = UMPY.COTTECOC [ (LSl crypros 18l registry);
CSpory < numpy.correcoe [ (1ist pypio: 118 socket )
CPeorr < numpy.correcoe [ (listerypro, liskprocess );
TSeory < nUMPY.correcoe [ (118t egisiry, (18l socket );
FPeorr < numpy.correcoe [ ( :
SPeorr  numpy.correcoe [ (listsoener istprocess);
li"""’{:u?"['(:()(.’j (7 f{:(.‘()"".'" fT.{:U'."'I'ﬂ Jr"’.(.‘()"".'" fr)(.'u'l"l"‘. (‘.T(.‘()"'Tﬂ
cs(.'()'l"f";cpﬁf)'.'"l' ? rS(.‘OT“]' 1 "lzjf.‘()'f"." 3 SIJ(:U'."T';

return st ppcocf

lis'[r'(:yistr'y 3 ti"""*p'}‘u(:csh )1

X 2 API 7V — ARV 70 ) X 2 L HIBIR B O R
Fig. 2 API groups’ correlation extraction algorithm: Calcula-

tion of correlation coefficients.

L2000 THL. NYTPRG LIz L,
NP G LRI EET 5 £ ) 5D ThRED % &7F
fids. %8, HHEERTT U 2L T X 2 WK
Oy R LN & & L.
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Algorithm 2: Folder Frequency Extraction Algorithm

Input:
“summary” information from samples log’s generic: (7S’
// GS Structure:
/1 A Sileopenca * [[ilepathy, [ilepaths, ..,
/1 Jilecopicd * [[ilepathy, [ilepaths,..],
/7 filewritten : [[filepathy, filepatha, ..],
/1 Jilereaq : [[ilepalhy, [ilepaths, ...],
/1 Jiledetered : [[filepatha, filepatha, ...]}

Qutput:
d'-'jﬂ'rf_,fmf(.!m' ;

Create file path array: list roiger = []:
Create the “summary” subscript list: list g, =
[fileopeneds [ilecopicd: [ilewritiens [ileread, [iledeicied):
Create folder frequency dictionary: dict foiqer = {};
Create folder operation type list: list .. = [0,0,0,0,0];
for num in list ., do
if listgyp[num] is in G'S then
for numopened tn GS[num| do
it GS[list g [sum]|[num pened is directory then
| listrotder + GS[listeun[num]|[numopended);
else
| Listfotder + GS[listos[num]][numapened][0];

B 3 74 VFEAHEL TV T XL 07 5 V) A S Ol
Fig. 3 Extraction algorithm for folder operation frequency:

Extraction of folder list.

for num in list s o1 4e, do
L d’ictfolder [l'iStfolder[numH — I’L'Stfre;

for num in list g, do
if listgup[num] is in GS then

for nuimnopened in GS[listgup[num] do
if GS[list g [num]][numopened) is

directory then
if GS[listup[num]|[numopened

is in di(’.tfo[dw then
dict forder|GS[list sup[num]| [Rumopened]] <

dict forder [(GS[list sup[num]|[numopened]]+

1
else if

GS[list s [num]] [numopened [0]

in di(’.tfo[dw then
dict forder |G S[listsup[num]][num gpenea [0]]

[num]<
dict forder [GS[list sy [num]] [numgpenea) [0]]
[num]+1

return dict poiger

B4 74 ) SRR 7V ) R L7 5 V8 R Ol
Fig. 4 Extraction algorithm for folder operation frequency:

Extraction of operation frequency.
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EHEET A, T0H L, BAEES LE L% T N)VIdHE
WA BI AT E i, FOMKBITG 7 % 5528
TR L 22w,

(2) BFHEoxE

APL 7'V — ZH ORI & 7 + v & EREHEE % fili i
Liz&2n, B#Eofs 9,520 MIZEL, W EO
FHEHOBYB L OETFTVORBEZN ESE L7201
SelectFromModel [26] & i ] L THBUEIR T 5. Select-
FromModel (Z45# D EEE TR 2 BINT 2720, 40
DEBFRTIHBMOBFRHOBMEL 77 4V b (T XTOR#
DEERE O Pl “median”) 12 LT, BEEEHL U L
DRE L, SHEICR#EZ 234 MO E T Mt L7,

4.2 HEEROFIRSES

o X 5 [THKIZAHS L7z NVEO S & RS, [Kho
12070y 7B 1O0% VT =7 RNIELT 5.
OB G NBEBY, VT TRINZ LI, 7
Oy 7 DOREEVEL-TWDL, Thbb, w7
TR LR L L TESRSN TV HUCR D 256
Y, FFRI Dataset 2016 3AB 77—+ v N Th b
EWZ D, ABET— 8 by MIBWSE OREICE
#5252 LH5 (27, RandomOversample & ffif L T
F =Y TN ORI K BT RA DL [28).

o TANT—FIA XL, D 30%E T 5 [29).

o HMMEDIFAIZH 7 - Tlx, SFMisgME s LT,
Precision-Recall Hi#i & Matthews Correlation Coef-
ficient (MCC) fii [30] % Hv» 2. MCC 1 & 125k
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Precision-Recall Curve for RandomForestClassifier
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Fig. 6 Precision-Recall curve (without oversampling).
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REIRT.
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Precision-Recall Curve for RandomForestClassifier
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Fig. 7 Precision-Recall curve (with oversampling).
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Fig. 8 Statistics of correlation coefficients between rp groups.

WOMMBREER 8 II/RT. A=Y TV rhl) /%
Lowehd, £250rp 7V —7HOMBEREIZIZ 1
TH5b. HHIVNSVWIZOIHEPHELL{zoTLEoTW
B, MR R T L, WET LRSS L LERT
W5 [32]. F7z, A=V T TR TRRSE
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* 2 MATELORE
Table 2 Comparison with related works.
FiE K WREE(T — & 3B ) aE ot IEffEEE
Medhat et al. API functions,cryptographic,etc. 2,568 (1,798:770) WA TFIEZEDOL O AR 94.14%
Kakisim et al. API call, usage system library 14,202 (10_/;7\%]&2:21‘@%&) HMM, SVM, J48, RF 100%
Kolosnjaji et al. System calls 4,753 (3-23 BN FZEHRTFE) DNN, HMM, SVM 98.4%
Liu and Wang API sequences 13,518 (8:1:1) GRU, BGRU, LSTM, BLSTM, | 97.8%
SimpleRNN
Stiborek et al. Similarity between behaviors 250,527 (5-57 BN AZ FEMRTIE) HEFIEEO L OIS 94.4%
Islam et al. API calls 2,939 (10-53E| 52 MR FIE) FLF,PSI,dynamic,integrated F:£ 97.4%
Santos el al. Opcodes sequences, system calls trace 13,189 (10-/0E|AZ 751 FIE) KNN, DT, SVM, Naive Bayes, | 96.6%
Bayesian network
APl 7 /L —7[#] | Oversampling & ¥ 148,135 (7:3) Random Forest (n_estimators=268) | 99%
REFZ D FH AR &
~7 4 L & #afE | Oversampling 72 L | 7,765(7:3) Random Forest (n_estimators=268) 35%

F T RRBLEGE AET -2 TRANTF—)HIVEEAIET -2  TRAMTF—2  BET—2)DLEERT.

® 3 HRVNOGHICETENEN T+ V5L APL ZV—7 (—#K)
Table 3 Folders and API groups that contribute significantly to the classification of

each series (partial).

el FEERENT AN EBES AT APL ' )L—
sysn C:¥tmp2funuz¥modules¥packages % BV 7= A4 fr(Files-Registry)
fp(Files-Process)
zegostzlader C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft. Window | fc(Files-Crypto)
s.Cortana_1.6.1.52 neutral neutral cw5nlh2txyewy % B\ 7= [B15k
C:\Users\rihoko\AppData\Roaming\Y fpey % B\ 7z [AI¥4
fraudrop C:\Windows\Microsoft. NET\Framework64\v4.0.30319\SetupCache\v4.6.01055\10 | fs(Files-Socket)
31 #BAV 72 [e %k
crypmod C:\Users\rihoko\Documents % BV 7= [F1%L fe(Files-Crypto)
fr(Files-Registry)
fs(Files-Socket)
fp(Files-Process)
dynamer c:\$SWINDOWS.~BT\Sources\Panther % = &°— L 7z [0]%k fe(Files-Crypto)

W L72E, p 7V — 7HOMBREOFESEIR, +—
N TN T LOWAAIZIE0.978307T TH o 72b OB
F=N TN T OYEICI30.978344 L7 1), HHE
R SGET AR DH D Z L ERL TV 5,

B) F—NHLTULTHYICHTIBRHEOTFSEIC
22LWT

F=NF TN T H N IIBT L RHEOFGEIIOW
Tid, 413 T L7 234 o MEE 5 L L5y
BriZowTih~R5s, BHEOESGELZ T TAHNE LT
X, FHEPEVEHENSHEARNL IV = T OB
FORBIZOVWTHRET 22 L2 5.

ST AICH7zo T, 4% E L T OneVsRestClas-
sifier & RandomForestClassifier # il 3 4. 2D 225D
SrFEeE N L 72 # L & L CTI1E, RandomForestClassifier
THELGE, FHEOFSGE2HITES. LaL,
RandomforestClassifier 7> & 1 )4 % 25 5-BE 13 - B9 4
RICHT2HEGETHY, ERNOGEIT 555
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TlE7% . L7225 T, RandomforestClassifier Z OneVs-
RestClassifier OHEE#s & L T 3 ILIEERAY O 553112
W LREHMOFGELNITES.

RandomforestClassifier & {EE R ICFHE DT W T W 5B 72
B [33], V) —oPwE/ — FE LTRSS BHOE
SEMALT, ¥—7 v MO TR REMEICE 5 558
DHEHEZFTMTESL., T2, V) —Oixg LITHHA S
LU, AT — & DOKERG DR 7% T MR E (21T
D7, IS OFEENNT 2 TS A RO 5
DIeEEE LTHEMATE % [34].

OneVsRestClassifier (OvR) 1< VF 27 FADA N5
VTHY, 77 A (KXDORFILFEE) TEIZ1 D005
FEAPMASELILIIH A, BHERIZONVT, 7T A
EZDEPDOTRTOY T A LCGEAENS. GHER)
H (ny o BHHEBHRORHLE) IZMZT, OVR OFIA
D12 ZORRAEERETH L. £7 T A1 DD55ERE
DHRTERINDT20O, BT 250 HEERAL LT 7
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AT AIERESE S NS [35]. OHTRERIE, KRGO
BICHFGENENT 4V F AL 5 6% HF 5 EO R API
TN—TLEHIZER I ITRT. LE2IE~IT TR
crypmod D36, C:¥Users¥rihoko¥Documents 7 + )L %
DT 7ANEHL ZEVRDLEEL L. ZOT7 4V
FEAE? B <V =7 crypmod O HAYIE L — FHWER L
TRFa2 X N T ANV ETFDT 7 A VNOARIE 71
THhsEHETE, TIUINY F Microsoft O FFMTHEH: &
—EF LT3 [36]. 72, crypmod D7 7 A L{E & B
THEEFIL, VY AN ETOY AEMEE virustotal D A
F v UfERE—FHL TS [37)].

5. F&O

RT3, BEMEE5AFZT, <727 OHES
g — v B O E 2 A GDYE, hOINS & i
BETLEMFEBH LR ERELZ., KHLT
&, BifENy — > & LTAPI 7 v — 7RI OMBN:, B1E L
DFEEE LT7 4 )W 2R L7z, SRR Cfff
JAL727— %+ v b FFRI Dataset 2016 X, 7— %+t v k
ELTAHETH L I L, BFHENPST XL L2 5F#H
WIRZE LB E LR, A= 7)) v rH ) oy
BRI 99% & 2 ), =\ 2T ¥ 7k LOGEREE
X 35%Ic & EF o7z, FLTHHEANDES OB IR
DWTIE, APL 7V — 7 ORI, 7 74V ERW:
%, 2 ¥ — LMK ORMEOFGFEH NI E 2L H
L7,

H10L, B ERES LAY T — & 235 EICHT 5
RERIIZ L LB, e MEER R L COoEsE
) ESE, ROV Y 2 7 5EENIETED L9 IR
DHLATHL.
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