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Evaluation of Data Augmentation and Adversarial Training to
Hardware-Trojan Detection Utilizing Neural Networks

Kouer Nozawal'®  SERA HIDANO? SHINSAKU KivyomMoTo? NozoMu TOGAWA!

Abstract: Recently, outsourcing of IC design and manufacturing steps to third parties is increasing because
of great demand of integrated circuits (ICs). At the same time, the threat of injecting a malicious circuit,
called a hardware Trojan, by third parties has been increasing. Machine learning is one of the powerful
solutions of detecting hardware Trojans. However, weakness of such a machine-learning-based classifica-
tion method against adversarial examples (AEs) has been reported, which causes incorrect classification by
adding perturbation in input samples. This paper proposes a framework applying data augmentation and
adversarial training techniques to hardware-Trojan detection at gate-level netlists utilizing neural networks.
In adversarial training, we construct robust model against AEs by learning with train data partially replaced
with AEs. We, then, demonstrates the effectiveness of these techniques by conducting experiments utilizing
Trust-HUB benchmarks.
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1F, RETREEETRD 2 2ICKELDIToNS. IC
DERFILETIE, N—F Uz 7R h s ES N85
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BT, Y= RN —=F 1N —=FD =7 OHFERFLL-
b, Tuaty ¥R 1/0 R EONHKEREZ RO %,
IP (Intellectual Property) & FEZI 5%y 7 — LI iz
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RAATEDTHZ D5 [1]. IC DBETRETIE, 77 Y
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T5.
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WA ER ERITIDLIBRT AT — R EHY T
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MEZ X BN— R o7 b a1 3ol FEZER O fS R %2 7
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5.

21T, BWFEEEHWZA—RY =7 baA#ilo
MFEFHEE NS5 AE RBOFEEZBNT S, 2.2
fiT, TRIBIZOWTHNT 5. 2.3 HiT, HONKFE
HIZOWTHNT 5.

— 1207 —



2.1 HEEBEERAVAEN—RYZ7 NOSEBNOBEEF
k& AE E

AEITIE, BMEHZHAWAENA—RT 27 haA @50
MEFIEL ZOFRIINT 5 AE HBIZOWTHNT 5.
2.1.1 #BEBICLZN—RKU 7 bOqEBOBREFEFE
ICH#HFERON=R DT bOA DEEZID KR IZIE,
OB THRET 2 Z 2RI TH 5. HiE TROH)
MTRTHIHEFEBTN—FY 7 baA 2#HT 512
&, BEHEERD S S ORI E M T 2 HENE TN
5, BHELALDORY P A NERRIZ, N—FKT7 =7 b
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bihsd. BIZIE, EGLESE T, STEGICEE), Y0
k&, KM, [k, Kk, Ui, BZEEOLE#RZE
EMATT—&+Ey M &HERT 5 [19], [20]. HARSFELH
AH T, JTOXEICHGFEDER, A, ANEZ, HIFk
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Algorithm 1 7— XIEERDO 7V TY X L.

Algorithm 2 HUOSHIFED TNV TV X L.

Inputs: The circuit infected with a hardware Trojan G, AE
patterns P, the maximum number of iterations K
Output: A hardware Trojan classifier f
Dtrain =G
Gbase =G
for i =1to K do
for j =1toido
Gap <@
for all g € Gpqse do
for all p € P that can be applied to g do
for all Applicable gate in hardware-Trojan part of
g do
Apply p to the gate and generate the modified
circuit ¢’
Gag < GarU{d'}
end for
end for
end for
Gbase ~ C:AE
Dtrain <~ Dtrain U C:AE
end for
end for
Make classifier f with training dataset Dirain
return f

ZTORTEFHHAOT — XLy MIMAS. 1 DOWEN
& — 2 CHMEATRER E AT IEBAFEL 5 5720, WAM
HBOREBIFEBEREINS 5. 1 DOEEH D ITA
LSUEDERKNBE K &5, FERIZCHWSAN—RFYx
ThoA EEEGEE g e GIZBEULT, A MEM TR
(AT O E my 35, ZOTILVITYXALATEREI NS
v MUZFORIE, MOKX (1) TRTWY TH5.

K

>3 () g

geG i=1

3.2 N—KRoz7 bOAHEBNICE T 2BRNEE

Bt iR T, EEEED DHE, AE 2ERLEY
T5. AHiTIE, N—RKY 7 a5 E
ZEOTNT) AL EEETS.

Algorithm 2 (ZH;FET A7 NIV XL %ERT. T TV
ZLHNTIE, BEICEELEREAZ — v OFMMiEETH
% MEV & MEV % flf L7z AE ERF k% AV 3 [18].
NR—ZALRBEEPS—EBDO R%ETVXTERL, E
FUFIET K b)) A ZEH U2 &b RN AE %2 4K
T5. D%, ERENZAE 2B OFEHMT—X
ty he#ELEEZS. ZOTF—XLy bEHAWVWT, #HLL
UM E SR R T S, ZO—HOMEE E (]
MRS, FiElE TOEETHNED 2RSS & 512,
TRy NEELBATYEE2EDL LR ->T VS,

Inputs: Learned classifier fiyit, the circuit infected with a hard-
ware Trojan G, AE patterns P, the number of modification
K, the number of epochs E, the number of replacement R

Output: A hardware Trojan classifier f
f < finit
for i =1to E do

Dt'r‘ain <~ G
GAoap <9
Select R circuits Gy randomly from G
for all g € G4yp do
Generate an adversarial example ¢’ for f from g with K
patterns P’ C P evaluated by MEV
Gap < GapU{9'}
end for
for all g € Gar do
Replace the circuit d € Dirqin with g where base circuit
of g is same to d
Make new classifier f with training dataset Dirqin
end for
end for
return f

4. FHMEER

ARETI, SETRELAEZFEERZE LI, RVFv—7
ERAWTEISERL 245812 mR9. 4.1 fiT, ERER%Z
RY. 42fiT, EBRERED LITERT S,

4.1 ERER
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4.1.1 ZEREH

AREDOEERTIE, Trust-HUB[26], [27], [28] TABHE H
TWABRYFI—ID>5H, 15 BEOGwRIL XILD Xy
MIZARZFHEHLUEZ, H2IZHMHLEZN—FNYzT7 bDO
ADRYFI—2 %K. I5FEEORVFI—IDD b,
RS232-T1200 Z#HE UCHMEL, EO O 14 FkEz2 %
BHe UTHMALU~., RS232-T1200 D — KT =7 b o
A A OEEXEZR 1 I1ZR7T.

FHERTHHET =2 —5Vxy b7 =21, ASHE 51
a=v b, FHEE3E (& 200, 100, 50 2= N), Hh
JE 2=y bTHBR TN, HEABEBICIZY 7' NEK
W, EEIZIX, CPU & U T Intel Xeon E7-8855 v4
(@2.10GHz x 112), A€V 1TB 2#HB#K L 7z — %l
U7z R, Sk [7) TREI N TV S 51 FMEORHH
mEIRTHWS.

N—=RDU 7 bAASIZHEATIRENRNZ—VIE, ThE
TIZRELULTWVWAEDRHZIZEMLZDEHHLHET,
t1-t13, dff, dffinv, mux2 @ 16 FETH 5 [14], [18]. 16 fE
FOWRENR—V e ZOWALER 1I1TRT. #HATRER
WENZ =L, ERALEDORPKIZL->TRRS. X1 DF
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Table 1 Modification patterns and their applicable places.

NR— T FH R RE A
t1 4 AJJ OR
2 4 AJJ OR
t3 2 AJ1 OR
t4 WIRE
t5 2 AJ1 AND
6 2 AJ1 NAND
t7 4 AJJ AND
8 2 AJ1 NOR
t9 4 AJ1 NOR
t10 3 AJ1 AND
t11 3 AJ1 NAND
t12 3 AJ1 NOR
t13 2 AJ1 NAND
dff D7Vwyrruy7
dffinv D7Vwrruy”
mux?2 2 ANV FT LY

U292

.

U293 O

B

U294 ©

U295

U303

B 1: RS232-T1200 DN— K7 =7 b1 A [\,
Fig. 1 Hardware Trojan circuit of RS232-T1200.

BED 7 — b U296 1ZWZ N X — > t1 ZEAH L7z 2R 2
2R

AFROERBRTIX, YOO, [F— D [E &Iz
EMABDEBMK I K=1[EtT5. Db, WEIE
BEdEH S N2 BB EEHO T — 22y MZE .
¥ 7z, AE bkl 12 #5 & & 5 AE OBWERIEE 1
&g 5. F—XRILRTIE, Algorithm 1 (2RI @EY, #
BHOT—XY2y b I4FHIZRERZ—V2BEHL, BINT
239 DAy MU A MG BotHFEE TIE, Algorithm 2
RTED, FEERORIBBE %2 E=50, 7—X
Yy NOFTELEZZBREZA2Y P ANKDE LD
R=7&UTHERL.

U303

B 2: RS232-T1200 D N— K =7 b+ #H Iz

R— 1 Z#A L7 W (FREE).
Fig. 2 Hardware Trojan circuit of RS232-T1200 with modifi-
cation pattern t1 (red part).

# 2 ERCTHEHLAERNVFY—7D—E.

Table 2 List of benchmarks utilized in the experiment.

Ry FI—7 J—=3Nxy ML buaA Ry MK
RS232-T1000 283 36
RS232-T1100 284 36
RS232-T1200 289 34
RS232-T1300 287 29
RS232-T1400 273 45
RS232-T1500 283 39
RS232-T1600 292 29

s15850-T100 2419 27

$35932-T100 6407 15

$35932-T200 6405 12

$35932-T300 6405 37

$38417-T100 5798 12

$38417-T200 5798 15

$38417-T300 5841 44

$38584-T100 7353 19

4.1.2 R

FERTIX, RS232-T1200 2 AE %/ U 7= [0 8% % 3005
LT, T RIREENEEEH W, R 312, T
DFAIEE, WOHFE % 5 BEH U 7ziles, 7 — XAk
ZEA L 7Z#RERZ N ZENTD TPR (True Positive Rate)
& TNR (True Negative Rate) 259 . ZZ T, TPR I
faARXY POSIHBELL baA Ry b EN7-E
AT, TNRIZ/ =< IVExY hDIBLIELL /=<3y
e ENEETHS. KX3ITRTED, TPR O
AME VX SR ET D FR A 8% T Ik 80.56% 77 o 723, B HZEY
Tl 94.44%, T—XIRTIZ 97.22% L D EL 2. —
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Fig. 3 Transition of TPR over five times adversarial training.

7, TNR OH/MEIEERRTD 97.58% 0 5, HOGI2EE T
1% 93.08%, T — XILEETI 95.50% N KT L 7=,

WIZ, BOGHFEE %2 5 [l D K3 T TPR O i/ME,
T, RARMEDE/EZR 3I1TRT. T2 TOIHIX, AE
ZHA L TWRWILOREEE (K 3 D original) ZFR\WTH
HLUTW3. TPR OFHMHEIX, MERTH S 2 RIZERRF
THEL, 3EZFEHRFIZ—EERTLTWDA, 4 [FHE
&5 EFETHEREL TWS., BRIZES N 5 [E
ZUER O, TPR OVEEIE—FE <, HAHEL K
IMEDIEE/NE  Iro T3,

4.2 ER

T — ZHLER & ORI 2w A U 22 ilgR Tk, wWITh
HEMEELNH ELTWBEE DD TPR ¥ TNR D[ AN E AR
5. TPR OF¥afEI, BodrE 5 BIRFORER D 98.41%
Thbh, T—RIFRD 97.22% L DENTWS. £/, K
18 S B2 E R 100.00%12ET 200 14D R v
FUANFOREDH D, 100.00%IETE2HDWBRVT—X
EIRE VENTVWE WA S, — 5T, MBI, B2
B4 1255< 94.44% %2 HLTH Y, F—XIEED 97.22%
ZFES. RPEEVBRWESETH, MaE2EMTL
F 2 IEEFE I NI RERNZD, HOREEIXZ 0N TT —
AR E DB,

F72, TNR O#S T, BT E T FEET 93.56%,
F— RIEARIZ 95.71% & 72 > T W 5. BORIKFEE D J5 03,
J—=<ND3w hEMOA FJy N EHET BMEMDITRN &
WZ 5.

Wz, FEEO IR S OBRTHRT S, HOTHEE I,
UFEORYF =7 D—EICREZ#EH L TANE X 2H
OFEETH L AEREREOIRT. —EIZHESI Ay MY A
N OEITDIR WY, FEEERDILEND L. BREOHE
EHERT S TREIE, MEV 2388 UTHR#ERd O %2R
FHZAER LT WS, 1 DOMEEY 72 D OWZ D EIE % X

U754, AE E£SREOFIENTHE %258 IRT 5 R
ABZEIZEBLDDONBDOEMYH B, T— RIERIL,
HMATE WA EZETHZEL, 28T —X & UTHAT 5.
ETOREIN-2Y V) A NEZEETBE-0, ZHIIH
MNEREEBEKRT S, 1 DODEEEL 2D OWRZE D [$ % B
PULEGE, 20 OWEEERT 2RO NZ T
FEHT— Xty SOBEINIES ZEHRMOWEMAH 5.
AFEOFEERTIX, B FEERHIZIZFE B E 5 B &3
E U, FERRER» S MW 5, @Al +oicmE
LTEY, FEP—TREDNRLTWEITAREED, X
SIZFEERI-GEOMRE 2 SRERT N ENHD L
W25, BT E L T2 IR —E—ErH 5. £<
DhaA Ay bEELUSHEINTZ2 VWS RE, AE 2#R
PHZRhRE S AERTE, —EOZEE R 5T IR
FZBERENTWS., HEOKEDIGATHIEL <Y
520D T T —RIRPVENT WS, 72720, BAD
WENRZ— Y OIERRT, 20 OWEZER LRI IIER
S5\, 1 DORBIZEHET 2 WE D DE X 72K
JZ MEMAPHEETHS. ¥bo2FMATLINIE, FHIC
M SNBREREPEZ S 2y MY A NDOREIZSEUTHET
ZRENRHL. ST 1 EORELU»EH L TWR\WE
b, WEEEREEH L G660 2 DOFEOMREL LR
EESHABT I2LENDH 5.

5. BHYIC

ARTIE, BWEEEZMAWEZN—RY o7 ba1 Iz
KT BHAE BBIZBEUT, F— XKL HOGHEE D 2 D
DOFEERBELZ. £/, BEFHRICEDE, WBIZEAE
WA ARE ER T E 202 EEERE Uz, EEROFER,
WTNOFETE AR B IZH T 2RISR Ol %2 S 5
Z LI U7z, ARREOERBTIE, FAAEICRHAEL Ry
FI—IRREEFEALUZREARSNTVWS. 5%, i
DRYF T =7 RWERFE DB EE L THEFIEDF
fiffi B O % ke L T <

ZE X
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