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Anomaly Detection Based on Entropy of Network Traffic
using Self-Organizing Maps
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Abstract: In recent years, since cyber attacks have changed, it is difficult to detect them. It is necessary to
respond to those changes. In this paper, we propose a method for continuously detecting changing attacks
using self-organizing map that can be sequential learning. First, we extract feature quantities such as packet
size from traffic data and calculate entropy for each feature quantity, and generate feature vectors. Next, the
generated feature vector is learned using a self-organizing map. And we calculate weighted learning times
at winner node and nearby nodes in the self-organinzing map. After that, we extract feature vectors from
new traffic data. We recognize the extracted feature vectors using self-organizing map. When the number
of the selected winner node is less than threshold, we detect anomaly. In the experiment, we confirmed the
effectiveness of our method using MWS dataset and traffic data of Osaka Prefecture University network.
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Fig. 1 Outline of Proposed Method.
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Fig. 3 Overview of Anomaly detection.
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Fig. 5 Number of Winner node when progress 2 is learning.
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Fig. 6 Number of Winner node when progress 7 is learning.
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Fig. 7 Number of Winner node when progress 8 is learning.

LEBEIToT-. BITETDON I 740 v I T—RTEHEL,
HETE2DNTI T4 v I T—XTTAN2IToT24, #iT
ES8DNTI T4 v I F—RTTADMLEZEED F-measure,
Precision, Recall ZZIXFEH &[T o725 G L {TbEd o7
LA TR EZL3ITRY. BMEX 525 & L. B
FEEIToTIGE, IThro 7256 & IR U T F-measure
& Recall DfEAE < 72V, Precision DA FIFEE & 752 -
7o, EITETDORNTI 74 v 2T —XTHEHEL, #ITESD
NI T 4w I TF—RTTANEITo7254, BEE R

x 3 BFEHIZET SRR

Table 3 Result of Detection when learning sequentially.

F-measure Precision Recall

BRFEHY  0.769 0.849 0.704
BIRFEE L 0.505 0.886 0.353

{t U T%H F-measure, Precision, Recall 8% 1Z 4 0.668,
0.913, 0.527 CH otz HETETDII T4 v I T X%
FHIZHWEGEG, FEHRICEEDLS FET S0
HWEMESRoTW., —F, #{7TE20 N7 71 v 0
T—RTEREZL, BITE8DINI T4 v T —&T
TAMULEEE, MEBEKEENM ELTW, ETE20
TT74v T REZREHT B L TIEEOEEEN
WML, e M pEEERERONZEEZONDS.
B, #ITE20MN 749 7T —XTHEEL, ETEID
NI4T —RTTANLUEGS, BIRFHETHHH
F-measure, Precision, Recall DfEA#H TE RN L~Z. Zh
i, BIRFEBIZL > TAREETHET— X% EHE L iRR
WU TH -7, ZOREIE, FRFEHOBEDMMED
HEBEIZ L > TIRTE B EEZONS.

FERF—RETANT—RXRDOETEOMAGHLEZ LI
iM% 5o fk L, F-measure, Precision, Recall, F## 5 &
CEEMAICE L ZRE 2B U7z, KRR 28E
EXHh[A] BT AR EENENEK 4, K5 ITRT.
TE20N 74 v T —XTHEZL, #ITET7TBLUHE
TE8DTANT —XRTEBEIT- MR, £b5DFik
ZBWTHRTOMEMN 0.8 % LEISFERE R 572, £/
ETETONI T4 v I T—RTERE2T, #ITESD
FIT4 VI T—RTT A RITo 125G LTS D b
749 T —RTHEEEITY, #TETONI 7492
T—RATTANEToBAETIRELSDOFEIZENTD
HITE 2 2FEH UG L HKRL T2 TOMEMENFER
o7z,

HEITEOMAA DY T LI STHR [4]) DFEHR & IR L7232 A3
SERTL. £F, #TE20N I 74 v I T —RTHEY
U, #ITE7TSLOCEITESD NI 74 v /T —XTT A
FEfToZGEITDOVWTHEET L. FMEid 22L& L7z, »
THOETEDMAEHLEIZEWTE F-measure 1, €5
SOFHEIIBEVTH 09 RBEOH R L Loz, WThoiE
TEOMAEGHLEIZEWTH Precision DfEIZDWTIEA
FHEOHNE KR o7, P T — X P& TIEHERE
FTH- 17D EHEIRBEOREZ > F<FHTH I L
MNTE, TAMNTF—RIZENZEFEEFE2EL #NT
52 eMNTE. —7, Recall DEIZ D WTIESHR [4] D
FHEOHPE KR L o7z, #ETE 2 L HETE 8 DM
AEDE THERET - BRI 2 E 30l(E 2 54 - TIEH il
& AR UK ENESCHR [4] O FETREEET, ATk
TIEEHTTORMBGFEELZ., ZWsDORXMED% < D

— 1030 —



F 4 MR
Table 4 Result of Detection.
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Fig. 8 Number of transitions when the node (0,0) is selected as the winner node.
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