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Access Pattern Modeling and Analysis for Minus-day Detection of
Zero-day Attacks
Focusing Source Address Which Obsessed with a Specific Port

Tsujimoto Makiko! Ashino Yuki> Nakamura Yasuhiro®

Abstract: In this study, we investigate the tendency of the observations of 10 vulnerabilities reported in the past, and model the
access tendency. By applying this model to a large number of connection request packets, we have discovered the possibility to
identify candidates for attacks that target unknown vulnerabilities. In this future, we will implement an algorithm to extract models

of access tendencies, which will enable us to detect zero-day attacks before the vulnerability disclosure.
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