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Automatically Armoring Script Engine with Taint Analysis Capability
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Abstract: Data flow analysis is an essential technique for understanding the detailed behavior of malicious
scripts. For such analysis, taint analysis is widely used in existing studies. However, taint analysis techniques
of those studies are dependent on the respective design and implementation of each script engine.

In this paper, we propose a method that automatically appends taint analysis capability to vanilla script
engines by leveraging taint analysis capability designed for native binaries for scripts. We first conduct exper-
iments for clarifying that the problem preventing this method is caused by the semantic gaps between data
types of binaries and ones of scripts. Our method detects such gaps and bridges them by generating forced
propagation rules. It enables script engines to obtain taint analysis capabilities. We built taint analysis tools
for Python and VBScript with our method and confirmed that they could effectively analyze the data flow
of real-world malicious scripts.
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Table 2 Experimental result

SaE | AN | BRI | AR | RO | BEEE L — VR | 71 > R
Python 14 14/14 14/14 14/14 14/14 14/14
VBScript
(ReactOS) 9 9/9 9/9 9/9 9/9 9/9
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Fig. 5 Execution duration of proposing method
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