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Analysis of Soliton Dataset 2020 on Trends of
Evasive Operations by Malware

AKYO TAMABAYASHI'®  YOSHIHIRO OvAMA®

Abstract: It is known that most modern malware incorporates operations that evade analysis (analysis
evasion operations). Among them, the ones that evade analysis by the debugger (anti-debug) and those that
evade analysis in virtual machine environments (anti-VM) are the main ones. Many studies have been con-
ducted on these methods and various methods have been discovered and countermeasures have been taken
so far, but specific knowledge such as the proportion of these methods used is insufficient. In this research,
we analyze Soliton Dataset 2020 which is a dynamic analysis log of malware, and clarify the tendency of
analysis evasion operations of malware collected from January 2019 to April 2020.
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Fig. 1 File format breakdown
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Table 1 Statistics for Soliton Dataset 2020
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Table 5 Window name searched by malware
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Table 7 Number of detected signatures
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Table 8 Description of each signature
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