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Abstract: Mobile ad hoc networks are vulnerable to packet loss because they do not have a centralized controller and
communicate in a multi-hop routing environment. For this reason, a secure routing protocol has been proposed to
evaluate the trustworthiness of neighboring nodes by monitoring their packet transmissions and utilizing it for routing.
However, due to various factors in the wireless environment, it is difficult to accurately evaluate the reliability of the
route by the sender. In this paper, we propose a method to improve the accuracy of trust evaluation by applying ma-
chine learning to the trust models. This method is utilized to the presence of malicious nodes and changes in the radio
environment, and reevaluates them dynamically. The method is implemented on the ns-3 simulator and compared it
with existing methods to confirm its effectiveness.
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AODV (Ad hoc On-Demand Distance Vector) 12 15§ & EAff
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( start )

[ SetEntryState(STATE::INITIAL) ]

SetTimer(TrainingPeriod) ]: 1

IncrementSent/ForwardedPacketCount ]

[ TimerExpired ]

SentAllPacketCount %
RouteFeedbackRequestPeriod == 0

InputDataCount > MinimumCountRequirement

[ SendRouteFeedbackRequest ]

[ SetEntryState(STATE::TRAINING) ]

A

[ ReceiveRouteFeedback ]
AddInputData SetTraining DataV GetTrainedData
AddTeachingData =>[ TrustModelTrainer ]

[ UpdateEnvironmentVariable/Weight ]

[ SetEntryState(STATE::MANAGEMENT) ]—

B4 TrustRecordListEntry

45% CADETETIVEIMS 5. FIMICBTs8E2
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32 /—REBEEETIL
T (1) = wcrrRXEcrrRXCFR ji(1)+wprrXEprrXDF R j(1)(4)

REFIETEHBMEFED ) — FEEEE T IVICEEERE L
T Ecrr, Eprr 238119 %. % L T TrustModelTrainer Tl
H A (werr, wprr) EEBRBIZE (Ecpr, Eprr) 2l 5.
EEABOMMEIZ 1 THD, BRFHIZLVEBESH
CFRj(1) & DFR(t) ZIES 5. wepr, wprr 1XEAEL
THY, FELZARTY FORBUIZH T 2EGICEHLET
FAEING.

3.3 Route Feedback(RUFB)

REFIETITIFCHHAT 2800 7 — X 2 MRS 5 FE
L UT, #Hiz7El8r v b TdH 5 RouteFeedback(RUFB)
Ny NEEAT S, RUFB X7y NI, — K95V
2 T A b (RouteFeedbackRequest) 23E W 7235 & 12 R 0 %45
U, VZVITAPMERELTERL ) — KNP oFERIZZEL
IR Ny N T =27y hOBET 4 — KNy
§%. RouteFeedbackRequest (& ZHHTIZF%AE L 7z RouteFeed-
backRequestPeriod = & (2 HEJMITEG X4, 215 L 72 IEH
1% TrustModelTrainer O A JJ 5 — & (InputData) & U CTiB/l
Ihb.
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For each pair(InputData, TeachingData)

abs(TeachingNodeTrust - InputNodeTrus
> Tolerance

[ Cmp(TeachingCFR, TrainingEcgg - InputCFR) ]
[ Update TrainingEges ]

abs(TeachingNodeTrust - InputNodeTrus
> Tolerance

[ Cmp(TeachingDFR, TrainingEpgg + InputDFR) ]
[ Update TrainingE ]

abs(TeachingNodeTrust - InputNodeTrus
> Tolerance

[ Cmp(SentControlPacketCount, SentDataPacketCount) J

l

[ Update Training Weights ]

5 TrustModelTrainer

3.4 TrustModelTrainer

TrustModelTrainer & # TrustRecordListEntry (Z & 1} %
J—NEBEEETNVEIMT S, JIMFELARL
5 EEI N/ AHRT — X (TeachingData) & A1 57— X (In-
putData) D R 7 % EFIZFFOH LT/ — NSHEE O H i
T—REEBHELUZT—XEBHT S, 2L THANIZH
B U ARRAE L O E T\, TOBEZBA-HBEIE
RIEABPOBAETOIHTEH LTV, BEFIETIE
FEELFIEEEITD 120, /) — NEHEET VORI A—X
ZRIRHZZ LT, ERICFA% %47 5. TrustModelTrainer
2B BAFHOFENIE S TR

CFR & DFR Q#fiiT— &1, RUFB X7 v MZ&koT
G UTHIE Ty ML T — 2%y MR EEF L 728
Ty MR IR U TR A, 20T — X % InputData
EUTANEINT CFR & DFR ZEEZM Ecrr & Eprr
EDSIEEERL, BT — 2 IGEM IS ARICEER
B 228K (LearningRate) D 0 BEH X H 5.

EHA wepr & wppr WEHEINT Y M T =R 7w vO
EERE KL, REEDL MO EA L ZERED S

T, 5 -HOEAZFAUFHEROBDIES. B
ZHIL CFR ¥ DFR DXL # b &b 5%E 2T 5 H
HAIZHIE STy N TF—R 7y hOEIEEEZET 5 7=
DTH5. PLADODNRIA—ReZTNEFNHET B &
&Y, JIOBEE2EDLILNTES.

3.5 TrustRecordListEntry

TrustRecordListEntry 1% 3 D DIREE (State) ZFfF> T\ 5.
BAIT Y b U AERL U7z & &1 INITIAL GRFET, FilHE 10
DREAR—%ZET D, TO®, BRANZETVIMT 5 &
& Z INITIAL JJRfEA> 5 TRAINING IREEIZRAT L, FfANK
572 5 MANAGEMENT {RF&IZH4T U 722, TRAINING
& MANAGEMENT k&% R HIZ{73 5. INITIAL K&
DL EFFLEEYDREIZEDLET ./, - NMEEEET L%
AHEL Tz, ZOREBTHHELZ — NMEEEIX ]
WCRT 5. fELZ ) - REEEZLZV—T 1 V7 ik
B#)1Z MANAGEMENT (272> TH 517 5.

4. YIal—YaviHhm

REFIEDOERM %2R T 728, ns-3(network simulator
3)[10] TAHi 247\, [EED/ — NicBiF 5/ — NE#HE
L) —REHEEETNDNRTA—-ROEREHERL, BF
FHRIZBIT S/ — NMEEEORBEMENSE INZI L %
ML 7=,

41 YIal—>aviEm
YIal—vaVItBT B NT A — R BTN E R
21Z;RT.

K2 vIial—va v

network simulator ns-3.30
simulation time : ¢ 1200s
number of nodes 50

map size 1000m x 1000m
mobility model constant position
traffic type constant bit rate(CBR)/UDP
transmission radius 250m
packet size 1024 bytes
connection rate 1 pkts/s
initial Ecpp 1

initial Eppp 1

initial wepg 0.2

initial wprg 0.8
training epoch 30

packet drop rate 20%, 33%, 50%
learning rate 0.01

route feedback request period 10 packets
training period 50s
minimum count requirement 10
tolerance 0.01
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