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Rule-Based Anomaly Detection for
Mixed Interval (Periodic/ Sporadic) CAN Messages

Masaru MATSUBAYASHI* Takuma KOYAMA! Yasushi OKANO!
Masashi TANAKA' Asami MIYAJIMA!

Abstract: Controller Area Network (CAN) is a communication protocol used in vehicle control networks. It has been proposed
that methods for detecting message injection attacks into CAN messages. Some of these are methods for detecting message
injection attacks into mixed interval CAN messages that include periodic and sporadic transmissions. These methods detect
anomalous CAN messages by learning normality of transmission intervals, payload values, and payload changes of mixed interval
CAN messages. However, a cost of learning the normality is high because there are many variations of payload values and payload
changes. Besides, these methods produce many false positives (FPs) due to learning deficiency of the normality. We reveal three
characteristics, which are effective to detect message injection attacks with high detection performance without learning normality
of features that have many variations. Our proposed method defines rules based on the three characteristics and detects message
injection attacks into mixed interval CAN messages by using the defined rules. We evaluate the proposed method by using data
collected from real vehicles. Our result shows that the proposed method achieved high detection performance: a true positive rate
0f 97.26% and a FP rate of 0.0002%.
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Rule 1 |X TPPETOHIZ, pisy=p'; 1<i<n), >
(t;—tie) <T—max) W= 4p L t; NELET DHEAIT
Attack (F2%) THD. TNLUANDEA L Normal (IEF)
ThHDH. ] EVHNL—LTHD. Rulel ([ZLDEEHRMIT
Algorithm 1 (2 X ¥ FEHLF 5.

Rule2 (3 P'LTOHIZ, p'y=p; (0<i<n—-2,i+2<
j<n), »oU-0)<(tj—t)<T+o) &= p; Ly
T DHE1IE Attack TH 5. ZH LSO EE 1L Normal
ThHDH. ] EVWH L= THb. Rule2 ([ZLDEEHRMIT
Algorithm 2 (2 X ¥ FEHLF 5.

AR THDHMD Type NJEAH R L 72 LB OBA 134
PE3 D HEE L7z Rule 3 ZFH L CTRERIMEITS .

Rule3 (X [P'ETIZBWT, pisy=ps A<i<n)&iiz
T80 — ) LA ED 2T+ o) L FOREMBTHE L TV
X Attack TH D, F£72, FE3IICKES &, 30 +0)
ORI TG L2 ETORIZIEp ;.1 =p; (1<i<n)
ERTo T REMA v —U N2 LU EHFEET D, LIRS T,
FABBEIZE VP ETOFIZY L, =p s A<i<n)ZEHi
T8 2 DL EHFTE L22WIEE S Attack ThHhDH. LT,
FNLUSN DAL Normal THD.] EWVWIHL—/LTHD.
Rule 3 (& X 5 B A AT Algorithm 3 (2L VW EH T 5.

5. FHi
RETIE, EROBHBHENLIUE L7 CAN #@iffn /%
AW EFLEOTMIZ DN TS,

Algorithm 1 Anomaly detection by Rule 1
1: procedure Rulel(P’,T)
2: for i« 1..P'length do
diff < T[i] = T[i — 1]
if P'[i]=P'[i —1] and diff <I— max then

3

4

5 return Attack
6: end if

7: end for

8: return Normal

9

:end procedure

Algorithm 2 Anomaly detection by Rule 2
1: procedure Rule2(P',T)
2: for i« 1..P.length—2 do
3 for j < i+2..P"length do
4 if P'[i] = P'[j] then
5 diff « T[j1 - Tl
6: if diff >I—o0 and diff <I+ o then
7.
8
9

return Attack

end if
end if
10: end for
11: end for

12:  return Normal

13:end procedure

Algorithm 3 Anomaly detection by Rule 3
1: procedure Rule3(P',T)

Initialize memory: Tyqpger < []

3: for i« 1..P'length do
4 if P'[i — 1] = P'[i] then
5 Trarger- append (T[iD
6: end if
7.

8

9

N

end for
if Tirgee-length < 2 then
return Attack
10: end if
11:  for [ « 1..Tygec-length do
12: dif f < Teargeeli + 1] — Trargeclil
13: if diff <I—o or diff >I+ 0o then
14: return Attack
15: end if
16: end for
17: return Normal

18:end procedure

#1 INELT CANEBEr /ol
A—H BAE T A—XFESEEMA FHMEA

A X 4.8 IRF[A] K9 25.4 IR¢fH]
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S W CAN @ n 7 o3 A2 % 1 12777, CAN
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2 EHEORER (A —F A OHERE X)

CANAID  Type Koyama 5[14]D Fik RETE
TP FN FP TN TPR FPR TP FN FP TN TPR FPR
01  XLvilL 362 32 98 17192 91.88% 0.5668% 394 0 0 14757  100% 0%
02  AvilL 361 33 0 90174 91.62% 0% 394 0 0 87681  100% 0%
03 ALHb 59 15 68 90454 79.73% 0.0751% 70 4 0 88119 94.59% 0%
04 ZLdHY 99 0 1 303030  100% 0.0003% 99 0 0 300643  100% 0%
05 ALHb 0 0 0 88092 - 0% 0 0 3 85734 - 0.0035%
06 ALHY 655 104 3 88006 86.30% 0.0034% 741 18 0 85393 97.63% 0%
07 AL HY 1203 113 0 89384 91.41% 0% 1298 18 0 86973 98.63% 0%
08 ALHb 80 24 25 8379 76.92% 0.2975% 64 40 0 5853 61.54% 0%
09 ALHb 0 0 86 44292 - 0.1938% 0 0 0 42018 . 0%
10 XLvdHv 0 0 0 7696 0% 0% 0 22 0 5349 0 0%
11 ZXvdHy 24 0 16 304294  100% 0.0053% 21 3 0 301919 87.50% 0%
12 ZLdHv 270 0 0 90081  100% 0% 270 0 0 87654  100% 0%
13 ZLdhY 396 0 67 89916  100% 0.0745% 375 21 0 87488 94.70% 0%
14  ZLdHv 777 3 71 89948 99.62% 0.0789% 755 25 0 87424 96.79% 0%
15 ZL&Hb 99 0 0 90167  100% 0% 99 0 0 87779  100% 0%
16 ALdHY 0 0 35 304752 - 0.0115% 0 0 0 302429 0%
Total 4385 324 470 1795857 93.12% 0.0262% 4580 129 3 1757213 97.26% 0.0002%
Y 6 oRT A= F R R &R I 1 T LT #3 WEBEHEOME (A —% B OB Y)
A—H A OBEFE X O/RXT XA —HFHE/FEFHO CAN #E CANAD T Koyama b5 [14]0Fk Rk
v 7%, 3.1 BN T ARER 2 Eid 3 ICUE Lz i P IN FPR FP TN  FPR
CAN #fEgn 7| LR—Tbhbo. £/, A—F A DHEFE X 01  RXL7pL 3 271276 0.0011% 0 271174 0%
DO CAN GBIE 0 71, 3.0 fiCif 7 (48 A % 02 AL®HH 11 54391 0.0202% 4 54353 0.0074%
03 AL&HY 3 54448 0.0055% O 54406 0%
Flp L >INE LTz CANERr 7] LA —ThoH. —JiT 04 KLY 1 54547 0.0018% 0 54502 0%
A =N BOHEFEY D37 A — K HE/FE H O CAN 15 1 05 XLdHH 23 90525 0.0254% 153 90350 0.1691%
7 LB D CAN w743, M7 & b 3.1 i Ly 33 iiiz 193 22?3; 0 349(3)3) 2(7) 2222 0049(7)30
N —_ ) - . o . 0
RTINS & R TI R LTz, 08 ALl 97 54258 0.1784% 0 54322 0%
REHETIE, |-EFIEL Koyama H[14]DFiE L Ol 09 XLHH 15 55308 0.0271% 2 55276 0.0036%
AT o7, FEICSET S, 1 DR A— & Fig50 10 XLl 9 54260 0.0166% 0 54224 0%
o> CAN I(E 1 7 % N CIRE T /8T A — 4 Tl & Total 352 797595 0.0441% 186 797235 0.0233%
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Koyama ©[14]® F:k D FPR
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