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Abstract: A hypervisor is indispensable for cloud environments. To guarantee strict isolation of virtual ma-
chines, it is mandatory to defend against attacks that exploit vulnerabilities in hypervisors. Unfortunately,
device emulation in the hypervisor is a hotbed of vulnerabilities because of the complexity of emulated devices.
In QEMU, a widely used emulator, 104 vulnerabilities, whose CVSS v2 score is 4.0 or higher, are reported
since 2016 and 47 out of them (45.2%) are related to the device emulation. In this paper, we introduce an
I/0 request filter that filters out invalid sequences of I/O requests that device drivers never issue. The key
insight behind the I/O request filter is that the I/O request sequences issued to exploit vulnerabilities usually
differ from legal ones issued by device drivers. We automatically extract valid sequences of I/O requests from
binary code of guest device drivers. The I/O request filter runs between guest device drivers and virtual
devices and blocks I/O requests that do not conform to the I/O request sequences extracted in advance. The
I/0O request filter has been implemented on Linux 5.2.0 and QEMU 2.9.50, and we demonstrate it can defend
against CVE-2018-0959 for IDE and VENOM for FDC.
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Listing 1 CVE-2018-0959 ® PoC 21— F [5]
/% Put the device in the desired state */
WriteIoPort(0x1F3, 0x10, 1);
WriteIoPort(0x1F2, 0x77, 1);
WriteIoPort(0x1F7, 0x30, 1);
for (DWORD bytesWritten = 0; bytesWritten < 0
x200; bytesWritten += 4)
WriteIoPort (0x1F0, 0x41414141, 4);
7 /* Each write increments the
DriveStateBufferOffset by 0x200 */
8 /* Make it huge! */
9 for (DWORD i = 0; i < 0x10000; i++)
10 WriteIoPort(0x1F7, 0x30, 1);
11 /* Trigger a write to the TrackCacheBuffer */
12 WriteIoPort(0x1F0, 0x13371337, 4);
13 /* Trigger a read from TrackCacheBuffer */
14 LeakedData = ReadIoPort(0x1F0, 4);

Ul W N =

[}

Listing 2 Linux ® IDE K54 ~na— RoO—f [1]
1 static ide_startstop_t do_resetl (ide_drive_t

*drive, int do_not_try_atapi) {

ide_hwif_t *hwif = drive->hwif;

const struct ide_tp_ops *tp_ops = hwif->
tp_ops;

if (...) {
outb(drive->select | ATA_DEVICE_OBS,

hwif->io_ports.device_addr);

udelay(20) ;
7 outb(ATA_CMD_DEV_RESET, hwif->io_ports.
command_addr) ;
8 }
9 }
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Fig. 1 Architectural Overview of an I/O Request Filter
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Listing 3 xv6 [7] ® IDE K74 "D a— Pk
1 // Start the request for b. Caller must hold
idelock.
2 static void idestart(struct buf *b)
3 {
4 int sector_per_block = BSIZE/SECTOR_SIZE;
5
6

int sector = b->blockno * sector_per_block;

int read_cmd = (sector_per_block == 1) ?
IDE_CMD_READ : IDE_CMD_RDMUL;
7 int write_cmd = (sector_per_block == 1) ?

IDE_CMD_WRITE :
8 idewait (0);
9 outb(0x3f6, 0); // generate interrupt
10 outb(0x1f2, sector_per_block); // # of sectors
11 outb(0x1£f3, sector & Oxff);
12 outb(0x1f4, (sector >> 8) & 0xff);
13 outb(0x1f5, (sector >> 16) & Oxff);
14 outb(0x1f6, 0xe0 | ((b->dev&1)<<4) | ((sector

IDE_CMD_WRMUL;

>>24)&0x0f)) ;
15  if(b->flags & B_DIRTY){
16 outb(0x1£f7, write_cmd);
17 outsl(0x1f0, b->data, BSIZE/4);
18 } else {
19 outb(0x1£f7, read_cmd);
20}
21 %}
22

23 // Wait for IDE disk to become ready.
24 static int idewait(int checkerr)

25 {

26 int r;

27 while(((r = inb(0x1£7)) & (IDE_BSY|IDE_DRDY))
28 '= IDE_DRDY);

29 return O;

30 }
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R 1 R LANA TV ONER
Table 1 Information of the Analyzed Binaries

File Name  # of Instructions Size # of Basic Blocks
ide-core.ko 13329 6.16 MB 3738
floppy.ko 9375 0.76 MB 2320
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Table 2 Experiment Environment

Host System Ubuntu 18.04.2 LTS (Bionic Beaver)
4.15.0-76-generic

Intel Xeon CPU X5560

Linux Kernel Version

Host CPU
@ 2.80GHz * 8 logical processors
Host Memory 32 GB
Host QEMU Modified 2.9.50
ROSE 0.9.10.213
Guest System Ubuntu 18.04.3 LTS (Bionic Beaver)
Linux Kernel Version 5.2.0
Guest VCPU 4 VCPUs (IDE), 1 VCPU (FDC)
Guest Memory 8 GB
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Table 3 Result of Binary Analysis for in Instructions

1/0 Port Address

File Name Use of a Return Value Total

success failed
ide-core.ko 91 8 25 99
floppy.ko 11 0 6 11

R 4 out MmN DMEHTHRER
Table 4 Result of Binary Analysis for out Instructions

I/O Port Address  Written Values

File Name . Total
success failed success failed
ide-core.ko 56 11 17 50 67
floppy.ko 10 0 0 10 10
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