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Evaluation of Kr00Ok in the Real Environment and Its Improvements
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Abstract: In 2020, Kr00k was proposed as a new attack on wireless LANs, which enables a wireless LAN
device to decrypt some packets by abusing a buffer that stores the packets to be sent and the specifications
of the encryption key used in the communication. Some Wi-Fi chipsets may send packets in the buffer even
if the wireless communication is disconnected. When the communication is disconnected, the encryption key
for the communication is cleared and becomes all zero. As a result, when the communication is cut off in
some chipsets, all the remaining packets in the buffer are encrypted with all zero encryption key and sent.
Kr00k tries to decrypt these packets. This attack is still young and has not been evaluated well by those
who did not discover it. Therefore, we conducted evaluation experiments of KrO0k under real environment
to investigate its feasibility and impact. As a result, we confirmed that the attack was successful on some
terminals. However, we also found that the attack is very difficult to perform in a real environment. Based
on the results of the experiments, we discussed a plan to improve Kr00k to reduce the attack difficulty.
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ELUTHEL2EFTARETHLDIIMD 2 D127 5.
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N7y FOEBIZE S TREFBLAEWAT Y b2 FE Y
Ty IEBEIE2HESDIIHLT, TLEFHEEL
22 URTy MERGEHELORETNY 7712720
HHIENTEDD, MFEIIATY FERENY 77T
72OXFBIENTELEZHOTHS.
RRIZHEENRIZDOWTHER T 5. Continuous Jamming
BREDT ¥ R IVIIRT2HETH D70, WERR LR
577347 FERIUFYRLVTEREZLTVETARTD
WRNY ¥ I VT DOEEZIT D, THITBEHFADA <
BoTULEWVWHENRLGDOPN P T LK R5720rE VWA
5. ZHIIRUT, MOBBIISELET N LRI X > TEY
MDOBWENRE —DDITAT VY MIKD LN TE ST
b, HHREIZK I <.
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