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Analysis on Probabilistic Neutral Bits in Stream Cipher Salsa20

SHOTARO MI1vAsHITAL'® RyoMa ITo? ATSUKO MryaJjit:3

Abstract: The stream cipher Salsa20 was designed by Bernstein in 2005. A differential cryptanalysis on
Salsa20 proposed by Aumasson et al. is based on a new technique called Probabilistic Neutral Bits (PNB),
which are key bits not changing outputs. PNB don’t affect the decryption effectively. When the key length
is I-bit and PNB is n-bit, the exhaustive search size can be reduced to approximately 2!~ In this paper, we
analyze the Salsa20 structure, focusing on the relationship between the output bit position and the structure,
and experiment to investigate the conditions in which PNB are likely to occur. As a result, we demonstrate
that PNB appears with high probability at positions where the effect of addition is weak in the quarter
round. In addition, we clarify that the discovered PNB is more accurate than the PNB used in the existing
attacks.
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Aumassn 5 [1] X Maitra & [7] BMHEE LU BT, H
NESREERET D ALNESORT ZRET S, X
IZ, TOWELHAES (EAMOHNER) ITER%E
24T, Probabilistic Backwards Computation & FFXi 5,
WEBEIC XL O REE BT FEZFIHL, Salsa20 OB
T» % Backward round BIZUIZ, F—A MV — L EHHHN
WA BEMRE L -2 A LT/ o H I ES G
AroHhzEs) LT 5. ZoR, FIHHNEIRREIZE
ENS5F -y MOEEXEIETH, HAAMEFEHMHOD
HAEDPR =T DMERIZOWTIET 22 2T, HERM
Bl bF -ty hOESL, ZH>TIHRVF—EY bD
EHITHNTHIENTES. ZOHER%EZ 2 DDOESIT
A9 B FiEAY, Probabilistic Neutral Bits (PNB) & If
Ehafiachd, 2BHRT M2z T VWS H
HTHWSNTWS. PNBOEAIZET 2EENHZS
EMEROEBRREFITT HFAZROE 5720, #E
BRBIZ 22RO EREZHOTILNTES. FN
WZIZ, PNBIZDOWTHMIZANT 2 Z LIFEETH .
UL URHRS, ZTNET, Salsa20 IZBIF 2 ELKEIZE
WTIE, @WANT T AZRS AT & )20 DERRIZIEN
HEUTSNTWA[4] [6] [1] [7]). ULALRDS, ZHRE
DOREREEIZ B 2EHEETIE, PNBIZFHY T 2 #2425
BROBHARIIKERHELEZH5DT, ZOLEER
DFHEREZ N5 Z VPR BEBL2ARORICKERHEL S
ZABEAD.

ARWFFETIE, Salsa20 IZX 2HEEIERETHNONDS
PNB IZE U CTHEAZ YT, PNB OHBIERZRT NI
A — R & WITEMLEDOBRMEZ FIE L, Backward round
BB ORE L GhETHN L7z, EBRORRE, Salsa20 O
NERREE DMK T 5 7 — N AL T PNB O I FER D
RELEMTEZ Do oTz. £z, 47— NEAITR
# X 15 Backward round BIAD A7 — NALEDE U
ThiE, PNB OHBERFIFLACHAUMIZRD Z L
WMotz X561, {7 — NPT, FHZHEBERNK
S By MiBENRHZZ L E2BHTER. ZhH50HE
B Rz E A, TOMBEERLULER, ROok57%2
EDHHS MR o Tz,

e PNB D HBfERIL, Backward round B DG D5
BERmZY, ¥y MiBORE TR BIES
fEICE %% 5.

o HEFHETHWONT WD NEMMIEL D, PNB A
HEURPTOWVHAESMERGFAT S, LT,
BEEEBRBIZ» 12 2RO EEZHIR I E 5 A1
R T BEBEMETHOW SN T WD A ESRT
DOMUZFET 2 REMED D 5.

e PNB % HWTHREIELEE % 1T 5 BRIZ, Backward round
BBAEHWD Z RN TES 7YY FEUZ BRI
T 5.

ARiClE, £, 5 2 3T Salsa20 O %, 3 #T,
BEAFZE TH W 5 T\ 2 2 0 I K OB R E I8 O Fik
ZOHT 5. WRIZ, 25 4 HTARMIETEML 72 PNB 25
T BN DONE L ZDEBFEREZ/RL, B 5 ETPNB &
Backward round BAZ DR & OBMF%M:, £ L T PNB %
PRGN FAARER T T Y N O LRI DO WTHEET
5. mfIZ, BB 6 ETARZROL < 5.

2. Salsa20

Salsa20 [2] 1%, 2005 £EiZ Bernstein (2 & - Tt &1
AN —LEEETHY, 32y MEMTINE (Addition),
¥y ba—5— 3> (Rotation), HEMAYZRIER (XOR)
TR I N7z ARX fEEC £ 0, BEELECRST (F—A b
V—2L) ZEKTEHATHS.

Salsa20 O NHIREEIX, 32y FE2 17 —RK& LT 16
77— RTHBEh, 87— ROMER k= (ko,..., k),
27— F® Nonce v = (vg,v1), 27— RKDTBYIHhY
VARt = (to,t1), 4 7V —RDEW 0 = (09,...,03) A
JIUTHERIREA LT 5. @%, ERIE 1288y
PXIE 256 €y M 6EINT 2 NTE, EEL
T 128y FZ2FERNLUALGEITIE, 8 V- FOMEHZE
k= (ko,...,kr) = (ko,... ks, ko,...,k3) &9 5. KFT
i, #EZ 256 ¥y b LTS, F7z, Salsa20 DNER
R X 1E, 4 x4 DI TcRELSI N, PIHANIREBIZIRD
b SN IS

i) T ZT9 X3 ago ]{?0 kl k‘2
v | T omoTe | ks o1 v v
rg X9 T T11 to t1 o2 ks
T2 X13 T4 Tis ks ke kv o3

Salsa20 @ F 7 > NEA#IE, 4 fHD Quarter round BT
MR X T WA, Quarter round BAEIE 4 7 — N AH B
#TH D, Addition, Rotation, XOR IZ & o THHIKEEZ
9 5. Quarter round BID AT % (24,25, 20, D),
W% (ya,ys,yc,yp) &35 &, Quarter round BAE QR
WHIRD XS FIHTHAEINS.

yp =2 @ ((za +2c) K T)
Yo =rc @ ((yp +74) K 9)
yp =2p @ ((yc +yp) K 13)
ya=z4 D ((yc +yp) K 18)

ZZT, +, K, ®lEZENZEFN Addition, 7 Rotation, XOR
FRLUTWA., F77, E 1 1% Quarter round BIEDHEIEX %
RUTWS., FHZI V2 R (0dd round) ZHWT, Quar-
ter round BIEUXNEBIRFEDFI R 7 NIV (20, 24, T8, T12),
(51357969,513137961)7 (131071'14755271‘6)7 ($15,9€3,1?7,9€11) (2
Ihs. —%, S v > R (Even round) (28T, Quar-
ter round BAEIE NEIREE DT R T MV (20, 1, T2, T3),
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Round function BJ

7
=Column round (Odd Round) —{ 6 \
+
I

<x0 u ,::.
X4 | X5 )
®
Xg E X1
14 Z

%12

*Row round (Even Round)
bro X1 x; X33
Xy || X5 Xg x7) <
Xg X9 J(X10 X11 (7]

X3 X1 %5/

e
E‘i AL

1 Quarter round Dt

(x5, 26,27, 24), (T10,%11,T8,T9), (T15, %12, 213, T14) 1Z5H
HIns.

r 7Y REDONIIREEZE X7, Salsa20 DT 7> RE%
R (Bernstein IZ &> THREINAZAY IV FILDT TV N
X R=20), RV N)N—=Y 3 v® Salsa20 % Salsa20/R
CET. T3, Salsa20/R B BF—A N Y —h Z 13,

Z=X+XE
LLUTERINS.

3. Salsa20 (IR 9 2EDHEFE

Salsa20 12 B 1) 2 Z N WETIL, Crowley[4] ®, Fischer

5 6] 1IC&k>T, BWNA T AZRFKEO AN AR
1, Aumasson 5 [1] X, Deepthi & [5] IZHWTIE, #57
BCROPEET VT ) X2 WAEICEHET 22 8T, il
B EREE KD EEIZER L .

3.1 Salsa20 ®/N1 T X

zij) &2, WHMRE X" 0 FHOT7—FD jEHDOLE Y
NeT B E7, 2] B, Alf] = xljledj] EhBEY
FTHBERET D, EFBEZITOICEL, vRE X
ZHUT, 1y bDOAJIES (ID) Aljl=1%25%, X'
2185, £/, r IV NEONHRE X" D1EY bD
HHxEn % Arlg) & RBL, Hihxs (OD) £95. Z
Nox, (Arlg =11Aij]=1) &9 5.

HBEEI NPT LT, N1 T A e 1, MDA TE
EIND.

Pr(Aplgl =1 Ailj] =1) = (1 + €a)

=k T VR LTI U BRI LT, N T A eq D
Pl ey D 725 ID— OD X7 %#$. Aumasson 5 [1]
%, Deepthi 5 [5] IZBWTIE, (A%[14] = 1| A7[31] = 1)
BHWSNTED, ZOH || =0.131 TH 5.

3.2 HEOEHE
PRI, FREHE I -, AT T o —

WA, EEiE T — — X, 58 3.2.1 #id Neutral
measure K&, ¥—E v ;% PNB & non-PNB IZ431F %
WaEET. AVI4 V72—, F—Ev bDIBH,
non-PNB D26 6 6 L WHEMZHEL, F0H&,
PNB O # 2R L, #E2EHEL TWIHSE2ET.
3.2.1 Probabilistic neutral bits (PNB)

AfiTi%, Probabilistic Neutral Bits (PNB) & IFEiE
% neutral bits O —EHRBERIZDOWTHENT 5. PNB &
i, ¥F—Ev 222007V —FIZRETLEDTH Y,
BELEF LY b (m-bit) DNV —T&, BEETRNF—
'y b (n-bit) THD. ¥F—Ev bozhzThs, Hh
%45 (OD) IZ5 25 BDOREIIENEYTTEY,,
ZDFE Y LT Neutral measure 23YKD X S IZEHEINT
W5,

E&E 1 (1), #HED (OD) TETE2F—EY b K,

@D Neutral measure 1%, v, L UTEEINS. Z DI,

Pr=11+~) =Yy bk 2RELTHHIES

PR LR WHERTH 5.

EF# 1 TREINSB Neutral measure DK FH
BOThHD
Step 1. ZNDWBETHHTSIDRT X, X' W6 R IV

v REOWEIRE XE X'R 23HE L, F—A MY —

L©Z=X+XR 2/ =X+ XR&HET 5.

Step 2. MIHPRE X RO X' @, F—Vv MiE s 2K
HRX 7 NERRER, X RO X 2T 5.

Step 3. Z— X KO Z' — X' % Backward round B~
DARBEL, R—r 79V REBEONIRIREEZ ZNT
Y ROY" 2T 5.

Step 4. ZHAHEBORIZEHLTWZ ODAiETH
52pHHDOD7—-—FDgHHDE Y NEHSE LD,
Yplal ®yylal =Tla] &3 5.

Step 5. Al[ql &, Ty[q] & —BT 2HERDONAT A%
Neutral measure & 4 5.

Neutral measure &, U TFDX SR TZ B TE 3.

! 1+7)

Tplal | Ads]) = 5

¥ 7z, Neutral measure 2XYXDE%Z RTHE, DARDZ
EDFERB.

- =1k FBEHOF—E v MX, HHESH (OD) 1T

2L 7%\, (Neutral bit TH 3)
- Y =0k FBHDOF—E v MX, HHESH (OD) 1Tk
BB KET. (nhon-PNB TH3)

3\‘—-‘5‘7 %, PNB & non-PNB @ 2 DOHEEIZ3 5]
5707, BfEy 2HET 5.

E%E@:\: vy b D Neutral measure ° vy, > v DHF,
kHHDOF -y NI PNBOEAIZELTVWSEHD LA
9. MR, s HEHDF—E Y b D Neutral measure 2¥
Ve <y DI, K BHDF—EY v b non-PNB DEAIZE

&, D&

Pr(Ajlql =
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3.2.2 Probabilistic Backwards Computation

ERWETREIATIEZS T ZERLTr 5 T? VAN 7L
SHNERDONA T ARFHET S, DF D, BE5HRC
#éﬁﬁﬁ@ﬂf?léﬁ%bfméptkaé.*E,
Salsa20/R TIEEIR U 72 ANEDRT ERIGT 5F—Z b
D= LRTOHERIZED, r IV Y RIZBIT BN
BONATAZEHBTLILHAEETH 5.

WEBIZK D NS 7T AEERET 5 FE1E, Probabilistic
Backwards Computation & FEIEXI T3

Probabilistic Backwards Computation D #FE (%, RD
EBHTHS.

Step 1. ZHDWBETHHITBZIIDRT X, X' "6 RIY
v REOWEIRE XE X'E 23HE L, ¥—A MY —
LZ=X+XE Z =X+ X'RE2ERTS

Step 2. MIHPRAEE X, X' 2B W T, m-bit D non-PNB D
TN LT, IELW e Bbi sz AN, n-bit ® PNB
IZRLT, BEEME (72X L7 AII-ZERO 74 &)
ZEIDYTHED% X, X' 2T 5.

Step 3. Z - X,Z' — X' %24 L T Backward round P
BADANE L, R—r 5%y RBONIIREY V"
x2155.

Step 4. Y",Y" % XOR LT, 17[q]
Step 5. B Pr(f[q] = Azla] | Aulj]) =
b, WEHEDNTI T A% e, 2T 5.

R 7Y RBONLT AR, Prtlg =1]Aj]l=1) =
3(1+¢€ TH%. Z1iE, Probabilistic Backwards Com-
putation @ Step 5. TRDZHL D%, f;[q] DNAT AL
FTHIEEV. e e, -eqg DEFIZ, BERFELWVWE INDS, ¢
%, RTOHEHD e O RUEEL T 5.

3.2.3 Fa#EFIT—X

45 3.21 fieH 3.2.2 HIiTHM L FIRICEDE, Hil
HfF7 = — RIFRD & 5 RBRTETFINSD.

Step 1. ¢ 2E <75 ID - OD X7 &2 H7.

Step 2. &¥*—Y v b® Neutral measure TH 5, v, %
5.

Step 3. R~ ZHWT, ¥—tv ;% PNB & non-PNB
DEAIZHHT 5.

324 Fv34v71—X

AVIA4 V72— XFRD LD ILBBTEITIND.
Step 1. AJiZ4 (ID) A;lj] Z#i7- 3 wIHHNERRAE AR

7% NMERTS (Nonce 270V I NIV RE—
BT v B LIRS 3).

Step 2. non-PNBIZET 25 mfEHOF—y s (F7F—)
X LT, IROBEEETT 5.

(1) NEHOF—ZA M) —LRTEHNT, ¢, ZRDS.

=Y av' %E3
$(1+e) 23K

(2)(1) T, ®REABWASIT A 2 RES5LVYT

F—DEMTH D AL, DD n-bit THD

PNB O & ¥R % 9 5.
(3) RTOEMPEL W EHH T NHEE, BEEK
AL, FEL-EEL LTS,
3.25 HOEHREICHSITHEESE
% 3.2.4 HiTRUZKEIE, 3, m-bit ® non-PNB IZ
HUT, ZNFIzHL, o 7B N THRE2HEIT 5.
Z DK, DAFD 2 FEHOMY BEEI NS,
(1) 1FEDEYD  FAI LY T F—IZE L WETIZ AL
A, ELWEeHlEI NG, (HEXp,.)
(2) B 2FEDEY  FAH LY TR —IZIEL VLD, F
LS HilrEng. (HERpp,)
FATY TV VOREEHIZLD, pg=13x10"3
BEY, pro =272 LT, UFICHIICBRERY Y S
BN EZRETEIENTES.

2
N <\/alog4+3\/1e2>

€

BRI, SERIEBCRIZ A0 % FHE R I

2m(N 4 anfa) —ompN 4 22567&

b, HEEOEHRIZOWT, MBI Aumasson 5 [1]
5D SRS iz,

Aumasson & [1] 1%, Salsa20/8 {Zxt U T, AHJ##
2 (AT[14]|A7[31]), BfE ~ = 012 2 ET 5 & T,
n = 36,|e, * | = 0.0011,]e | = 0.00015 %1535 Z &8
TE, BNERRIZh»55HEEE 221 L RS o 7.

4. PNB Of##r

4.1 EFNN—av

B3 ETHERZLIIZ, PNBRESKBRLEAGOLYE
T Salsa20 OMEREHE LT 2EHEZMETHD, PNBOD
HIBiER % 23 Neutral measure DK & X WK EA[GET ¥
YR BRI BEM R RIS E RITT 2 e LA
LNTWS. BEAFBEE (1] [9] [7] [3] Tl&, mHNTHIIES
@%bﬁ47zq%ﬁﬁézDOD&7%REbﬁ% Z
DN ZEDAEIZHE S % Y T T Neutral measure v, % 3
flid? &V RNCTHRIEEREVERmINTE /., LrL
BN, ZOMNTHREMELEEZERL 255, 17 A
€q £ Neutral measure v, DflAGHOEPEIZFETH 5

ZRT ZEDNTERN.

% 2T, ARETIE Salsa20 128175 PNB IZ#&H L, Neu-
tral measure v, VR RI5M42HETS. ThET
Salsa20 @ PNB {Z DWW T EEMIZ MR U 72 iR e R IR G &
NTESTF, Neutral measure v, D% < 72 552 5 9
I3 52BN TENE, Salsa20 (203 2 HEMEKES L
DT CE 5 L5120 5.
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4.2 Neutral measure BIET7I)L T ) XL
Neutral measure 23 & < 55042 H/ET 5720, &T

@D ID-OD X7 H & Neutral measure % €3 5 Lok % 17

5. EBRAEIZRDO LB Y THY, Neutral measure HlE

TN TV XL Algorithm 1 D& B D TH 5.

Step 1. &M k = (ko,..., kr) 2 =BT ¥V X LITHERK
T 5.

Step 2. ANZESLE 1, j 2D, AS1ES L UTERARE
7% Nonce v = (vo,v1) ETHY ZHDI VR t = (tg,t1)
T VX LZERL, PIHRNERE X L xoE
BRTTHD X' =X o AVj] 24T 5.

Step 3. HINIRIREE X, X' Do EZNKEDOX—7 v b
LB r 7y FHOWIIREE X7, X & HEEK
BOR—7Ty Neld RI7 Y FHONERIRGE XE,
XBREFAL, ¥F—APM)—LRT Z =X+ XE
Z'=X'"+ X'ERERTS. /2, r 7V FHOH
HNEDAN =X" X" 2EtHT 5.

Step 4. IHIANEHRE X, X' DF—E v MMiE k €
{0,...,255} % 1 € v b O &AKIEE X1 72 Y1 Rk
X, X #H\WT, (R-r) 77 F® Backward
quarter round BAEIZ T r 7 > KN H O WNEIKEE
Y" = Salsa™ ®(Z-X),Y'" = Salsa™ %(Z' - X') %
TS, F,r UV NHOEIERT =Y Y
ZEHET 5.

Step 5. r 7Y FHOHIIZES AT, T" o, pBEHOD
7—RD¢HHOE Y MIEIZBWT, Ajlgl =T}[q]
CRBGEIDAITIV REAVIVAV TS,
DB, HAZESMBELF—EY MIBEZ 2 IZHE LT
AT VR BT B,

Step 6. & TOMAITHIRT U7, H7 v XD 5 Neu-
trak measure v, ZglH 9 5.

4.3 EEER

AREITIE, 2 4.2 HiTRUZERFEIZ LD Neutral
measure % JIE U 72MER %2 RT. KERITBWT, Hxid
—BkT VR LITEIRU 72 20 [HOMEGEZ T, FEgE 1
%720 225 JAD AFZEDRT (B> TV 55 Neutral
measure ZJE L7z, BETE YV IV TH L0 %1
9 B72%, Mantin & Shamir IZ & > TRINZIRDEHE
ZfHEHY 2 [8].
EIE 1 ([8], Theorem 2). & % H4 e DR p TR 54>
iz X, WEp (1+q CTRIZNMEY LTS D
K, X &Y QA% —EDKIHER THBIT 57201213,
O(50) DI Y TNVBRRETHS.

ZIZTHReld, r 7Y FHOWNAES AT, TTIZE
25 i HFHDOT— KD j HEHDOE Y MLET Al[j] = T[]
BT HERKERT. £/, I VKXLBNHAEE A,
Salsa20/R 1B 5Hf e DMk Y L TDL, p=41,

Algorithm 1 Neutral measure D&

Input: m : OB, n: # 1AL 0K ID BOY v T
Output: % OD A7 [q] #D neutral measure ., &#i#IL 72 3 X
TeliEA (k] [p)[g]

1: for a =0 up to m do

2 X L (g k)

3 for all¢,jst. 6<i<9,0<j<31ldo

4 for b =0 up to n do

5: X £endo™ Nonce (vo,v1), Counter (t1,t2)

6 X'« X & A[j]

7 X" + Salsa™(X), X'" + Salsa™(X")

8 AT =X"g X'

9: XE + Salsa®(X), X'? «+ Salsa®(X")

10: Z XB4 X, 72 « X'B4 X/

11: for kK = 0 up to 255 do

12: X, X'+ X, X' OF—¥y Mifl x &Kz

13: Y7" « Salsa™B(Z — X), Y'™ + Salsa™R(Z' —
X"

14: I"+~Y"aY'"

15: for all p,gs.t. 0<p<150<g<3ldo

16: if AJ[q] =T}[q] then

17: sumN M|k][p][g] + sumNM]|x][p][q] + 1

18: end if

19: end for

20: end for

21: end for

22:  end for

23: end for

24: for all k,p,gs.t. 0 <Kk <255,0<p<150<qg<3ldo
25:  NM][x][p]lq] + sumNM]Ix][p][q]/(m -n-4-32)

26:  ~[x][plla] < 2+ NM[x][p][q] — 1
27: end for

q="y &5, HEDEW Neutral measure v,, % 1%
5 7=z, O(%) WOV > TNVEPBETH D, RIER
TIX, YU TNVER 2P ETH 570, HllE U7~ Neutral
measure 7 7, > 2712 THEERIZOVWTIL, FHTE S
YU TINVBTHBEEERS.

2 1%, Neutral measure HlIEFEROFERE 2T 712 %
LHEDTHS. HOMEE, HHITESMMEIZSITS
Neutral measure DM, BifllL, HHZESOT — FLE
ERLUTWVWS. 0B, HORBIRIEY — FMETXE -
TWa. 7, &, f&%, #EOMKIE, Backward round BH%
TOWIZT T Y R (R—r) BWENEN2,3,4,5 TN
DIF®D Neutral measure DFIEEZRL TH D, EH5HE
DR=Tw NIy IR ERS T 57280 r =4 TH
E LTz,

727 FEHOFEEIX, 7— NiiEH Quarter round ¥
Backward round IZEWT E DA EIZAZDZRLTWVWS.
ATRINDEDH, Odd round DFRFDIRFER R L, MUl
TRINDHDN, FHT VY NORKOREZRT. FL
mThHnE, AUHAGHLETTI VY FUBEEh, &7
77Xy M, TOBIZEDMEBEIZALD»ERY. 2
MHEALNBEEED, 7— KI & T Neutral measure DfH
PRESEUT B D0 S. £72, Quarter round 2
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1ODBOOE0@ ~roelcod :OoNe0O0H -EHOH oR

0.9

0.8

0.7

o
=N

Neutral measure
° °
= &

o
w

0.2
0.1
, m__‘
o 7 < >

—R=6, R-r=2 —R=7, R-r=3 —R=8, R-r=4 R=9, R-r=5

k4

7—FGE (p)

% 2 kS % 2 %

O : 0dd(Column) round I:] : Even(Row) round

B 2 JvYRNED Neutral measure DHEF

ABMENR—FETHNIE, FU LD RMEIZRD Z & B0 Hh
5. 72, £7—RFROHZ, F#iZ Neutral measure 23K &
{3y MIEDH D ZEDBHTE S,

5. PNBICEET %X

B4 BECTRUZERERNS, RO 2 HITDOWTHEET
5. 15HIE, PNB OHE#ER L Backward round B D
BEIfRMEIZ DWW T, Backward round BABA~AD AH T — R
friE & Addition D BRBEETEHOBEBRMEN SEEKT L. 2
ME, BEBIZFHATEEZ Backward round #0 LSz D
W, Backward round 2D AN AE S Neutral measure
DN OERT S,

5.1 PNB OHIRfEE & Backward round B OE /KM

PNB @ B3R & Backward round BAEXD BRI IZ DWW
THEET 57-H1Z, Backward round BIEA~D A1 7 — R
fiLiE & Addition DREFTREIBOERMZ O 5. K1
WA LUZMERE2 E DD THS. ROFIL, HEEE
WEDOX =7y b T 7 v NEWFEE (Odd) 2ME# (Even)
THdPERLTWDS. AT — FALEDFIL, 1 DA
77— RAi@E &R Is L THE D, Backward round BIEUIZ B
WTANT— FLEDEGHZ 7 > K (0Odd round) & H%K
77> R (Evenround) TEDLSIZERTEZRLT
W3, 2K, RH0dd, AJ17— FALiED Odd round
7 B, Even round »* D D722\ TlE, Backward round
#H2 DK, Odd round (B) — Even round (D) TV —
NZENEBE L TW 2 2EKT 5. £/, Backward
round A% 3 DK, Odd round (B) — Even round (D) —
Odd round (B) TV — F{IEMEME T 5. Addition D
FEFETMEDFHIE, Backward round £ 2, 3 DIRFIZ, %
AFI7 — RAiEH Backward round Bz & - THEfF S

% 1 Backward round B~ D AN fiiE & Addition D RFE[HI%EL

R AN — RhiE Addition @ ZgHEI%
Odd Even 299K | 3TUVF
A A 3 9
B D 4 21
Odd
C (@] 5 16
D B 7 12
A A 3 9
B D 7 12
Even
C (@] 5 19
D B 4 21

% Addition DR Z XKL T3,

#* 175, Backward round FAEA~D AHII 7 — R E
IZ& > T, Addition D BEETEIBUCERELUT VB Z
Ebhsb. HIZIE, R 0dd, Backward round %2 @
K, AJ17 — FALEDY Odd round (A) — Even round (A)
IZBWT3RHOATHDDIZHL, AT — KALED Odd
round (D) — Even round (B) {Z8WTIX 7 Fl% Addition
WEFTINTWS. £/, R P 0dd, Backward round »*
3 DIKHZIE, ANV — FALED Odd round (A) — Even
round (A) — Odd round (A) IZEWT9RIDOATH S D
2L, AJ17— RALiEDY Odd round (B) — Even round
(D) — Odd round (B) 2B\ TiE 21 [MH Addition 23FE
TENTWBZLEERT 5.

2T, M20EBRERER 1 OONRERE LT 5.
2075 7% 77— NEATEYID, AT — FALED
R—y (777 DS % SH) & %O Neutral measure
WZHEHT 5L, £ 1 TxRUK Addition O RBEFELTEEAH
%\ Z ¥ Neutral measure PMEL 2B Z & bh b,

iz 1¥, R =7, Backward round 2¥3 77 >~ N DK,
Backward round B8% i Odd round — Even round — Odd
round QIR fFbs., 7— NEMATHRT 5L,
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R 2 H£I7U Y NHIZETS Neutral measure D KAH & f/ME

R BRAME H/ME

NM p q NM p q
6 | 9-00445 [ 15 [ 18 | 9-0.715 9 | 20
7 | 9-0.814 0 | 18 | 92855 14 | 20
8 | 2-3.585 1 13 | o-12.072 3 | 24
9 | o—13.941 0 | 18 | —2-14515 | 4 | 15

Neutral measure DV HEVE L 7R > 72 AS1 7 — NALE
p=3,4,914DETHYH, ZTNSDANT— NAEIZET
Odd round T B @7V — N{fi&, Even round TD D7V —
NMIETH B Z e hbhrd. £/, X11H, ZTHH5DA
17— RALED R R — > Y Addition D RFEFEITEIEAD B
HELZWZ bbb, FARRKIZ, ANT— RALED X —>
HHE U THNIE, Neutral measure B I1E & A EH UfH % R
T bbb, Zhid Addition D RFEITEE DL
WIELT W 5.

FeHdE, PNBOHBHEZE (Neutral measure) 1,
Backward round B#IA~ND AT T — FALEIZ & > TEMNE
U2Eebiz, ZDHIE Addition D RFEFFTHIBUZHKAF
LTWBEEZR5.

5.2 NEICHATEE/R Backward round D LR

et o] 15 OB V2 R A AT BE 72 Backward round #(D R 2
229 572017, % Backward round #0235 1F % Neutral mea-
sure DHEIZ DWT T 5. 2 %* 5, Backward round
BOEEIMZE - T, Neutral measure DEASEIRMIIZ N X
{BoTWVWBIZEWbNb. £z, ZRHEDOX—7 vk
TV KD r =4 DEFEIZBIT 5 Neutral measure Dix
K& /M, UL TENS D SIESAEIZ D W TEH
WML, R2ITHNEREZE LD, RO ROFNL, #
EEKEOR =7y by NEERLTE D, Backward
round X R —r TEHETE 5. NM, p, ¢l&, TNZH
Neutral measure, HHHZEDD7 — Nhi&E, HhESDOE Y
MiEZ &L TN,

* 25, B Backward round #iZ 51 % Neutral
measure D AMEIX, Zi & D A7\ Backward round %8
IZ 8 1F % Neutral measure D /Ml % EA] 25 Z & H 70
bbb, HlZXIE, R=70DK, D% Backward
round A R — r = 3 1281} % Neutral measure D i AfE
M2 08 THLZDIZH L, R=06 DK, D% b Backward
round A R — r = 2 (281} % Neutral measure D /M
MR 06 CHBD, BEHEDHBENWI EHBHSLTH
5. ZHIFE 51 HTHEEL LA LD, Addition DR
FITEEDPHEL TS EEZOHND.

B ATIZTEWT, AEBRTHM LY > 7V (22° #o
AFZEDRT) HSHE U7z Neutral measure 25 vy, > 2712
THLIZHRRIIOVWTIE, BHTZ Y TVETH 5 Lk
N7z, R2Hh5, R=6,7DEEIZHT S Neutral measure

PETEETELMHETH D, R=8 DHEIZSI) S Neutral
measure BN — M EREBFEHTERETH I b h D
(BMEDS 2712072 < 2712 TH B 728). 788, R=9 DY
A28 1) % Neutral measure B2 TEETEAEL IZZ W
ghiznwd DD, Neutral measure 23 v, < 272 TH 5B Z
CWHEETHBLEVWTING. BBE3IFTETRLEZLIIZ, B
R CEBICHHI N T WA BIED v = 0.12(= 273999)
ThHHIer2ikEFxbL, R=9 DK, D% D Backward
round B R —r =5 DL EDSGE X, SEEIELEZ $IRM
WWETTEILHRETHDLERS.

F LB L, Salsa20 1203 25 HE 1 B8 K FH A RE 72
Backward round #({D ER»R4 5TV N ThHBHELE X 5.

6. &b

AFETI, Salsa20 (2815 PNB (ZBIL T, Backward
round FABDOMGEIZHH U TEHMIC AT L, BERESEEA
DFEHE NS BRP S, MOESIZEEL .

WA, PNB OHEBUERD &< R B RMITDONT
HAEST 572012, ETDID - OD X7 H 5 PNB OH B
=R % /89" Neutral measure % /&3 2 EME T o7z, FE
BRDFER, Neutral measure [HHZESD T — NEZ L
WCREREDNELBZENHS MR T2,

RIZ, DX BEMECSERZPHS»IZT B0,
PNB O Bl & Backward round B D BHRMEIZ D W
THM U7z, 2 ofER, Backward round BIEA~D AN
FEDNLEIZ & - T, Addition DRBEEITEBUZEDAE LT
W5 Z o7z, Addition O RBETEIEAD 720
& Neutral measure D@ < B L WHBRMEZE S H L,
FEHR X U T, Neutral measure I KERENELD S DI,
Backward round B OMHEIZ L 2D THBEZ L 2IHS
Mz U7,

7z, BEFEEECERIZF] A EEZR Backward round (D
FUZDWTHEZL U7z, Backward round B D& % #HH
VIR U722 25, Addition O RREFEITEIEDRANAE -
T Neutral measure DfEAY 0 12K L, PNB O HEMERAN
AT BB nhror. FOMRE, Backward round
BOERNATI VR THBI %R U,

Salsa20 (2K 9" % BEF D BEEIEKEE T, @A AT A
EHETHAMNESRT ZRAL, ZOHAEFITHIET
% PNB 2t 5, LWIRNTIEME N &7z, A
7 Tlk, PNBAHE U T WHAESMIEZHS 2L,
BEMEBRIZ 0 2 2RO EEZWETE 50 REE D
52 %EmRUT.

HEE ARWFFED —EBIE SRR EE [Society5.0 126t U
7= REEMAME RSB ERES T 2 X 2 5 BB AM D
BEHLRDIER (enPiT) ] X S5 I KERBIEAE DR 30 £
[Society 5.0 EHALAZEMATEHE] OPIEEZIT TV
EC
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