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A Symmetric Key Scheme with Unbalanced Computational Cost and
Applications
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Abstract: In this paper, we propose a symmetric key cryptosystem with asymmetric computational com-
plexity for encryption and decryption, and an application of the proposed method to applications. Compared
with conventional symmetric key cryptography, the proposed method requires a very large amount of com-
putation by the decryptor and the actual key length used is longer than the shared key length. We propose
an application that detects man-in-the-middle attacks, which are difficult to detect with existing counter-
measure methods, by using the former property. Furthermore, we propose a method to extend the key size
of an existing fixed-length key by using the latter property.
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