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Security Evaluation of User Authentication with Pair-based Credential
Against Guess Attack Using Words and Emojis
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Abstract: “Guess attack” is one of the threats to knowledge-based user authentication. An attacker at-
tempts to spoof a victim by using guessed credentials, and the vulnerable situation actually exists because
users tend to select a guessable credential for a better memory retention. “AssociPass” was proposed to pre-
vent users from selecting vulnerable credential. However, AssociPass still has some issues that may become
vulnerable to the attack. We, therefore, propose two improvements to address the remained issues. One is
to use an Emoji-pair instead of word-pair, and the other is to put a limitation on the number of characters
for making a credential. We implemented an updated AssociPass and conducted evaluation experiments
with participants. As a result, we found that a memory retention of credential is possible even in two weeks
interval, and we also showed a potential that the security of Emoji-pair credential is more secure than that
of word-pair credential.
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HHBEBORNRIZERREZIIR oL o7z, 272U,
UTFD2 MIKEHIET 528THY, I 5ICHREEDPBEZ
EEZD.

o HIUIBUIMBULOENRELTWS
o HSUTRRIK, HBOKBEE» SWMEHREI NI S

BIDIFEAE LT\

RIZ 4.1 FiDOEER TR S N-MBEBRICH TS/ 2
DWW, WES 3] WMTo - FIKICEDENTT 5. fWH A
FELTWBEE, TOHEEZHOTHES NS EL
O L THERNRLEL RIBIVHENLLTHS.
SHHREREZR 3 ITRT.

ZORERP S, MEEBRICHKET BV IZOVTERX
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xR 3 WEERICES T 20D DGR

ST HiFERR
(a) RY OEHE 40 R7 TEMERL 40 R7 TEMERL
(b) _R7EMKT 5 | 63 XFH 10 XFEME 66 Fabd 11 HiEEHE
XEDEBE (16.0%) (17.0%)
(c) RT7EMHERT S . o

6/10 ADY 7 CFHE 7/10 23 7 HEEMHH
O T / - /

TR E BB CHEREZIR SNV WO KRIZR -
7. 26 2 DDFERD S, K (H2) EFEHI B FH
Z5. EUSHOERIINIETH D, EBRSNEDRE
HIZBRODHBDT, &0 —MBNREMIC & B KHE
BETWHMIEZTOINELZLEEZTWS.

wB, M) RT7TZHKT 2 XFHOEL] IZDOWTEN
EREITD. ZNIEA Y TUFILD AssociPass T X 1
7ZMERTH D, TN U TERLIERT 2T 6/
T BEQOEENAENBEETHI L THEEZAAMIL. L
NURDS, 2L D—FP 1RXT - BEELITEENHA
FTREITTARTZERT B WHRERIZZ Y, MESGE
WZREBESIEP o7z, TRXE - BEET A4 RT ZFERLZE
BRSMFIZZOHEE SR 25, RRXFOEERAN
WHTH-7-7-0] (4%) » [BEEUEZRETRT2/ES
OLWEEITH-72] (14) LWOREERBRLZ., ZOZeh»
SREXF 2 EHORT THEHEMMT L Z 21220, 1
SRDEHEKUTVWEZ LN IDNZ S, REXTF%2E
BART CEENHT S Z 212, EETRESRE - BE
BEHIHTEDLLWVWIRRBHDLEESIIEZATVS.
& oT, FIAENEEMAIZEL TW A EHEOFEHIZ DWW
TEIMFAEZITV, ABEREERTLTETHD.

5.2 MERBROLRRE

4.1 BiOEBFER? S, ST L BEERIZ BT 2%
HHROFEERFICOVWTHRRETR N7, ZD
s, MEEREBIEISIBXFIIT LI TEML
ORENPFETLHZ &ida <, K3 (H1) a3 nhd e
ERD.

AREBCHE LU ZRERITERT 7TRXE (=135
FE) X OBEMITTH D, BRSO AT — R &
T5eEREIZZ V. TRICHEDL ST, 2 EMOMEE
B CHRALIC R BRI U 72 D IR Bl & 72 5 48X
7 HEERDSERAEEE IR I N B &0 S REE A LN E
LTWbEEZS., ZOEZDMUTIELIFNIE, T 2K
X9 B REHRAE I IR 3IC 2 DR O R RE S 1
LEREME H B, ZOMIEIZOVWTIRSHORETH 5.

5.3 SEDFERE
SHBOBBIZOVWT 3 IFERRS. 1 DHIE, KEHH
IR EERDEMETH 5. 4 E OFEMFEER L, FHE DY
MFZIR U TS N REMED 204+ 58 L WIS EET

TohtDTHONMNIBETH DL EDLI D2 XN,
EBRSINZEOREMELE TR TOM#E S, K220
REME WS EBUZROATH 722 & SlF-> - RHEM
LBl ELI D220, LT, SRIOER
FERE -T2 Z L IXMENH B LER S, ZDOKRIZD
WTIE, 799 KNV =YV T BFALEZAY T 1 U ERE
THTLZMEFTLTNS.

2 DHII, MEERESRHI—YA 27— (UD
DODHETHS. 5.1 fHiNDOE 3 DoMd o ERSINE DL
KX FZDOEEFHDDIRNERD 4 X7 Z2FIRL TS
ZENHS Mo Tz, ZOHEO 1 DICIBEEREFRD
UL R H DD TR RV EBEZ TS, M 4I1T5R
NTVWER, BHITDO UL, R7Z2AATEIL2MLE
HWEELEDITHRLTWE., ZNDFIHE TR 7 % 6
BIZEZEEBZ 222y, [H—#&TF - HEEOEERH
LU XBLTRELRSH D L EZTWS. LA T,
XA YNy TERA UL 2 ¥ %2 SF I RTIERO AN
Kb N OB EHRIERM UL 23U, ZhiHWTH
—RRXT - HEEOEENHZEETE 202 MEET 2065
RhHsBeEZTNWS.

3DHIE, ANFRICERNT 2 HRXFEOM D O
THd. 5.1 HTHN L-EEROMW O I, BXF
RCHZIZELSBHO D1 D LTRXERTIZHWS
NFZFELFD A3V | IZEAT 20 %iTo72. f&XF
@ 1777 Y] 121d Unicode[6] TEFEI N TS lgroup]
WS HEE SRV, SR ER 8 1TRT.

2% 0%

Emotion = Smileys & Emotion

16% = People & Body

Animals & Nature
Food & Drink

Travel & Places
24%

People & Body

14% = Activities

= Travel & Places
= Objects
Animals & Nature
Food & 21%
Drink ® Flags
8%

= Symbols

Activities
6%

8 MYFATIZHVWONLRXFED (77T ] OEEDHHD

8 £, [Smileys & Emotion], [People & Body],
[ Animals & Nature], [Travel & Places] ® 4 2D H 573
VIZETARXTFIE LD E L RTIHbN, [Symbols],
[Flags) EXABIIZIFIER 7 ICHiLNTWRWZ 2 23bh
5. ZOMRERXEDANFEOBRNOERTS. K
METITRXTFDOAIIAEE LT, macOS » 5\ ik iOS
DI FF —R— R TH > 7. BXFEF—HR—
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RTEAITIVHBITRXTFEVSIBTE, A7u—NT5Z
Ik NTIVERYOBEZIBINTES. ZOBRXT
F—AR—RNIZRREND AT ITVIEIIX 8 DAEMHIZRT H
FTIVDRIELEH—THE. 2F0, MSOTHizHEH
TAVIFEY, BRIZDIZEIVZLDAIO— L2 RTL
T35, ZORNEF—KR—-—RIzBlIs227u—Lg82LR7
ZHAWONEZRXFOAT I LOmER5E, %
RT3 FzD 757 TV ([Travel & Places] %
<) ERZo—naEhidinl, F—FKR-—FN2RRLTT
SITBIRTEEREBICH B H T T ORIXFTH B Z N
b KHITIFERTICAHI N TORWRSCZED R T

<< DA —)VEZET LMBEIZHEES LT
5. SHOMRTIIZTZETHERIRY VDS L IXE W
W, LALARYS, 20X R ANHEICER L 72 H
XFOMmMY %, MEEHREERZRTEOTIERVD, K
FIZ L o TIIREEROHERNIZ A HRER & 72 5 il gk A
Hb. TD=H, SRRIFATDHEITER U 72 H AR FED
i Z2EVRVKDRATFIEERET20ER DB LFH
ZbB.

6. BEEEMR

BRI RIS I et EE B U2 MAR
AEDBEMRIZ DWW TR B,

Chowdhury 5 13 4 IO E G ZMEFHRE L, £D 4K
OHEBFIZ L ENETN L Y b2 ERTEHRELHATH S
PHAS (PassHint Authentication System) [7] Z#2&Z L 7=.
PHAS TIEMEERTH 2 G Z2 S OB L & B I
MR THIEMHEO L v MDFRIEEICR KT, Ok Y
N DGR E BT END D 2%, Chowdhury 5
X, T—PPEANRIEY - N8R Eey L
THRET S Z & THIBR IR 2 2emom L HigL
7o, UD URHMISEER DGR, 80 M HEMI KR IZ L 21 1
(26.3%) HHERNZ BRI 2R & 72 o 7z,

Woo 5 1Z 32— D life-experience ( ANAERER) (B3
5B DOREIEZ MEIERIZAH WS LEPs (life-experience
passwords) [8] ZfRE L7z, ZOFIETIX, T—VHPER
HUTYAT L6 EBOERDH
TN, ZTOBEMIZHT ZEEPMEBRE 25 (ex: Q.8
VIRITIEFE LTS £ L7202 77 =>A “—88, KEB”). 33
REIZ 1 life-experience 12 B9 5 M GG PR & 1SR 5
EFEJZJ EEER R I N, TOBEMIZEEL (ex: Q. 2%V ik

iﬁAfm%ibt#?”>A%}J)E@m2bf
ﬁéﬂf:{l?ﬁll«)d:@@&ﬁ MEEHR L — L TV GAI
AN & 72 5. FKIFEXRBKIT & 2 HEHIB BRI B % JE L
7-hER, TOWEKIIEILISNTH 7=,

2 DORATFIHFEEFEN UT2H, AssociPass HED I
S OIIRO BRI, WIEHF TP NAT — R FRRY,
BB e > b 2R E ISR L, TORHRICES N

L 7z life-experience 1Z

THZETAHEBORATIETH . [AIZHEH AN 12 2R
IND-OBEFIT L o THHIBEN L XS WIIEEFIET
HBLEZDN, TORTHSEORRCTHR AssociPass I
HEHIR BRI EIMEWRE TR wWheEX oS, 7277
U, FBEIEER0 G AL Se i Ic B B 726, HEJIME
IR OMEZ 1T 2D B CHEMILEETE 2 0 TiERW
MIZIIHEET 2BENDH 5.

7. BbHYIC

A TITHEERT Z B IR & 9% AssociPass (2517
2 EEIRE O R S R MEER U D D HERISCR T 4 B et
MEIELZZLZHNE L, MEBRICEXTRTZHD
TAMAGRAEZRE L., T bR TV AT LREEL,
GO RENE - HERUBCE A DM IZ BT 2 B SEER & S e
U7z, TOREER, IREV AT LAOMBEERIE 2 B KR
ZZTTHMEEROGLBRIFIEFEETH D, AssociPass
CAEEORREEEZE TSI L EZHONIILE. £
7z, EBUICIE U 7B E RIS T 2 M B O R, &
BRERARONRP o720, HERTIZEZ2MWEERLD
HIRLFEARTIT & 2IEERD FH RIS I L T&4e
ThHHUREEVPRBI N, SHOPEEE LT, MEHKR
BERFDA VR —T 24 A HRFITH L & HIT, LR
BMEENRIZUZS0H & 2 KEEEREZ TV, £0isE
SR % EMGET 20BN H 5.
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