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Better Usability of Camera-recording based Shoulder Surfing Resilient
User Authentication by Redesigning User Interface

Satosul EHARAL'®  TETSUJI TAKADAL:P)

Abstract: Shoulder surfing attack is one of practical threats in a user authentication. As a countermeasure
against this threat, some authentication schemes using vibration are proposed. However, these schemes have
a usability issue about a longer operation time. Therefore, we attempted to improve the user interface (UI)
to reduce the operation time while maintaining security against the target threat. We updated the UT for (1)
reducing the transfer time of the input position, and (2) enabling an intuitive input operation (than using
a button). We implemented a prototype system as Android application and conducted experiments with
subjects. As a result, we succeeded to reduce the operation time compared to the original scheme. Moreover,
we found a security issue against the target threat in the original scheme, and our improvement is effective
in addressing the issue.

Keywords: Shoulder surfing, Recording attack, User authentication, Authentication time, User interface,
Vibration, Input operation
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