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Passwordless Biometric Authentication

SHUJT YAMAGUCHIY®  TATSURU HigUrasHI!'P)  HipEHITO GOoMI»'®  WATARU Qocamil:d)

Abstract: We conducted a study to evaluate whether usability improves after introducing WebAuthn-based
biometric authentication standardized by W3C. The usability of such authentication was investigated from
two aspects; system log analysis and system usability scale (SUS) of three different authentication methods.
We analyzed the authentication time and authentication success rate for accessing our web services based
on the system log of our server. We also investigated the SUS in our service via crowdsourcing. We found
that the usability of WebAuthn-based biometric authentication records in the system log was the best, and
the average SUS of such biometric authentication was significantly better than password authentication.
The results of the two investigations indicate that WebAuthn-based biometric authentication improved the
usability of user authentication.
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SEEEERT. RAT — NREEDEY SUS A 3 7 1 58.6,
VMR 1L 15.6 70D 3 DRREEFED S bR B K< & o
7z. SMS FRELDYY SUS A3 71k 67.1, MR 17.7,
HARFEFED Y SUS A 3 71X 68.3, HEHE(R X 15.1 & 72
D, SMS G & AFRFREDOMITIFAEREN BV VWS FER
2o 72h, TS 2 DDFRMTFERIZNA T — REEGEE

*6 https://tsite.jp/r/guide/web/index.html

% &2 &

REBHea—PFLV T RRVWEMMEINT-L VWS L%
R FERIZR 5T,

100 not significant
80 4 " p<0.05 '

SUsSzx37”

£ K_RT7—K  SMS

5 SUS DL

X 62 100X (1) OFHDOATT % 35

xﬁ@wuﬁiﬁxkﬁh‘fité@t 77%21—‘3_
5
AR
4 mm /\RD—R
[ SMS

ST S2 S3 sS4 sS5 S6 S7 S8

S9 S10

B 6 HKMILDTHPZaT7 DHE

FTRTOBENZONWT, AT — RFHDRAIATHARK
233 Z &g mro 7z, EREREEIE (S4), (S9), (S10) T
BbHRL o7z, SMS RGEC DWW T, (S1), (S2), (S3),
(S5), (S6), (S7), (S8) DM DV THH BV HHS
S5z,

4. ER

VAT LA TN S, EREREEIX T DD FRIEFB &
OB U CRRREIRF R & REE DR DIl 12 DWW Tl B
BREonz. £z, 759KV =Yz kB EMNE
A=YV T 1 HEOREE, EHFGED SUS 23 71k SMS
%ﬁt%ﬁbfﬁaiab,Axv—bm£tmfbfﬁ

EWSFERNE SNz, D EOPFEENS, BAeBEET
mﬁ/zTAfi AEARFRRENE, T OMOFEREFE &
BUTRWL—HY L) 71 2B TETVWELEZS.

DTRIZEI R Ny 212/ T 5258 5%0HE

IZDOWTiEans 5.
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4.1 N7 — RO AARETHEEE

M 3HDNRAT— RBIHD L AT S L E2HSE, §1
BOEFRIZE =205 D, £2 TRENAY — RZEEOK
BT 1R RoTWa, Z0 &S RERKETAT -
WA RAITH I—HFIF, T I IFDNAYT — RIEFEERE /S
AT — REIY =)z k2 HEffiEEEZEHL TV 0
TRV LBET . HEMEHEZAHL CEREICE
HIZANAY = R AT 22—V Da—-HYzrar)z v

203, HEFHEL O BENT VB AEEELH S, Lilok
S I flisE B RE Z R U TN AT — R A fT-o TV A L—
Yix, HIBEEPCRT I U OHBIMEIZELW—ED1—
YThreEZLNDH, SRIOFMTIZ/ NAT — N33
D FHi % HSHERE R [ S BhENP T B Z bl —/ATHE
fizfT o772, TN6DA—FEEENTVWEEEZS
N3, FOEMHZI—FE) T4 2H|/ETEH7-DITIE,
SERERES DR HDOERE IR T 21E5WLEFE L, 5%OD
MERETH 5.

4.2 HFFREIORINRE

M3 IZmEND LT, ERFIFIEL DL —YH 3-8
MWTETL, r%mi5@t&ofmé FEDAT— b
7 Fx I iéhﬁmﬁvﬁm£§¢®mﬁﬁﬁi#%
%ﬂ(&o’cifvéﬁx ZDFERE A D & ERFREEIZ I,
NAT — NRGEE CFREHSE T £ CORMDPE W — Vi
FEL TV, JDIEEH WZDWTHREET 5728, FERGER
FEEEBIZT, Orq VLR 5% T £ T, £
Zhh B R 2 MGE U 2R R & S iz
Pixeld, wifi ZiB5CHEM).

o U A VKRR VEMUTLLERBIAERT XA T

OURERINDG RV 7T AN EFEETB) : K

1.2 7.

o MR EEMLETOXA T UIHERING: (F

Mg 25 1—YIizkD)

o XATHINWHAHMMIZEAL, B 1 Vv R=IPRRI

N5 HN1.3w0.

o UJAVNETLUIA VYR=UDEHL B: 1 .
ZOMER»S, -G E EM T 240
WebAuthn 70 S22 &322 547 h&Y—1"D@EE
DL, 1 VR T 7 T 1 TREHEDORRDZDH, 5EO
MEFBRE TR L3S RBBETH - 72, LI
BWTIE, BECEN - 2—PFIZBWTHE AT — R
L, —EORINHEABREL S LW IENH B
ZEeNbhotd, —HT, 270KV =Y VI THEFL
72 SUS A3 7 TIHEMRFILIX/SAT — R & b HWERD
BohTwadZehns, ZOHMEEOD A Za—YLY
T AR ERRE LIRS VATEENED D 5.

7o 7z (Google

4.3 HEFFRAIDTTE

HEARERAE DRI TRIZ TT%TH o 72, MDA TBE
IR U TRWERT iaf)of:fr F 72 FE RUEORMA
BD. BIADET LEWESIZIE, FHRBIADLBD AT
<, é%mﬁé#k/ﬂwbt% RTIOHNRY I %
TFol-GaEL 20050, FHROAMEATIREZIONE
EHAFTE TRV, EREREDOG G, Bbhg (A Iv s
TRATUIDRRIND Z 217 & 507052 TRk
EXYURILVULTLESZLEEXONS D, I HRD
A—PFT I ARY TV ADM EIZ & 2FEE5%E 7 ROWEIC
WXZDOWERD O LD Rl AERIEL ZERBETHB.

4.4 VT RY—=IVTERBVWEI—HFEY 71 FHED
e

HEARFRGE . SMS FRFEDS S AT — REBEFE L D £ X\ SUS
AAT7EB/BONEZ LT, NAT—RLRAFIALRT—HFY
VF 4 IZRWHEER 525 2 EPHERTE /-,

SMS §REED SUS A3 7B LT, SMS #fd< - PIN
A—RZ2ANT B2V BECFEAVE2PZIZEEDS
T, EREHDO SUS AAT e HEVARENZNENVD
FERIX, FEANTH o7z, SMS RiLEfT 72277 KT —
A—DIAXAVMNEZETSE L, SMS IFENLTVWE VS
BERABHD 572, SMS TN S =Y ff>TW\Wb SMS
DT TVr—=2arvENHELTE Y —KRKTHNP TV
&, SMSIZHEWBEHLATWEZ A, MWEFORXIZ
DIEMBDTIHHRWDREEZD., X517, EREiz21T-
722 R —=H—DaRXy M, BREREEHIETENEN
DFERETDHLVD IRV DOIRWUZ & > THRET 5
EWVIEDHRH 57z, SMS X =V DIRIIC BRI L,
SMS DEGENEMT ZZ L IIFEAERNZD, TO/MT
£ SMS FRGE & I U THERRIEDO 2 —F L) 7 1 23N
CRELUTWAAREME N D B

5. BEEMTR

AR, NAT — RITIATH 2 DERFFENHEH S D
2 BFEFNEE (2FA) O —FY Y F 1 (ZBT B HEAVERIZ
fibhTwa [5-7,10,11].

2FA (¥ FIDO Universal 2nd Factor (U2F) [2] X 7 =X
LT ko THEER I N7z, REERRGS HRE TR — 1T 5
EXaVFasF—1 12k 7 0y r 7 ohHELEN
SREIND [12,15]. 2O LI B LWFEIEI VR
DX F 2 T 1A EICHBRATH B0, 2—FHFH
THEEDI—HFEY T« BRI R 5.

ZOPFEIZDVTERFENL DDRDMZENTTHON T
% [13,14,16]. Reese 5 [14] 1%, SMS, TOTP, FHuiEk
I—=F, BLXUCUFFaVT1F—%24585 20D 2FA
REES R R L 72,

WebAuthn [20] I%, W3C IZ k> CRFES LT Y —2
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INFAEHETH D, 2 DODFAT — A HEHF TS : RA
7—RVAXA T (FIDO UAF [3]) & 2FA X 7 (FIDO
U2F) . ZOEHEIZED, —fkiN7Z Web 77 U9 =% L
7= Web %1 T, RAT—= KRR L T2—VELETZD &

127572, WebAuthn 2L, ¥¥aV 5+ F¥—%H
W7z 2FA A 7O 2—HV 7 1 il 3 cizirbh T
%. Lyastani 5 [17] 1&, FIDO2 D F 2 ) 7 ¢ F—
WA L SR S A T — RO 22— ) 7 4
% bR d 2 FEME 2 EiE L7z, £ 7z, Farke Farke2020 &
1, INRBERDEY 2T LIBWT, ZTOREEHD FIDO2
MIEDEF 2 ) 71 F—% 6 ARRGERICHER L2550
-V F o EREEMLUZ. ZNSDOIAEITNTNE
Fal)F a4 F—%HANZ WebAuthn D2 —H L) 5 o
WCETAHETHY, AWDIIBMAST— 740 ED
N—=RY zTIZWEE NE R ZE AW N AT — R L A
FAEZET 22— 7« FHfilE, Tx DRIBHR DA -
WEEINTHRY,

EERFRRET L — P ARNDEMREREFIHT 5720, FiZ
FAMETH Y I—FREXTELBER RNV DI —Y

BT RENEINTWS, 2770, BRI AERE
WOFMBHZ LA TH B0, WK E TS AT LA
DHBIZE > THEENDAREMNED D 205, BHERMHED S
DEBIZRETH 2 L WA FERDNDH B [19]. TDRd, %
DA, BERN—27 Vi ORI N— R Y = TIZK
ﬁbf’ﬁiufl—h“‘t VYo7 ULTWA., #ERELT, &K
HEED Y AT LF, HEXRH RIS T 2 EOME, B
FUEATAL 75‘ BWVWEWSHENH L. WebAuthn %
NR—=2 2 U-HRRHE, ZhoDEE MR T 5.

6. BbHYIC

vz%Auﬁ%MtaiﬁFv—vyﬁt¢5MBﬂ
flie V> 2 DDA S, 3FEBEDFIETB (ERFEE,
AT) — W£SMSWD)®1—ﬁkUT4% LV
7z, VAT LAUTREIC LD, PR & AR TR IZ B
LT, EMRGRIEHN/SA T — NFREE, SMS #ZEE & b ENT W
LZEeNbhrotz. 757 RY =iz &b SUS FHM

TlE, BARFEAE L SMS FRAEDS/S AT — REBFEL D Ha—H

VYT BENTWDEZEWHERTE. eSS, A
7 — RV AREEE, NAT—-R@EFEE R L Ta—%LY
TFANRRWI & 2R LT,

SRIOFHE T, ERBIDORIEE D —FBD /XA T — R
FAED =Y % Tl o TWB R, EARZEGE L SMS ZRFED

SUS A A TIZEMNRD - - i EDFRED T 5 Dl - 7=,
S, Tho DIEDRKZ L D EMICHET 57200

AT LRERFEOKRG 217> T\ <.

SE I
[1]  Security keys: Practical cryptographic second factors for

2]

(6]

[7]

8]

[10]

[11]

[16]

[17]

— 711 —

the modern web. In Financial Cryptography, 2016.
FIDO Alliance. FIDO U2F JavaScript APL
https://fidoalliance.org/specs/fido-u2f-v1.2-ps-
20170411/fido-u2f-javascript-api-v1.2-ps-20170411.pdf,
2017.

FIDO Alliance. FIDO UAF Protocol Specifica-
tion. https://fidoalliance.org/specs/fido-uaf-v1.1-ps-
20170202/fido-uaf-protocol-v1.1-ps-20170202.pdf, 2017.
J. Brooke. SUS: A Quick and Dirty Usability Scale, 1996.
D. Han et al. Proximity-Proof: Secure and Usable Mo-
bile Two-Factor Authentication. In Proc. MobiCom 18,
pp. 401-415, 2018.

D. Wang et al. The Request for Better Measurement: A
Comparative Evaluation of Two-Factor Authentication
Schemes. In Proc. ASIA CCS 16, pp. 475-486, 2016.
E. M. Redmiles et al. You Want Me To Do What? A
Design Study of Two-Factor Authentication Messages.
In Proc. SOUPS ’17, pp. 1-7, 2017.

F. M. Farke et al. “You still use the password after all”
— Exploring FIDO2 Security Keys in a Small Company.
In Proc. SOUPS 20, 2020.

J. Bonneau et al. The Quest to Replace Passwords: A
Framework for Comparative Evaluation of Web Authen-
tication Schemes. In Proc. S&P ’12, pp. 553-567, 2012.
J. Colnago et al. “It’s not actually that horrible”: Ex-
ploring Adoption of Two-Factor Authentication at a Uni-
versity. In Proc. CHI’18, pp. 1-12, 2018.

J. Dutson et al. “Don’t punish all of us”: Measuring User
Attitudes about Two-Factor Authentication. In Proc.
Euro S&PW 19, pp. 119-128, 2019.

J. Lang et al. Security keys: Practical cryptographic sec-
ond factors for the modern web. In International Con-
ference on Financial Cryptography and Data Security,
pp. 422-440. Springer, 2016.

J. Reynolds et al. A Tale of Two Studies: The Best and
Worst of YubiKey Usability. In Proc. S&P ’18, pp. 872—
888, 2018.

K. Reese et al. A usability study of five two-factor au-
thentication methods. In Proc. SOUPS ’19, pp. 357-370,
2019.

R. Macgregor et al. Evaluating the Android Security
Key Scheme: An Early Usability, Deployability, Security
Evaluation with Comparative Analysis. In Proc. SOUPS
’19, 2019.

S. Ciolino et al. Of Two Minds about Two-Factor: Un-
derstanding Everyday FIDO U2F Usability through De-
vice Comparison and Experience Sampling. In Proc.
SOUPS ’19, pp. 339-356, 2019.

S. G. Lyastani et al. Is FIDO2 the Kingslayer of User Au-
thentication? A Comparative Usability Study of FIDO2
Passwordless Authentication. In Proc. SE&P ’20, pp. 842—
859, 2020.

S. Ma et al. An Empirical Study of SMS One-Time Pass-
word Authentication in Android Apps. In Proc. ACSAC
’19, pp. 339-354, 2019.

S. Mare et al. ZEBRA: Zero-Effort Bilateral Recurring
Authentication. In Proc. S&P ’14, pp. 705-720, 2014.
W3C. Web Authentication: An API for Ac-
cessing Public Key Credentials — Level 1.
https://www.w3.org/TR/webauthn/, 2019.

Flk, KA. FIDO (7 74 F) FFEL % OHA. B HR
A2 CEE, Vol. 12, No. 2, pp. 115-125, 2018.



