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Predicting Malware Outbreak Using Large-scale Time-series Data

NAOTO YOSHIMURAL'® MASATO IKEGAMI? YUSUKE SUMIDA2  HIROSHI KITANI?
YOSHIAKI SHIRAISHI''®?)  MORIT MASAKATU!:©)

Abstract: The damage caused by malware is significant and the need for countermeasures is increasing.
To handle the threat of malware, many measures are performed. On the other hand, it is not well known
how malware spreads around the world. In this paper, we analyze the spread of malware and propose a
method for predicting malware outbreaks. In this study, we use large-scale time-series data that records
malware observed by country. In our analysis, we classify the pattern of malware spreading and consider its
characteristics. In addition, we aggregate the malware with similar infection routes by cluster analysis, and
predict the outbreak by estimating the cluster to which they belong. The experimental results show that
proposed prediction model performed better than naive prediction, indicating its potential for predicting the
outbreak of malware infection.
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Table 1 The number of each spreading pattern.
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Fig. 1 Changes in the number of observing countries within
90days. (a)triangle pattern, (b)diamond pattern,
(c)straight-line pattern(d)out-of-scope
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Fig. 2 Changes in the number of observing countries within
72hours.
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(c)straight-line pattern(d)out-of-scope
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Fig. 4 Recall and Precision of proposed prediction model.
(a)initial stage, (b)epidemic stage,

(c)removal stage
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Fig. 5 Example of prediction.
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