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A Study on Early Function Estimation of Malware by Prediction of
Features Using Dynamic Analysis Log
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Abstract: In recent years, cyber attacks using sophisticated malware have made it difficult to detect in-
trusions. In order to minimize the damage after a malware infiltration, we think it is necessary to estimate
the function of the malware at an early stage. In this paper, we propose to use the predicted features of
the dynamic analysis log for function estimation from the features of logs with a short recording time. We
conducted function estimation experiments using the proposed method with the dynamic analysis logs (Mark
Tl logs and Cuckoo logs) included in the Soliton Dataset 2019, which is provided as part of MWS Datasets.
The results showed 2.6% and 0.8% improvement in the estimation accuracy of Mark I logs and Cuckoo logs
from the start of recording to 5 seconds and 1 second, respectively.
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Fig. 1 Function estimation where the same recording time is

used for training data and test data.
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Fig. 2 Function estimation where different recording time is

used for training data and test data.
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Fig. 3 Feature vector creation.
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classification model (decision tree).
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Table 4 Results of function estimation experiments using Mark II logs

with the same recording time for training and test data.

WS (s) | 4 0 05 6 7T 8

9 10 11 12 13 14 15

DHKEE (%) | 39.4 66.7 746 78.1 76.3

772 789 7r2 763 772 763 76.3
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Table 5 Results of function estimation experiments using Cuckoo logs

with the same recording time for training and test data.
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5 6 7 8 9 10
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Table 7 Possible hyperparameter values of regression models

(random forests)
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Table 6 Results of function estimation experiments using test data with a fixed record-

ing time (5 seconds) and training data with different recording times

(using Mark I logs).

T — R DL (s) 6 7 8

9 10 11 12 13 14 15

AENEE (%) 35.1 39.5 41.2

316 325 298 325 289 386 30.7
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Fig. 4 Function estimation that approximates the behavior of test data to training data

by predicting features.
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Fig. 5 Feature Vector Prediction.
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Table 8 Results of experiments to estimate functions by predicting
test data (5 seconds) using Mark II logs.
T — R DOFERRFE (s) 6 7 8 9 10 11 12 13 14 15
DERE (%) 65.8 60.5 69.3 632 67.5 666 67.5 649 640 64.0

& 9 Cuckoo B7EAWAEZTANT—4 (1) OFRNC & 2 HREHEE EBOFE R
Table 9 Results of experiments to estimate functions by predicting

test data (1 second) using Cuckoo logs

T — R DL (s) 2 3

5 6 7 8 9 10

DEREE (%) 69.3 684 66.7

59.6 684 T71.9 658 623 67.5

£V, REZEFERICEY, 2FRERRELZZ EWD»
5. ZhuE, FIHEROKT (3.8 i) LFEMKIZ, BARDIE
MO I N BHA L2 F2E T — R T AN T—X
EUTHIET S &Y, FURMELOESICTFRIL TED
T TS B HMREENHM ETE20728EZXLN5.
6.2.2 FRIMREICEEY B AT

AN, FHIE RN R OFLERIRFH] % 2 2 72 IR O Ik 5E
ENFREDOBRIIOVWTERTS. 5.1 HTORRET
NDFHIMEREDFMD 728D, EMAKDFH U 72 FEHR 2 b
NWEFHBERRRTH D ERICIEL 207" 61572
AR MVOEY il E2RD 2, Mak I BT B &
Cuckoo O 7% W72 DR NV DY) iz %
# 10, 11I1ZR7. £ 10, 11 &Y, FREDORMMA K E L
BRAERDIFEEPH - FPREPKR IS RDIMEANH D Z
EMDINDE. ZHUTEOEED FRNEFRZEIVNE < THD
2, ES OREDFHNIFAENKE L RD LV D EKICY
TiEED. UL, KRS8, 9DONFHEL, £10, 11 DF
BoFmMER KT L, BT UL P ERENKI D
ML WO THEEEMEND T TIERNZ W bhrb.
ZhiE, ELSORKEFRTE L TEHRAEIAIL B
2, [FAHHZFENC LD EONABHOBRB LM I 205
RreEZOND. FEBIZ Mark 1T O Z{# D Tl X /-
FEDEFHD 1 kD 720 O, FiRbFfDs 5 0
56 MICFHIINAZEDTIZ 8L, 575 15 Bzl
XNAZEDTIX126.2 THY, BIML TV .

WIZ, FUNZEVEEXM EUAERIZBNT, £0<
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(b) #FHT 2 ik BOENREE, DTN EhE
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Table 12 Number of samples per correct or incorrect classi-
fication results using each of the predicted features

and the original logs of the prediction.
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Table 10 Mean squared error of the predicted feature vectors and the original log fea-

ture vectors of the target of prediction using Mark II logs.

T — 2 OFLERRER (s) 6 7 8 9 10 11 12 13 14 15
S aRRRE 4.22 6.58 6.53 6.51 7.07 6.56 7.15 7.10 7.19 7.07

% 11 Cuckoo B 7% FAAWTFHINAZRHA Y MV e FRIBERRO OB T DRk
VD3 —Fei e

Table 11 Mean squared error of the predicted feature vectors and the original log fea-
ture vectors of the target of prediction using Cuckoo logs.
2T — 2 DFERER (s) 2 3 4 5 6 7 8 9 10

Yy T 144664 373789 902543 1736055 2833127 3800627 5738236 8279703 10045119
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Fig. 6 Histogram of samples’ features correctly classified

by prediction.
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Fig. 7 Histogram of samples’ features incorrectly classified

by prediction.
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