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A Feasibility Study on Investigating
Functional Differences between IoT Malware
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Abstract: 1oT malware is created by editing functions based on publicly available source codes. Therefore,
it is not possible to capture the functional differences between variants by simply obtaining the malware fam-
ily name with antivirus software. In this research, we propose a method of malware function determination
using signatures for the purpose of confirming the epidemic of subspecies and investigating the actual status
of subspecies in consideration of functional differences. The signature is a call sequence graph (CSG) corre-
sponding to each function and is created manually by an analyst. If this signature matches the CSG of the
target sample as a subgraph, it has the corresponding function. This signature can be used across variants of
different CPU architectures. In this paper, we performed function determination on 24,126 specimens, and
showed the existence of mixed subspecies with functions of multiple families and specimens specialized for
some functions as case studies.
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Table 3 Breakdown of malware family and ISA in the dataset
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Table 4 Breakdown of malware family and hit count of Bash-

lite Signature (Hit: the number of matched signa-

tures, Total: the number of samples for each Hit)
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Table 5 Breakdown of malware family and hit count of Mirai

Signature (Hit: the number of matched signatures,

Total: the number of samples for each Hit)
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Fig. 1 Extracted CG from BASHLITE malware
sockprintf
sleep sendUDP

initConnection

getBuild
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2 VIR FYRIYF L CSG OB (1)
Fig. 2 Extracted CG from BASHLITE malware
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Fig. 3 Extracted CG from BASHLITE malware
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