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Creating Family Tree of Android Malware
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Abstract: Android malware has been a growing threat. For an effective countermeasure against Android
malware, we need to not only detect the malware at a certain point in time but also analyze the time-series
changes of malware, taking into account that the Android malware family will increase over time. Therefore,
we propose a new method to automatically create a “family tree” of Android malware that can represent
how the newly detected Android malware is related to existing Android malware and its families, and how
they have changed over time. Our evaluation using 18,958 actual Android malware shows that our proposed
family tree is able to accurately represent time-series changes between malware families.
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