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Abstract: Ethereum smart contracts are programs run on blockchains and many contracts have been de-
ployed recently. In spite of identifying vulnerabilities on the smart contracts, the existing security analysis
tools have limitation on either accuracy or throughput. In this paper, we present a new static analysis tool
which provides a high accuracy and a high throughput on the vulnerability analysis. The presented tool
takes EVM byte codes of an analysis target as input and then identifies vulnerabilities by obtaining features
by virtue of a deep-learning-based assembly clone detection, Asm2Vec (IEEE S&P 2020). Here, we newly
develop modules to incorporate EVM byte codes into Asm2Vec as well because it does not originally provide
a compiler for the smart contracts.
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