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Abstract: STAMP (System Theoretic Accident Model and Processes) is one of the theories that
has been attracting attention as a new safety analysis method for complex systems. STPA
(System Theoretic Process Analysis) is one of its main methods. STPA has been popularized in
recent years and has gained a certain degree of recognition in Japan and overseas.However,
CAST (Causal Analysis using System Theory), which is a causal analysis method, is hardly
recognized in Japan. So we targeted the Information security incident case "Report on
unauthorized access to the information system of AIST" for investigation, and accident
investigation is carried out using the analysis method of CAST. The effectiveness of the method
and the application characteristics of the task were qualitatively evaluated.In addition, there are
few examples of security accident analysis using the safety method. Therefore, using CAST,
we conducted an accident analysis on security-related accident reports and examined the
effectiveness of CAST.
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