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Abstract: There is an attack called Rowhammer on the DRAM of the computer. A side-channel attack
called RAMBIleed, which reads secret information without access authority using Rowhammer, has been
proposed. It is pointed out that RAMBLeed can recover secret information used in OpenSSH. In this paper,
we attempt to recover the private key of OpenSSL by attacking the server with RAMBIleed. In OpenSSL,
the secret information is allocated on the physical memory before RAMBIleed is executed. Then, the secret
key cannot be guided to the target page by the conventional method. In this paper, we propose a method to
move a secret key on physical memory to swap area and reassign it on physical memory. Also, we show the
possibility of inducing the secret key to a target page.
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