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Preliminary evaluation for FPGA implementation of malware
detection mechanism using processor information

Mutsuki Deguchi' Masahiko Kato! Ryotaro Kobayashi?

Abstract. Software is standard security measures for computers. However, IoT devices has few hardware resources. So, it is
unrealistic that software measures put pressure on them. Therefore, we have proposed a hardware malware detection mechanism
with processor information and already verified effectiveness by simulation. We perform preliminary evaluation for FPGA
implementation of the proposed mechanism. We implement not only the conventional proposed mechanism with division but also
light and accurate mechanism without division. We implement RISC-V core and the proposed mechanism on FPGA, evaluate
resource utilization.
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